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A 22 2R A EFE SRRV E 50K Il — R 20, SREmAAE R S
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BT HMSFEURRET SIRZAL, NCSC & W 2 A7 R 8 L bR & A 4
SRR S SRS (A CPRIPA4 B2 M 28894 )  (Protect Domain Names from
Phishing) AR UEMR AR 55 #5838 12 ) (Secure the Communications of Mail Servers ) &
DU ) o fif ZEUN IS S ANE TR MRS, 1005 SR PERAS [ 26 2 e L R ofi
5 B e AT S R MAGE (S BRSO S AR 5 1) 264z BN, Aok, Boki
221 nl 34 AN SR SR T DNS 6439 JE ( DNSSec ) ———Fhia el 44
48 1] A 1P bl i PR ——a 0 T &S LSRR e BV T BE . R AT 22 L
JF 98 AR ) AP RS i 55 A B e 48 PR L AR R 418 o F™ R ) 22 4, st
AR TR , (B 22 MK PR il O 2Rk AT T — e S,
5 Bl AR B[R, A, T R T R A AT e 2 A 22
PR R S WA i

H T SR S RAE B 2 R e i D7 S UEL S, 22 B
P RT elD iH——FRMEEL SN RS, T TES RS L Ui, 3
TAPEIEIFRSE (MijnOverheid.nl) | AFFA RV T 7750, BBBOMHLE (o
Bl 55 Jeifg A BRIR ) BOME 1. BUAE, BORBE RBURLIE . 17 BUR ISR 2 2R AT e
it X — B BAE A BN RO IR T B BT elD RGEHRA HiR, EAfERVF
2N Bl B 5 TR1 R0 BURT IR 55 1 B SR B Uk 5 SR A [RI R, o A0 B AR . X
Her B mREZE b, KA LR AT A B B ET7 %8, 40 DigiD (A3EERT]) | iDIN (4R
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1) Ml Tdensys (FML) o FrA X e7; S5 BAe A SRR, #RFE H — & 46 1
NIFR

N T X DDoS Brl BAFIFER , AR B R £ A T3 A RE 5 PR SR Ly i 47
KA T HANIER : WEFAEAE (TND) |, X —BIARIEAZE, LA =
BELEZ b2y (DCB) —MRSFRMLETI SRR A2, WA T BTSRRI H
AR BB o XIS H 2 PR DDoS Bk Xof o 2 S LRI B A 20, IRy fp ==
PR HLRIISS o ff 2R R 22 A 2016 AF4FIR DR — BAEZ S, NS
HR TR T AE R DDoS i FAF K i B3 22 18] B3 5 -5 i A HG A 2B ) 328 135 Bl
BRI RENE . 2014 4R SR 53— (B NaWas (HI) , B7EMRRAETXHRRE A s
AR 28 BG ATl , et i 4 e 28 AT R I 1 DDoS Btili .

i, NCSC g M kAT 5 WA 22 MG B TROLHS . R R AR, Bl
AR P 22 R 45 22 APl (CSAN) SRS HA AU AR SRR FES MR Y,
A ELAE P A5 RO AN BRI 25 U AT o B SR R BUR AEHAR A 55 400 T Z 18] &
YRR — MRG0T, WA SRR PR R TR, CSAN R R ES B — A
KM L A s 2 H I BT A R0 iR T FEAEXS (T 22 BUR | S EE LRI M E 2 Ry
b Al 55 1 245 1 ) IO 28 A EA T PRAR B RE B 70T o SRTIT,  CSAN 1 X6 61 B 19 245 JRURS:
T AER P25 22 e SRR PR AL TRETERIMEL , X ISPt Y I 265 22 A 5%
(PR Fy ot

N T IR ARG AR, 2016 4F 7 H, fif = R G T BUR 5B R e
222 NCSC 4252 T — i B BN 28 22 MR DA (CSRA ), 10X [ 52 i i Y
W28 BT 2B 00T, “ERSRTE N RIS 25 22 A R, LK 2= Al Al
HIER RSN

iy 2 IEAES SRR PRSI RE T, R — R AR PRV SR, X E AL
XL AT~ o B2 BRI T ff 22 G BEE R B AR 55, S s AT B R
D0 i) 1Y ES Pl Si90 7)) i e SO R S T T el 27 5 7 o £ U N7, NI 7 ) I R | 4
Bt , ABUFOIF AR EIEE, RIS A IR B X —E A bs . i)
VIR FIRINE SCRF I 250 A T, RISk foeidh A R R

R FILEMPUE
i = B AR T IR sz MZE TR B E BRI, 2507 1 (2001) FItbE 1
(2006 ) {RRINEER 2 MZEARIR A2 ) ( Council of Europe Convention on Cybercrime,
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bk AR ALY) ), IFEENHET TIX—A2, i AN —LE R 2L IR
B (and H 4544725 ( Electronic Signatures Act ) )N AFERMAES%: ( Personal
Data Protection Act ) » {2014 43 HBEHLIEEZ ( Computer Crime Act of 2014 ) Y.
7E 2013 4R (RS 22 42t 2) o,
ﬁ?iti %Ne{%?o%afl/é\l\ii E‘i?ﬁi i == BURFA TR B 5 247 80H] AT BR A% 5 50k
Public Prosecution Service ) f1 DRI 2 LR LR, T SO T (A
EREIE Sl N g IR A2 ) R BER b DM A R i
N T ARREX LSSy, i 22 AR S A i B
BRI RS, BT MZIEIRG ), #RmIT M RIRRms R, ek [ pr
KA ER o NCSC Ay 22 [ G E R B USRS L SRR I 45 AR R o (EC3)
[E PR 2 20 N 2 01 231 46 24 [ 2% 51 2> ( Committee of Contracting States ) . B
IR A LSRR BUR TR ( EU Policy Cycle to Tackle Organized Crime ) | WM 4= 5
A PEAIZL(OSCE ) A A 2t 5 AR ARAMAE (UNODC) B BEAk, PR (2015—
2018 AR Al AR ) BORERZ 45 ikl I T mse AT i M LR A BRSs 01, IFEhil
iy 22 [l 5 B 8 5 AR AR ] B S AR AR T 30
TEFE A, fif 22 s IR SR HE PIIUHT A, LAY R AR 22 43T TR fE
IR e A SN T RAA ), DL AT d @ Aot 8ol b 2R SR
WE ML) (Wet Gegevensverwerking en Meldplicht Cybersecurity) Pisili-yin
iy SR ZE LR AAT ), BRICHEZH 2] NCSC i M A XIS kit —0
NCSC #2447y EEFEA . Brnd GHAEVUEIREZRE L) (Wet Computercriminaliteit 11T )
Ermige & oSN R EC N A I = = DUV (16755 R -2 e =t (R S
FBE (SERA) WREARIKN . XL T ESEA P 5 Z AU,
W23 T PPE LD, Z R B IE ST, BT A DTS B AT R B
FORBBEATE A, A5 B iwil. ARSI AR, k]
RIFHEAT “psr s, LAB IR E TS R IR SS TR etz b Xk
e BGE, HEARES B .
A R 1 A 5 A ) (8 5l S K, (HR A 2 BUR E 4R T 1995 4F

(BB AR ) | 2016 AFRYRIZEFE B 224 (NIS) 454 LU I a8 P& £
261 (GDPR) HHIRIEHAE, B mMBZate )y, (Rt maiE. 7l
m, fii=E el TR R (DPA, FrEdafRer “swbe” ), DABIREEST AL
PR ISR, IR inag T AP R RAC) . 2016 45 1 1, i 2= CEARIRIFIES)
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( Dutch Data Protection Act ) MM FEIRZRARL, X EASECHE I 55 1% 45 Bl ki ol 524 o

TR TR AR A 22 TG LSRR IR 72 /B, T et AN A BORH I R4
gt BRI R (DPA) , 5 GDPR BUEAHIE] . fif 2% DPA W] LUK BRI AY, 75 Y
TEOLT, 35 R FL L AT 32 3] 820,000 KiOT (24 893,510 3570 ) BUAFILA 10% 15113,
FEEHEE G LA A, B G E DPA YLE T AL T FT AR, HiF 2 A4 L
ARESSRAN B FE AT [, R EATRETUN A 58E, HRT BRI
ZHN 0 DPA 13K MeAh, BT 2014 4F OBl 2285 ) LU Z J5 6T (BaAbJE ) (Privacy
Shield ) 5+, —SAREEIRERA T EE, XFXEARMER, $13nheit
R, 7esny) CEARab ARG M4 %242 ) ( Data Processing and Compulsory
Reporting Cyber Security Act ) Hv, A —IUECH 8 e 5 SC55 5 IS T OC i Rl i it
ML, AT NCSC @R ML Fk,

FEPERE S I, o 2 A T — RS RE J), AT AL B 20T A
FHZE, 2SS IFTHERNAER EAREILTE, HR0s 2 ik, Zefaikip
oI PSR AR, (Hfr 22 E ZEE A TRES (OM) S EZ R PGEILM, TR
JOTEWIRG . P AR YR AR, BATEZAI ., e T T HOREZ A M40 TR
HREEN, CAEMIZEVESN . VEER . RGBT . s AR TR E
PRI VLK K DDoS Bt o oAk, fif 22 B SRR A, (NHTCU ) —— T
Ja 7 2= E RSN AN, SO TR S ZO8 N M0, 5o e la 28 “&
FHEARE MR, WRWBTEIE “HH8 . BEs iSRG = 2005
HAREOTE” o NHTCU 5 EBREITEAET 68 EMALHE, JFEsh T a2l 750
FETAEZ ( The Dutch Electronic Crime Task Force ) , 54mfIEALAAE T THLES1E,
AR R TIEEAL, VE AT e R AL TR B o i —2E 3k
LR MAZ R, 22T PR ) Ll | I slobl s v il i A 65 LSS 8 .
2015 4, faf U 1,380 JTERIC (£ 1,500 J7 3670 ) 4rBosh 88, LIAT o M4
AR, SR HR R AN LA hE

BE 5 e D 5 1 B, P28 rh g S I A 1 T 22 R R TR AR, 6T
etz 3 2 . AR B — A1, 2013 4R A 22 2055 45 B iR o 4 ik iy A1, 2L
[y TS B 3C (AbuseHUB) 3140, fER(EEACH Ay, X 48 B Fi
HoA R 2 FHHEATUCEE AT AN R . AbuseHUB J8 53 AL4G £ 22 14 T SR 5 Bt it
B FEHLERHER . SIDN ( “nl” —Z3044 M) AT SurfNet ([ A58 I H M 41z
BRI ), BT 22 95% DL EHRMEFER 75% DL b “al” BT, il
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XA, KREMEZMERFRRIE ( “TT5EEAE" |, reliable notifiers ) ¥tH] LK%
SR | 0 2 TR R IR A K ) Y A 5 B Ak B R 55 B il B vy 1 sh A
WA R, B, SROERT T DI SR P SR, DO EAT R PR A TR BLAS
BT M = Z M 28 B AR .0 (ACDC ) ——H MM 2= B B B — N EEE R
TR | AR AR W2, AW f) SRR O e — S SRR 5 v e
SR H O R ——AbuseHUB 113 € BIE B ol LU st/ - [ 4, BRI e
K-, FFETEAE X NS TR R A

i BRI A T —I0 “faf 2200 UH AR R AR, AL ]
RES M LRI BOE R T S5 3, JFSURh e i PIOHEERT B . Bilan, R AR K
— TR R A A MR U EAILARAE AT 22 o iy 22 AT R RO VE S i 8% (TOR )
W2, ok SER R I A4 T 5 208 S AN IE ARG ShI R AE— . X 26 TIPS A
[ =2 FAURMERT VR BEM—RITNE, SRR TAILMBAGE. B
JREN I HR AR TR 22, BUN 5 5L (1 BB R ARAR | I B A4 B A o0
(LIRC) | fif Z AR A R LI LN EH M E R (ACM) BAF ZFN G
VERZR CEIT RN T V8" e i EALRALRT , 45 e P2 iy B 28 50T/,
FER T I

i IS IR REST, I T Mk MBI, 40 2014 4FTFi5 B9
MEEH 2 “Cybercrime@Octopus” , %I H & 7L pEI A [ S0 (Al fdir A29) ,
SRER ORI ANE R R TR RS Sz, Xl e BRI POE N R B AR M 4R R
FIRL TR IR . i A — S LAl A [ 0T H o BRI, (HM AR A 20
ARG T | AR AHAB A A A 51 H o

MLERILEIEE 2.0

ERT 22 B2 S WO IR 5 =0 3 AT < I
E§§§§§$§;525$# %m%%ﬁM$@,ﬁa%¢ﬁtﬁﬁmg

BER AP 2 —, (AR —
PRSI A M , A 8y, 5 2 T I 2 L B A £ 5 R
FADCRC A F AHLIE, ok D M4 I0TE, eI, B A R B2 ST,
2017 4EJFE, FoA PIF-22 HITE 3 0 22 BOTFIAE 2R EE 30N T ik e84

BEENE
1B 2013 4 F ML 24 ks ) frads, ff 22 B Z 452 40y (NCSC) 5t
F A v MR A BILE . NCSC VB M BURF FIFAN AL Z 18 45 B s e, o
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HEIME R, SRR OIS AT SO A, X5 B i A 0o 2 A R4 7 i 3

NCSC PrBh B G B ILZZ A Hr ity (1SACs) |, BT ITRI4y, SRl i1k
JEME R o E BASREA R T2 T BB AEEOR M S AR 55 19 55 5 Sl . M)
KUl R ARIRE RIS . BRI O AR R 0, AR . A
KK ARG B AL M 48 . NCSC SRR ZUZ MR RN, TR R AL
WEAVEFRT], WS AIT 2 The M N 5 2 AR5 B . NCSC i /a4 [
T A HE) 28 B RRIZE o 2822 S B AL R AR C I ARMA G R
FAEF A E (ECP) —— Ry 25 RoBFHEA ML 2N 6, DAEK
BLEERIE (NCO-T) iy 22 BURF R P28 R R 2 T AP PR DG R

BEAk, fif 222 52 RhiEs R A AR TR PO 28, (R k(s B, dndb 2yl ik
PR BTG (MISP) | R i 2% 17 2 0 107/ IN2H 2 [ Jal 4l s sl 2 1 ) 22
MR FEPREMPE ML (IWWN) | FHEmR R AL 2/ g R (FIRST) | 3t
PRV A SOV TARAL (TF-CSIRT ) DK ZE M BGIER I (NCFTA) ——
EHE AR AT, HAiar2 (2SR FURPEEN G Z B i&1E, LA
PR T 5 52 A I 28 A DG IRl o Bk 5 RIS ] LA i A P AR AR 28 38 T — 0 I i 4
3, s R ATMK SR R M L8 2 G VRl RS

faf 22 WU N R A SHAE A8 #8 ( Responsible Disclosure ) J& “HNi{E BR S . B4
FHAD 1CT =i B L7 o LR SaRERIT S ZH# | 5 REEEREK
PRI KRS AR, TR T —ERsHERERIEm .. XeiEm et T RoiErHk
A" K “H B HEURE T A S MR SHEREREOR o 7E 2016 4R 22 fHIE
R A 3 A 55—, fiF 22 C10 °F- & Hl Rabobank &2 T — A VEHLH], PhATR
TS o X — R B LAE R, o2 PR A BORBR 22 1 R Ml ™ it A T 2 R R sl A
JEBA . X% fd (Il dEE hiE 7 ) (Coordinated Vulnerability Disclosure
Manifesto ) 3 LAERFIFRM, (EF ) IREIBFEE AREH X 25w R GUTA# i)
A EZENE, RFHSA IS R A OHEE IR . A 2016 4 5 7 R,
Sl BEY . RRIR . BATFIRHEAT A Mt 30 ZKEEEARIEE T (H5) o BN
2L Z 1835 ( Global Forum on Cyber Expertise ) 7 5T AL 4 8548 1SOR HA e BRE AL 2

TE A SRR ELAB B LR B, KPN 5 2 MR BT & VRC &5 B
AR BRI, A B4 45 00 T ) S (A e D S a8, DT R AR 4 e T 1) 3 i A 35 )
W] oAb, Shes 22 Bl & 7 BAT IR B —— 7 =2 Tl FR FHRG 2 (PR VNO-
NCW) SPral Al 17—, KA 2 A UM R DR 7 58 B R AL 1 25 4%
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Xbaf 2R, Bl HAS KRR BTG N, AR Bt A il 0915 SO A5
BRPAILAZ NS5 FISBEAR S5, AR AW ag A | iRl S22 MR R A ]
RESE BRI E o A 22250l TIF 2 AR B AL %4, NCSC, (5 B3zt
O FRITRFELR R BT SRmEE . di/hIcin QU Al A AP EHR
JEFEZENH P NCSCR=R—MMEdbF B MR- . R, F-ATHAe AN
FEIET AL Z AP FE A A T K IR T4 O B At o i =2 B> T B Rl o
H i B R WU R R PR ) S e 5 B A S STk, I T LUl S 401
FEUER, ARME BT AL MZ AR R A
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MR HE

faf 22l FRHU FIBUM P X — 4 =7 ZEME R .. G AEEN
SRR TE S TG T 0, PRI, far 2238 SR R IR Talk B —— =i
FAER (Top Sector Policy ) , FIFHATMEARA AU S M G4, (RRer 22 40
PRS2, e i B R R g 22 B GRBRURE (NWA ) DL BRR B I F- 2k 2020 1% gk
(Horizon 2020 ) MYOCHE. ™ Mk 9FE s3G5 sl AL 77 38 . i) . WFR S
MR, EVEEMARA AR, P2 B AHE T 9 MH s, 7R,
fap 2GS, IR AT BRI BOR R AR AR X 2 7L i S5 7. (DA R £
QM7 OB ; @RelR; OmPHLRGMME, @4:mBl: SR O,
@ ZAFER B Q7K. 9 NFRTTIEFER AL T 42 90% 1) (FAE ) WFESCH .

e = TRa A6 L N Y SR TI E o N 13 ap e e il e ot I i S p U S v
W e LG BB AR ARG o 2014 S, FEBITAEA (Team ICT) ST,
TS AR A A TIEA, , M RS e XN . BiSs . P=dh . TAERAR Al
b5, 72015 4%, 2016—2020 {7 BB EEARFRAGH IR (KIA) KA, PR
BRI T 55 A Al s S M AR AR DG (5 BB (S EARPRAR, i RBs FN 224>, 4
K, ARG BEGEHEARMENS 10 M mEmr= L iHe e 4.,

f LM T =20 BAR, KHAE R 2020 4 i = b BOR AU S0 —3 55
T, EA R 2GRSO R R AR MR R A TR (AR, fait)E T
SRR AT G I RATR ) o B, BB T AT A 0 T
(TKIs ) HAR , VA SERIFAE I 6 & 55 Motk e e i 8 44Kt 29 8.72423678 ),
HAPZEDH 40% RN . )5, ek 2k AT &5 sh 5 GDP Y HLEE M 2014
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YR I BOR R —i 0, 5Tt T MBI, et AT & . 15
BB EHARUALAE B ZRMRRTT R R X AHG: WBSO (WFEBIRE) . &
B T NFWEA TG S T B PR B STkt P, P FA TSR, B
PSRRI TR SIAHOCHYIE TR S, WISV g fe s BIFTAE (LA
PRALHMF) o BIRXLEBIEEHARARL Tl T M0 &, {H WBSO ., WA H
BUBARHORAR S 200, BN A ARG, s tE. ok, h TR
R AF I E LAY, A LT TRRH AR E 4 (Innovative Future Fund ) S/l
(SMEs ) $2{#t485¢ . 2016 ZE5F A B e df 2% e 2 19 2 /20000 (29 2.18 44300 ) -

s PV B S 2 A ( Digitale Agenda ) HAMMEAVIRR, 5EF ML
A Z A SIS D, RIVE (T AR AR At I 2% 22 e BB AT e O B R . AR A2
—A CEZE M2 24 ) A CREZECRmS ) FRBEARY H AR, H1 2008 4R A2
BN E BAt S 4 | RADVRT S S5 BB A DG, 2013 4Ffar 22 ([
K2 AW (NCSRA) 11) FERAPAELUTARET T : QA RZEMEIE
(GUIGRRARY . Bl ieds 44 B MBORE L, MTiH ) + OfF BB FEHARIER
2R e SV 1 @ SO 0 R TFreny = 5/ ol B S ] SN 2 B SR I G 7
WA R G L R E R G LA ) o XIWTFTIREIR I 1 R Ap AR Hh Stk A
FARTFE R B —— A B R I A —— Sl 5 | AZ D7 R A OGS A2 2L BT

HeAh, (M ZE 2 A N 2 ) 5 35 B 78 W 28 A A A AL 2 18] 647 B2 2 i B
I, UIREQUAA LR, bR — & TAE, IFERBCRaUH A IS bl
BRI AR . B SnEsREF I H M) 2, “MRAFSEHT, NET
TAERRANBIR Y, WERSRRBE TR |, DMLt e
PRI ZARET . A TIEAHRR, M 2BUF . B AR ARE — R A AR K
PAEEEERORZF BRI, JFEL TN Z G, ok, 54 R
HLOWWE . R EMOIR AR, TR MEER . PRSI BES FIEORT
o X—FE8 02T MR N L4 -5 (Dutch Cyber Security Platform
for Higher Education and Research ) , Hifif=2 %2 5rk, &0rd5s . #H . XAFE
BB 2R TR AIZL (NWO ) T 2016 4FHES . Deypher (‘%4 F-6 ) HflifrE
SCREE TR R, Rl o ] [ 28 22 A U R SR 0R . LA I 78 /2 i R 2542
RYURIERE, JFEEIRT . X —MZL2EH I ATAEEI AR R TR
WrBL, TEVHRAAURM MM Z% 2 A URAE AT i, BUR S5 B SHEJT R BT 06 R, (H i
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RBAFRCR . CEZRMZRZE A 2) Bodgih,  CEZE M2 p5eiscre 1)
AT R R B T X — K

2010 4%, R far 2= W HEHEBFFR AL (TNO ) | HAh~F AR ZURALE T 148U
I & T — 11 H ( Pieken in de Delta Project ) , H:HARJETENE A &7 — 1)
Bl ff—Se i BRI E S IR 282 A nd . X —3H T 2013 4R T
W 424 = (HSD ) ——Hi6 4. Twente il Brabant — i %) Z2 4 .00 21 B0 22 4
Jett. HSD Bl fif 224l . BURF RIS ARBURE S350, L[RRS4 22 4 FI A5
SOEAEHORANH, A A == QBT K sh 28 55 & e o i 2 1) HSD Kbl 2 1 52
LD, PRGNS . EMEIBOEL RS INAGT . XX
JRESR T ISRy AU T F R 48 22 A rplo 22— 2016 4RSS, filf 22 W IR 0FFE 2121 (TNO )
1EZUTE HSD AL X TFE T 28 B & i 35502 ( Cyber Threat Intelligence lab ), PAZ2ik
WEOR, B R R 28 BRI | (5 SR LA R HL B A . TNO i HSD 17
WA E K M 453856 & ( National Cyber Testbed ), DU TR S B LA T 1Y)
P25 . RERFSHR R S5 b I R 2F ( MRDH ) #2444 1 200,000 BRI (£ 217,930 56 )
AR ER T ST, ARSI —itR

2012 4 ( R L8 2T R ) sl 1T /NRA R SE (SBIR ) AYEH 2,
IEBERY T AT AT 2 R R IE S H o eWIRY SBIR W H B T 270 JTEOT (4
290 J73EI0 ) , AN SFHUIE | SR AR R 22 422 8 NI T TR o A ([
KM LB ) BT 270 JTRRIT (#9290 J1K76) , T SBIR 2013—
2014 FEHIEE . RH 6 DT EIEA T 21 a7 H , 7 A5 (BYOD)
B BOIE . BCE SR I AT ge gk et 6 AR AY, TSR B e H
2016—2017 4, KRINZE 5L & N % 4364 ( European Commission’ s Internal Security
Fund ) 52 ([EZ %2 2P0 ) SBIR i EZHRBIE (il 90%) . #5330
TR (24360 J13670 ) #oriids %45 Rl e i — Sl fi i L fe S

i = BURN W FZERT R ARTET T T S E R B . BR 1T 5 W02 5 i8I, far 2
WAVFZRUAPE . B,  (SERE —fi 22 T H LR S22 2R R e SEAR G
€ ) (US-Netherlands Agreement on Cooperation in Science and Technology Concerning
Homeland and Civil Security Matters ) {23 1 W [l AR X [ 58 28 42 7 A LA ) (1) 45U sl
FIRGAEAE. N 2012 4F 01 R, MR R) R 7E 46 22 07 AT S8, A dh g B
WS Bl AR R G A A R W2 e A > o 5T T B PR VR N2 o ARk T
ARFIARRIL= ok TR (HR ) M2 L aRe I AR
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B, mEp . @R, Zehak. Kl AT LBRFER ]SS, 25
gﬁmwﬁ%ﬁ, A K% Al 52 i CSR— it ggg%ﬁgggﬂ%ﬁ%ﬁhéﬁ
SEWE R M7 a2 04, ITTEE RN
B A SR ST RN R R . 2% A R IR (1
AT T BURHE I far 22 N PR = FIE L SUR ;2 25T 2 22t ) 45
KA T LB TTER Ao 22 R A SURHAE S IR 2 44 BRTT( 29 4.36 /.35 ) 9 42
Hor 34ZRRTT (24326 /3670 HESRAHE . SLARRER . 7 =R R
H—ANLTIME L2, BUT TR AR AR IR, 3™ IR Am
ANl I S Ty o ] S o

i, far 2= Tl Ag AR st A 1T AR R 22 RIS Bl - A 1 5 B M
NIRRT A B A FMEN ., fER 5 BRSBTS 5. BT
AR I N, FE el 2% P R O 1 A L BRRARI SRR, DL
3 e X e LA B AT AL S . Horh— 34404 QuTech B3 H J& Hi TU Delft FIfif >4
N FBFAF S LRI, IR0k A M 2 AT RS EMEE . UL RBRAES . A
2N FHBHEVF SRS TU Delft, fif 22 BL2E 5T A ZURIBLE BB 155 2RI 75 42
XS E MG T L T i ROR RADR R AR Z RN NBURE J7 T8 3 e ot
1.35 1280t (29 1.485 443500 ) %84, Ak, 14K (Microsoft ) FIDERE/K (Intel )
SGERHE A RS QuTech i FRFFEHEAT T B ARFTE . BR T QuTech, fif ZRMAMF5E
HAGE L o7 22 B FZBCE ST AR R T, SRR . BRI A R
RAEFRETRTTAAE, SLm 5 xR U M BEE oY, IR FE R
T QuSoft———H A FAAEIF T H L o QuSoft S5 R W 4% W% TRl il
AR, IR BTk, X (ML 2020) TAETHRI—H5r. A ERE
A HALE 2035 AE Z A AR

i LA AU H S E R MWL B ICRE 1) s 2 505 = M
2016—2019 ICT HIPURIATHTILRE (KIA) MH—20, HS5EERRER . #5 fasRimil
AR S B BN AT R E AR . i =Rl PR L S UK I 2% 22 2 A DT H R AIE Y %
G, AT CERMGEZ RPN 1) B 9 MFsE £, Hhdh: S0y, BV
TEATAS B, W R R R R ite; T PRI 2% BE 0 45 . SR AT, 201 1 4R35 — 4Rl g o
HAR BRI R TEAL N 350 JTRRIT (29 380 JT3ET0 ) , 2013 4FE5H RS Rl W8 h i HidE
WARBEAAF . i 22 BUMFTE 2011 FFEA S —FR R ST, X EOFR I B 9% B LT R
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— @ —A, 4650 JTERIE (#9700 J7RIT) , i 2013 4R 58 “He b b AR
] 550 JTRRIC (25600 J13600) o FERXJLAERLTE T, BUR BT T 40 D5 R4%L
A RMTH o 1 2014—2016 4F-IN], fip 22 BF A BIFFE 2 SN 18 N 28 42 T 52 30 H
WS

UeAh, Wit S 5 TRCE R (M2 2020) HHRI, A S el s,
TE T BIPE BB A AN AL BRI A A IR T Z (8 i A4, (2 2R B i A HoARA Tk 1
K. BB TR =AU (RVO) B—#5r, EPREE 58086 1E/ N
( International Research and Innovation Cooperation team ) J2:fuf % [ KR B3 101 H [ SKER 4% 5 .

JUEA X SE R HIMIEE Ly, SR Bl 22l U E AT R R
APECFITT 22 AT B S D RERS ORI HOCHE A BER B AR 7 50 M 28 L e e
ML NG SR TR 4 A N AR SR, 2011 AF [l G N 45 2 4 s ST T I8 B E
AL, JHGREFR N T, SCHRZE B A KB 25, (R N2 4 g 2)
HH T IS 2 AR T E, JFESFR, 22017 4, fif 2219 1T
A U PR T 6800 440 2016 45, fif 2% W 2582 R PR S RIS M 2522 2l A B
JEERLGR, IR RINK L RHH .

i 22 9% PR BRI AR MR AR B A7 0 246 42 4 AR vh IR (R AR BE R 5 AR 2407
{EIA B R Z RO, AR BT I TR PE R S R S Sy, AR B
MIBOARYE, sk = 22 RRTr ik, O EOR SEOR . WA, &0 (e BRIl
SRR ATE ], SRR TR AR AR, B EOR R JRIRALL
PIRELE G, AUAREAL . IR, AR AR LSRR IR S AR AR R Y A
ER. flan, RO AR BT R R 24 R 2Ry, il 2 i U Y
SRR, #AL T A2 R O —— M e Ate e, S R4 F i A4 1
FORTUE | PR AE H R R — RN A M 28 L2 Al KT, H iR 2% 42 42 301
R — LY i, AT EE R FARMEFAEF AR ZARIE , RENIZSS i
BT TR, REEZEEIREE, BB E e P REOR . BOR . &0 e
LA R 4 Ak

fc i, CE SR 4% 22 40 g 2 ) KRB i 2= e 4 ey I 28 XU, 2 R 5 1 & 22 3R
o TR, (HELR S XM IR, IR RS A B R4 (Cyber
Hygiene ) /K-, b7 ZMOT 2/ TAE. O T I IX—FK, 228U (EHEER
Rz 2z aerply ) ER IS S AR 2 28 2 R g P aEE: 10 A
PRI s 2e 4 H s W EER” aa s RN R B A AR T1, AR AR O

—154—-



R e x|

AP BE . S FORFHARTE B, FEAEIEe 22 AR BURFIFAE T T Y
e gy RS WA SAURAERATITHIR” T Sh—— i 22 53182y (Dutch
Payments Association ) #£3)), B 7545 HIfT =28 RUAVIT RS A & A Z M IRVE; Bk
W44 H ( Safer Internet Day ) o UGN, 13X 265 U ShF A6 ] B R B 1k
25 A Bl HA R 2 A0 SRR IR SR R AT SR, far 22T 38 Bh4s (Duteh Consumers’
Association ) A& T “FHEHT " iz gl, Sl s RE TS R 100 9 S pE R R
B IR o VR IX LB S —HR 53, i 2201 28 B P 2016 4EXF = BRI ERIFR,

=R PP EOREORAME” | JFESRIZA i B 5, s a2/
A 1) % P SR

15 2016 A AR P2 224 R R 00 R JIE], FEAT 2 2% TR 2 T
SRR, PostNL 1 5 JREHAT B BRIE - 2708 0] B AH BRI R T — 1 % 15 ( “Digitaal
Droge Voeten” ) , i S0 faf 22 BURF A K AW FLAT BEAR B8 {5 H R T 10%
PEITTHEE MR 2400 o S By 2 AR 2l R B R T 2R
X — NAEE R, et @SN U LA — 2 M m UE 0L, (BRI G
i 2= L8 ARG B 205
i =% e S ML BOROROA TR R HOR N ~

RIEIE, RTINS 1 | ey~ a el SEERE
AR PR, 2 SEIH AT RS, © Z 18 % Z AT BE, FHMSE
TR AT AT, | e
WRANFIAIETE S0 8 I THMN L . H
Wi, MR T 200, IR T BEf 2 — Az AN Y
RS, MAh, WSRO B, A HATIR B R B . AT A R 45 2L
B 25 ZE 5% ( European Commission ) | & [E HUHAL FE SR MUNE S 178),
PRfit T — DRI RERETHTE X LS o WA = AR 22 0 R E R ZH 2L 1)
REMEIREE AT RESS R R ST B AR R I 2 A iR 5 S8 R E B

SpZZFNER

5 I 20 02 22 2y H S5

L e T
PG, BB S A AN | g,
SeBhAE . B RIRTSUA, (ERSE  5
S, AR B R AR B L. 3722 A IE LT AP T % %4

—155—




(=)
S

RIZEARTRA I A R . CSIRTs SR MSCHE(E BRI BRI (CIIP) | {5 AR 4
W (CBM) . FAgfE it WIRATE , He BRI G S AR A el
R

7E2016 AF5E e R PR A2 L, fif 22 AMEER AR - FTRELT( Bert Koenders )7KIA,

“ Bl A S O A R 2 BB, SRR L P2 TC I 5E Y | FEi A 22
BFA T P28 g Bk (LA ) BRI s 2 S B IR ) 0 288 - R il i
(115 I T w2 N il [ 2 A S 2 o e S e PR S 15 5 2 B ) A 1 2 O ER
BRATAEIRA o RPN, (RRERTE, $emesear, [RIRZINMSRIT R
—EFHRLEREZE, SRR ] AT R, 4P EREsE .

WAh, 282242 2013 4 22 ( ERBR 224G ) i —DEE -, EfiE 1 i
ZAEFESMRBUNARATS), IFSHAER S, BfRe =0 E N E PR, (2t
PRERIERIN 28 22 4 50 A R R o A 2013 4R (KM K424l ) (NCSS 2) i,
i ZEUNE R TS FEEPMK SR S — DRI , OF R
FBORFN L™ AR E R e . B S SO AR . S5 A bk i rh
HEMO , BOVECFOURERR SR R g AL o 2017 4F 2 A,
far 22 AR (MFA ) &3 (R A7 2 ) ( Building Digital Bridges ) ——41 32811 ( &
P P 2% S . A R PRI 453K ) (International Cyber Strategy: Toward an Integrated
International Cyber Policy ) ——SRVE M L AEANAS L IR . &R T T RN X R H RO FE A
A 25 TRAL 1) 0 28 Ao A0 R ) B B o RIS IR T TR SO, SR Y4 A
HIFT A EIRR ™ , FFSRr 22 7E 2GS FE PR M 28 22 e M R 4T E L . BadksR
P BN R AT 22 AR R PRIB AR AR, B fr =2 [ B o0 £ SR 11 PO S 55
DA ORI AT BRI T LA SR 20 07 G, 7

N T ARPERZR A AR, RS AT BB 2S ARRE, ff 22— B AR S — 1
FEZTTRGACE R “HERPNA P, H5S 5N S BN, S
PN AT AR AAEEIE R L o fr 22 e PRI BRI ER, B SEREE(UN),
MR PRE 2 ( Council of Europe ) . dtZy (NATO ) . &FA1ES K44 (OECD) |
DR IFI 2 2H 20 (Europol ) FHIH A [ 20 ZUHR A S, 1 5 0 265 222 4 W FT 2011—
2015 4F (K5 ) (Digitale Agenda ) H 92577 Ml 45 AHSGH T8, By 22 AU A
TEEER M 4523 8] 251 ( Global Conference (s) on Cyberspace ) 2011 4R AKAEASEL .
AT B RN A 28T — R PVERPR 2, BbRoh et 5 FRIKAEA ]
HENLAFALAE (CBMs) , EREITRIMN LS E1E4HL] (0SCE) R [ Z B PhE ;

—156—

MLERILEIEE 2.0




R e x|

Wi 25 EPRERRE (ITU) | BERAREISIE (IGF) AR ZFisis (WEF)
S HA Z2 07 M 4 A DG M AH R R I T ik . 2015 AEFEIE 2517 (1956 DU U 4 3K ) 4%
AW — D EE RS, Rl T 2R L 5018 (GFCE ) —— 3k 24 [FEBUM |
R TRIZHZ . B AR AR BRI 25 i 07 7 T A8 T fe B S B A&l iR i) 4 3R
B o GFCE MAE55 7“0 il LATE 43R0 Bl N 52 1 9 Gl A B0 | S RAnAR R, JF
SEVISEAI AT RS R R KRBT

Ak, M 22 IR T A dE R ——50 £ 4~ H ZOM (35 AR F 8 2.0) (Tallinn
Manual ) FIVEE Z AT — 2RIV EIRT 2 UFG 3l , B ST AP Y [ 5K )k
o BXIUE WY 2 AR it B KT, B PR A 2% 2 8] b i i F ik B iR
faf 220 5 Z VP JE WAL T W ZEHLVEF 5 ( Cyber Norms Platform ) , LATTISEEA [ BURN
LHR/NH (UN GGE) 7EREPREE B, FFT 2016—2017 4ELUE U B3 in AR
G GGE. MeAh, fir 2 BUNTER BT 2K ML 22 s (GCSC) TR T OCHE
YEM . ZZE R — 2k, ASTHlE S AECRIRIL, DAekes /2% 2 B i Fa e
24, i GCSC BFRAEIE A, R H 15 AR E K4 E PR KA, £
FEOMCE . FEFARETRTTAR L ARAESARHE R RRER . A 22 S SR r T B
75 2017 4F 2 H BY5EJe B2t 258 B A GCSC AT i« 32— I R i8I,
BRI (B ) 1SR ERR A 7 10 & SR - ST EEIRAT T A A A
T S E T, ST AR FI g 7

AMEFNERN N E B AR 52220, fif 280 TR E—A “MZIME E R
O ICEEBRLR . BORKIER . MCH . FFASUAEBUNFHEZ, DR p g =
[ FPE R o 2 B 2 B A fr 22 Fp RTINS S —i, @y — Rk £2F
FHEA R L, AP RI 58, anep o Bl . 22 A AE RN 4 23 RS 10
PRbmifE o X L83 I o — R 9 2 07 Rl 2 MO T 8 )2 25 U JE T

T —MZ M MOCTT IR, RS A AR BB SRR
W2 s |], B R E R == A IR (FOC) fif 22 A SEERTE 2011 4E &
EN—TEREATE), BECRERM A, JEEM BEFER EMARL, 4K, BREA
30 ok F AR L, A 2 IETEES HABE A BR TR AR,
Wk SR 22 07 M 4 AHOCE TF e ol 25, il SRl =2 ) B AABURABI MR ., 3L (W]
KW, BRI F e A R, S ARMESHRE TR TS A K EBM [ iy &
T[], [ RS S SRR IR AR R B R BT S R S5 1

2011 4Fnp 2RI G T 480 . MLk a . ICT (SR RIRE ) s Z [ I R o

—157—-




(=) MBREBIEH 2.0

FIE L, i EARFABL RSN, S50 TRIEPRZMKGEEEE . M%7
RESTEE B AR BRI H oAb, if 2R — e SR s #0153 BR T
K ATHIESE I AR E R

W0 245 2 Ax ) JL L 28 i s AN SR G IR PR 2 4 2R b o fif 22 1 B IR R PR Igin
ESIN T WX THE IR, I — B E N SE AT EBREE . i 2R 5
WRIAVPAE N BAEERAARI I #, WP R B T RiE, DR RER . AR 55
BUR MBS TEAR A hish. flm, 225 TF20TmE . A7 R
PIIBOAR H RLE R RE, Hein O T GE i ae 5 4 I M BT B AEOR B9 1 1 4 o)
BITLARN ML)  ( Wassenaar Agreement on Export Controls for Conventional Arms and
Dual-Use Goods and Technologies ) HIELAE , BT ST R ( Responsible
Disclosure ) [5E1THE

0 26 ] U2 Y ARV 2 A R AR e E PR C R U, Ui AL, ST ke, ¥
P . FERERAPHEOR | G B . FRFS Sk . fif =SS al 6 o Upi fap
ZAEZEEIE EIHE MK RN S SRS . AR, FEERigis BARZARIT AL
BRSOV TAEAH CSIRTs W28 A HRDFIS R T T AN SRR TE . 285 S
IR 22 MLl RFOR MR DRy, ff 22 xS o] TARZL. i, 2015 4F 2545 5
TAEZ (Task Force Cyber ) o7, BAEN L 2B IR Z i HE L ARGHTTH—
gy, KRR AT 2= FE BRI S BOR— AL . ff e TN T — 24 [E PR 45 BUR
R, EAE DT MR 2 AR SN BOREIVE R A, I “HE— 21 4R I 25 2 [a] i
SR AR AL M 28 SUR MO SO o FEEPERA S RFIT I, Z5FF55
LARGEE . AR S MER MG L b oIt aihe, REdkRsry, UsiE e
o CRMIA R EAZR . Ay 223 TRAE—SE R AT HS RN B M, s A
SR LM ZAG RSN SRR B WA R iatT .

7 ZBR T A B E RSN METT R 5h, @FIH 2016 AFFLRK R A (H 3204 [
ML, BV HOHEE 28 2 R o S 22 AT, TR AU R B AR T A
TORTAME, R T AT R 2 A S A BB . B 2017 4RI, BREEE B2
TR R A2 A BRI 90 465 22 A s

AR, AR A ERA R EPRR £, W H—ERS At TN A
WRI et b, B fd Bl s R S IR iR D2 —, 722z
Ber 2GR T 22%. ERISNMEAT s AR e s [ Br 5 /R FNEHRHESE,  [R]Is
ARAR . TRIESE S . ABURACFIHARAT F RS S, S5, 7 2 BUN PRI —F

—158—



R e x|

LREWITE, BONE . TS HAaEERAENR LI TARRE R, ELasH
PRAG R PR 22 AL Se S a2 BURFS5 7 DR HE ) A R NS BOR U 22 [ 7 — 2K
P, SRR A SBIR HAER A ER(E2 . 2O 1, I i o gk
AL EBRAIS 2 AT . SR, AR RO ASERS L, i 2230 M R AR
BTHAMMAALAR PG B e = MMEAT A QUET, JFR sl f i, BIGE
FE| PRI LA IE ] T M4z, O T RS2 it

B £V 0 fE A4/ i iz

15 20 THZESHARRRI, AR G an oy E 2O SRR B, LA SRAE AR AT
SRS, AL 1 22 [EBITAR (MoD ) SRIBUH It B 4f il 2k . A SUREE A i A
PAGRIPfr 22 i U A . A Ao A A DA AU )2z A HII, - 6] BT 0
SRR A B RN P28 AR RE ST o UL IRIIE, R ATF R A T i iR a7 Sk
YLLK AL F R ZE, T “BAPER, 22 B R R
AIRE S, DIRIBIR B BURBEALL 00 HAR” , Bk 2o fe 1 PLSCRr 22 F) 4

2010 4F HUTTAAL 252 A (LA M 28 B ML & . BORAIAT SRl ) w9 %A, (il
iy 22 BURIT U6 SOEIE 2011 AR5 —A~ (I S R4 22 4 g )RR 4190 268 B A8 1132
) —LEAH [ & AR

2012 4Ffuf 24 ( ZK B A RS ) ( Defence Cyber Strategy ) 7KIN, FEFHFEHH . A
SERFAN . G ANE RT3 A W 28 28 ] Fp A LSS EL [ By R 7 4 X — s 1) B
R, MZEzsabE “Br TS, b BAUR S i AN EFAT U o 2012
AT FEI 7 10 245 At R 1y 22 R S A A U BV T, I 1 1 6 4 T AT sl
OFMZEE I MBI EHL N MR (iR R ) - ORI T M 173)
AR RE ) (HECPERIR ) s @R 223 I TAE CRFARER ) @I 225 (8]
B LR TR LA BT i, SR GRS N SR SERIER B IR BIRT 3R )
@i E N AERREE (BIETR) .

TE 2012 4 SRS LR |, 2015 47 (ZEBHTENARNE ) ( Defense Cyber Strategy ) 4
RT i = BRI 25473l JFamis 1 g far 22 A6 R 45 23 (8] B I B S A5 19 7
TOCHZAE . g - O 5 RN 28k N1 @intkagdrdik, (et
RIS G A OC FR AN E ZECE I, @R IFEE AA, O T et
MIHLBRIFER ; iR ABRILE B ML . 1T RS MRS ; ©fFf 2002 4 (IEHR ML 4
HAEE ) ( Intelligence and Security Services Act ) WACAL, PR IEIREE 1, DR

—159—



(=)
S

FEANZR A RRRE T
N T SEIIX L EAR, far 2R — U RS AT o ST R LT T AR U
(1) A5 BB AL (Joint InformatieVoorzienings Commando, JIVC ) H 2013
HEI R E, SO R I a7 22 AT Sh AU Y TR AR 2% L IT IRGF AR G, B
{9 BAE R ORI Ar 22 P SEAL SR /N (DefCERT ) 2 JIVC Y —
ko, TSt B ARG B R TSR, SR E AT, DefCERT J2 4ty
R O T 17 268 P P 0 28 S A 25— IR 28 o, st EA T U A S P A, Dy R A

LA

MLERILEIEE 2.0

D014 £ Fi 37 BT 2 4 5 & (2>£$}ﬂwWﬁé%HMWD>5
R, HEMEAMESEREE A B R ] O 2R 0 — I 4R R 28 4 5 BA

SERESRENBIMIE | (AvD) — G R A 2015 4,
ALVD Fl MIVD B HA 517 i F1 I 2% 18 ) 45
B E TR (JSCU ) ——— A1 57 4P [ 528 4 Ry 22 HLI5C ) 432 199 2%
RIS, R AEAR 55 b Oy sl S AR A B A 1) SO HF . AR, MIVD BB
DefCERT TEHH AL IMZS Bl I CND YU AR , — B [ By 75 PN 7 %) 9 465 kA T i 4
(3) LB A48 (DCC) S5 3t iR BATE B 00 45 155 1) T B IR 246 051
DCC i £ 5 B [ B BT PSRN (B2 125, 2 EMZEFBE) 1T iy
5 MM VERRE T, ARG R AR
2014 4F 9 F, fif 22 E AR AL B TR 45 B /] 23 (DCC) o 4K, DCC &%
FATSIALRERSY, AT SR AR BRE Sy, AR5 s AR T30 . fEhL
EHRAGE 3 R . 2R — A HE R M B AT E N BB E R S R
MALAE, S ERE MR TR —FF, AR E I LS Re ) o iE, i 220k
R TR U S e, RO A SRk PR T R B SRR R B T BN, 7 RN
DCC MR HEE, WEAGDUT - AR /R BRUE: far 22 W46 /) A 00 il A 2l i i & . Bl
TR AR N, e 2523 14T 80 ) AR 22 s A A1 0 figc i BTk, i
S AR HELE B I ST BN RE Ty, SRR 22 BB BA I 8 I 48 A A R VRN
HRA AT SRR TR A — 50, MBI AIE 254 T sh B SO A7 8l i T#R a2
5110 ORI T, AR B R
B T4 S IRATT8IZ4h, DCC R HMAFTA 1 DOTMLPF i 3 (A5G T i |
A, L g, SIS MEE . ASRENAS) « B “fEm2EpEN, 5%
FRERM . EANAERRKE—E, PR X &I RIGES” o HeAh, R4

—160—




R e x|

AT | AR RIS B 22 SRR BA B R 28 Ll R, A0 L SRR At ok

i 22 DCC EAATTVNE T 6 MRFEZERBI 251738, A LL LT Hol B 5 )
BEE, ATSE IR 2 E AR . SRR AT S

(1) ML pfrai——Em AR By 40 3 AR B sl B A G

(2) B R 2% S ol A7 sl sl R X Se——vh Ry 22 R 2% P s sh gl W A v 2l x
W2 AR L 028 ety sl B A B I 268 A7 sl A TR A ECE , e AR TRl
L TR R 283 T LU AN =2 [ 7 5 ) I 245 L

(3) ffiy == [E B R 265 Z SM AT B BERCVE Bl 28 AT o X 282 X el A )
PR A R 24T 8, AR 0 28 5 A A ST e i NI P 4 B i A 3l

(4) Mzt WA T B ——B MK O R 2545, JHEnfE— H AR s
A RS [ HAR S 538 T S — B a5 B . XA TS A B 1 R A2 4
TR 501

(5) SCRFPBRIEERAE——AE RSP . fEALanh RN oL T, SCRFH A 2 A
ARGHES/ NS R TS, T HARE S, X eqr s silA B 75 B A0 SCH
ZIEUIMWS L (AN G NI (157 e ol v e iy | o SR T 4

(6) PEUCPE R 28 A SR AT B—— 2 A 75— U R O SRy, B4 3T
WZg 2 m AT, FUEA TS AR (TR E SRR RE ST ) ©

T 2016 4F [6 P [ 28 415 25 International
Cor\lferenee on Cyber Conflict ) _t,‘ KA 7R R ég%ﬁfﬁgﬁggi{g%gﬁgé
AN, R AT SRR TS T hE—ATH, ”
Bl e M 25 A7 s d” , JIfFomid <B4 A R
AR ST HEALR S, ORI E THRM P — T H. 7Ek ARt
RESI R, BA INOZACE RO T o B2 HAs b, DA i A e . X R
R NIZBCETRI . e e, Wk, BRISED . O BR T RIS A, fiit
JeLE AR B LU g PHE . IS DR, S T b2 2 [ W 45 By
TERE 1 A& BT H ( Multinational Cyber Defence Capability Development Program )

iy 22 [ B ER SN T PIAE— KA R R BSEHUN R ~] o eoh, fif 2= s R AR IR =
55 2 RIS PO 24695 ] ——IE AN S N T T th IR, R BT A S b2 5%
AU “ROZRIRIE” R CRIZEORIYTET A . B SR E A AL 2 K — R AT T
AR o AN, A 2 BURFUT T ALZ PR R 4 Fil A TE Q25 R A0 17 S5t o 2 A
. 182016 4F 7 HAEVb WL IE], b2 o1 FE () i o e 5 10 465 R LAt 1t ) 9

—161—-




(=) MBREBIEH 2.0

LB, AR AR A DREA SN S T I RE ST, TR MR BT AEIRE T . AL ZIALR] K
25 (R A T AP

DCC A By W Ak 1E A A BRA PR S 8T 55 0 B AR ORHR 23 ] g 3l ) 5
SEOREE Y, A 2017 AF 1 [ B TG ol /s 26 AR N 1657 JTRROT (29 1850 J1 3678 ) »
[Fi] — [l B TR 4.12 /2BKE (29 4.6 /25500) 3 BC ) IT, (Hib A HEA 20 7 i
2T MBI IR T o o 2 IEAEBCB R VI NHRERG 3, L TON R MEPREAE,
PASCRFH 28 BT S5 o i =2 7 B LE AR P SRR S HEFERR A, I ok gt
FEFSAEIERRAU P REIEN . b5 AT L RS S VR0 & T — I e s it
R, SISO MR EOR L5 fdm, RBITIIR A A AR B AL e 7
LB EE, ATVD AL MIVD J8GE TS S R AR faX —AWiE k. Pkl
O TIR AU, A PR B RIURIBE IR (BB MG ) S AR,

i 2 EATMEE S 6]y AR AT SIS A, IR R TIX TS, 1%
IEAEHNIRE, ZaAMUE—MEF 2B et F, m EORHETHRAA . SR,
ERES DI PR 2RI A . BB S XA () 22 N5 73]
PTG 55588, 4RBIS ] RRMBEEAA BIBIEYET-Be; SR JLZFnHAdIk
AR, FENSAHES s FHUUIOHTEUT A SR SRR B L Ts 4

CRI 2.0 &5it

MR R L BERE R (CRI) 2.0 MPPAL, fof 22 IEE 7R 25 i 4h 15 S e il i |
HBITERR ST CRI A ZE R A T3

BUPRIE SIS HAWAZ LR, X — 34 R R — LR i 22X AR ST A R
HaPr BB ) MIEZ M2 A . BRI, RS,
R 2T S L P TR, X7 2 RO0 B TR 2 X se 84k, Jf:
XPSEBRPER . R SO T I L BRERRIPEA

i1
.emﬁs
© v
o
¥ &
F &
3
¢ & & s &8
§ & F gFLHE
DI $:4; NRIFEZ GDPHE & 0§ 5 @ & & #
O B ('] 0 ® 0 O 0 O O]




BRI A 48 3 23 P e oy

N=|

A0 R

HiniNi& GDP ( =T )

GDP 4%

513 EBK M £ 40
ERXMNEREKRKER
=0}

B100 ZAPH, BEEFHAPE
B100 ZAPH, BHEFHRPE
#8100 BAPH, BHBRIERFE

AR Mg |

6080 J7 A

0%

1.815 J1f¢3E0t

0.8%

1988

2013

At

23.5

70.9

154.2

FEREFERA (ICT) ZRMEREEHA

EFRE S (ITU) {5808 g
fEHeAR K 8% (1ID1)

AT IR 4 e FE HR AL

(NRI) >

HAER . HIRAAT (2015) . BFREAAFEE (2015) . #REFHIZMBHE LI

(2015 ) #e Internet Society.




(=) MEBRRLETEH 2.0

ik

BERFEAITHAENLNZ BT 20 40 80 4R40, 4R, —ZPE % m
FT A BIAZAF RN AR T — . 1988 4F, ‘B —T 8 |z iR A7 AR I H 1) —
oy, FEREAY SRR ENLG —TE— P48 ( Gruppo Armonizzazione UNK
della Ricerca,GARR ) .

JURRJG S — SRR TR AR 55 $ kg (1SPs ) M2/ (1992—1993) , FEKA
TFUEH LA R AT AT fh . T2 20 4D 90 4R, AL A5 IR 55 #8 02 H B KR BUR 12
Je g — e AP AR AL A, BOUR B T AT A AR HLE Ph 2 (Tstituto per la
Ricostruzione Industriale/Societa Italiana per 1’ Esercizio Telefonico, IRI-STET ) X} jxX 4t
AN A AT R 1994 48, ARG CHRART L BCE R ) (Rules for the Reform of the
Telecommunications Industry ), XA PR A S IHE T B HAE ( Telecom
Ttalia ) o =A4FJm, BORFE(ES STET G, REERMABERAIRIFMEL T—%
B 20 22 90 AR, BUNBT AR E #OE e . A8 B RA i AE ) iz i
RAGETAR 5 R AR, (7 20 {22 90 FAURA L2 R iy —Bemf il iy, dth B T2
A 3G P I 55 B A R

FI 20 fHE22 90 AR LA, T RANBUR SRy B I & SR -1 A D B R 2235 |
SRRV . Wl I 3d PSS MM HE S5 s A AR AR o AR, S DR 8 EL K 1 35 B
K (62% ) HHABBKINEZE (79% ) A HCATIIRERAR, e rep i IGO0 2 42  m] HHIPEAE BRR
WHEE PRGN SR, Bahsed P BOE R, NE AT R 154% L
N NS S W L /AT SN AR T R 27 Wt S P B VIWAE Dk '8 ek 6 BT PR
T 2012 4F 2 2014 4] ERANRL SIS A BOORIR T B, SR B8N O 4 [ ok
I —K

A, ERMALLR TES . TR TS TmNS5E (48
20% ) AT3IRTE JE TR R 73 i IX (BB Z 5 40% ~ 50% ) , HATAE
10% AR A2 FIT LA 1 o X e AR ity B DR R At B0t i PR ) R — 10
A (NGA) P8R AT P LA R G 18 B £ 5T SR ) TR AN A2 88 g ELH I 35 B
REHABRERT , GEA DB SEHEORIREER = | XHEL LS A EIE AR
g AL AR DX RS A AR AR e . BOR A ZE 0 . i A PR AR S Bk A ) 25 i
R =S| /w7y RS LR Rl S G 2 1 | L S e ol w1
IKE

—164—



BRI ek R |

2015 4F , TR A B SE0E T 60 /2T (249 67425670 ) 1) (807 3K s
2014—2020) ( Strategia per la Crescita Digitale 2014—2020 ) . 370 B /6P 2 HEK
WL B . st s SR AT R TS Dife (e S, 2
LR TR AR REALIX ), IXSEHLIDRE “id i S R L B RE I FAE 2 R P AR R Sk,
PRIEZ TR AL o AR S RN R FITE 2 T R e . HLHK 3
NI S B A L SR 3R R 07 i e T AR E 5 . BRI A T
BB (an (R B —X0 ik ) T RTRLE R ) T EAE, LU FE Y AR
i (GDP) #K 3%,

A 2010 4F CERUE TR ) ( European Digital Agenda ) CRRH 2020 fEHE )

( Europe 2020 Strategy ) L RHNAEZ ———miZE M B, 2015 455 KA E R 807
PRI E T LIE MR T, DI B et (5 Bl S BRI BT PRIERL
TR G5 V5 R 2 I A BUR LI B 5 B ARG & VR A S M Z B & 1. LA,
g BE TR HARFEUE B3, T BB S HARERE . R, Bl K
2% LT EUR ST AR 55 0046 22, A0 s i A e R S Al 55 1 22 4, LA
TR RIE TR AY B AL AN 52 R DL THUIR 55 OISR

g KRB ( Agenzia per 1 Italia Digitale, AgID ) 2012 AEAE R PRI E WOT,
BB T S [ S N S A A SAT S5, WS RGBS BB G 2 RN 55 A Y
Bor ARG W ICT P52, LRSS AV BIACRAE ML ; sk A5 B RS
ZIEEAE s DR R 2 BRI SR R 2 il 55 OAR s 8 R ZOSR AR 30781,
TRAE R S5 Ham e fErp SR BUR , 45 G DRI BT AR AR T TR B =
5T, SN ESR MRS T8 1.

BeAN, RPN E S5 & TS (Ministry of Economic Development ) | £ &
FKANHLAL FIEP LA ( Agency for Cohesion ) 1IEAAEPAT HABINH , #ilan “ 4 &
W73t %" ( National Plan for Ulira—Wide Broadband ) 7 HlI “%r K" ( Digital
Growth ) T3, LU ige sz st 1 50805 o H . X 28 H AR 6578 2020 4F 2 i o4 2=
1 50% MR A ASRBE RS BN, DASCKOGEF W25 R B A b IX . BRI
FE Y IR R S5 SR AL, U0 Fastweb . Vodafone il Wind JE T 2[R % 56
F— “RERADEL” WH, X—IH S ERHRAEE A S — RS S, TR
7E 2018 ARFRLET 458 K 3 A R

W2 RIKER M, MEZRRERARURE— DI Ed %, W
TEZ BTG EGE, B2 FH & W TS FASOE M Y )5, AT K
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281 S0 T ORR B N EUA Z = BRSNS SEIRXERY . R 42 1
BT (DIS) FEHAREEH S 5, 2015 4, 41 BORF SRR = B 77 Il i) 9
IR IR B, HOHURE . B AR R MR ERA TR s AT, ERORAM, LR
70% 1 W25 Uity 2 BE RS A SR SER Y, T B R R (LA Shid SR a2y
Feoie, JFAREUE ) A FRE AL, AL, 15 2016 4R, BRAMERZ 2
P2 ( Associazione ltaliana per la Sicurezza Informatica, CLUSIT ) f#if, 2016
FERE, BRAMMBLREEKT 9%, EWRT 71% MM Ld. PhaTE 2016
AERAERRIEAR T, A 2013 AFLIOR, T M4 2 i A TR BT M
W0 2% T ik ok IR A HE 4 TP, BOORGEROR Y 44 OO g, (B R B R R 2R X
B ORI E . L EIL L R ZF RS O R 2R AR I 3 X1 45 AL
AN Z I =AE R, F92 b, P JLAR 3 = [ 10 v 8 B I5 0 A0 3% 42 104 119
MR S 34, X RERUCEANTRARA WS 89 HAR,  EL3E 060 % @ P4 F
AROIEZ BRI

P 24 22 i — FE s ph I A RIS RS OR A I 2 22 51 2x (COPASIR ) &
J 95 22 PUSTRL - B2 AT 2000 AR A i ORE T —RIIamER, e M
28 s () A P B R e IS AU o ERFIN S L 2R R AR 2THE
FIWFIESEER, T 2010 4F 25302 FIBUR 5C T W 45 22 4 e 0 1R 52 22 425 Wil )
BRI Y (First Report to the Parliament and the Government on Cybersecurity and Its
Implication for National Security ) o &5 ZEBURNHITTEIE T RIFEE S R9HLH, LATE
RIZEARIRIFORAP RN 2 o Rl 2, et B U E 1 A W 2% 22 An i, DL “f
UEFE A3 A 4R R 8 BOR AR 07 8, DT (4% ) g, IR BT A Al a3 450
T ZIEEeE” o ehh, B @ FAEERT], RN I A% (Presidenza
del Consiglio dei Ministri ) [JURTE T, $ 98 AT T A 2822 A OCTR . M0, Hiedl
R I 2, ERVERM T T —RINM MGy, Horp a4 E
( Anonymous ) X B KA BCRAYRFE Bl ey, XK B B O'G 1 R SU@ SR A 1
HEPF

2, BRMEFAE T 3 AFmE] 6 E T HER—A [ 5 452 4 g . 2013 4F
SV OB K M SR A FE B A S 48 7 81 ) (Decree Containing Strategic
Guidelines for National Cyber Protection and Information Security ) B IRMER T E SR 2%
AR PN RIS, 0T SR E RN 2% e (BT . fEX— 7 g
Zla, CHEZRM L2 )% 4 IEHESL ) (National Strategic Framework for Cyberspace

MLERILEIEE 2.0
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Security ) N IBCE ST 58 € 5 M2 25 AP 505 Bal (5 BoR 2243114 ) (National
Plan for Cyberspace Protection and ICT Security ) F 2013 4o X P SCIF—ALF4 B
TN, EALHG . AR RN L X [ S A R G L XU 5 SPA
RANPER L2408 075 BB A 8 S R R 282 A AN [R) SR OV T RIS T4 s 2500
Ry LA AL 55 F AR

B3 TR S R 4 4 A s AN STt R e e i G T TR R AL ik
SCRET 2015 4RR CEZE MR ) | HESR M BRI M 45 4 4 [E 550803 ( Talian
Cybersecurity National Laboratory ) #1%/ L 2E W 28 MR B 22 el ( CIS-Sapienza )
AR 2013 455 [ [ GRS HORBFTEBE (NIST ) (Bt LRSI 9 2% 22 2 HE AL )
( Framework for Improving Critical Infrastructure Cybersecurity ) Frifil &2, J& HEFEF .
X — F EHEAO N S W R S R AT T 9 AT, B gttt “—FhR s H A
BT 2Ok X M2 2, 7 Bl BRSOt T B bR ERRE IS5 R, #E
LA H A USRS A, 5 W28 B O D0 e 2o ARG, B AR
P28 B AH SRR o 3k — I BEHEAR A E 2 H AR 2 — B3 ibE S O7 8, S B /)
Ak (SMEs ) 284 4K, RN E] C P BN e g, #i B G ALah
O 128 5 T ) A P 2% 2 4 XU A BRI A

S RAT T B R 24 s IF B4 T ARG RN 48 22 0k, BAE R KR
L ORI B L s 5 ] 2 ) ) P 2 XS, e R B ATR AR AR AR R 22 . R RA
E&5E i 7 —2e 5L AR, HIH V20 Ly, PIFEa —
A v SR R PRIBIL A e PRAIE [ 52 B8 22 T e 4 F bR A LASE I AR, 3 ROR BUR AR
FE BRSO AL R, 2013 4R 00 IRIZ %22 4 ) F1 2015 4FRR) (%
B RO ) T AE M AT R TR ELIB 0 P A A R S BOR M A HE sh 2 P
KERCHNRWEZNE. o, 2015 4 (EPRZ2SP#E KA ) (White Paper for
International Security and Defense ) PR IE L5 0 2 B AR R A ZE 354 1 3h 41 ol 2016—
2018 4R FEEAGTINH Z— o TR BUR DR SE 78 [ 5 5 P9 R 57 W 2% 7] 438 ( Cyber
Command ) , % A2 A — D01 1A BTE 2017 IR E, X F R E TE M4
ZE[RIN, RERMBUR X F BRI 5 i D8 TLIE 2 Hi s

0 28 5L 285 A5 2.0 BTG TR A 1 288 XU B ¥ 7K o X — 234 o R
ST — N RIAT AR, DASE St e o0 2 B Tt A M Rl G i R 222
AR ST AR W KR RE 1 Z AR 220, PG BRI 46/ Nz 2 1 A 7K
USRS T 28 BE R4 2.0 I-EBEAR R (R . SRy BT
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ER &
B 1.5 LR X A
W) 253k 2k
SE58RE RFLRSHE — A
WRRHR ERA=

B KA P &5k 2k B3R (2016)

[l 2 i i
5 2013 AR 0 G € K R 28 OR3P M B s 38 S 078 ) Ja, 282
4 TAEZ (Tavolo Tecnico Cyber, TTC ) W7, M ZK % 4831712 51 2 ( Comitato
Interministeriale per la Sicurezza della Repbblica, CISR ) # B, F M th % & 1F M E8 1]
( Dipartimento delle Informazioni per la Sicurezza, DIS ) 84T, 57 il 2 5 — A7 FF) [

AL 1

BB 2013 4 (1) 6 B VL 4 T 2013 4F Rk
ggg;fg@%gggggg IR24 3 4 (S BEECIR T2 2016 4EIK (6
ZE Rk BT BE F AL TG BLZeiES) (NIS) ), &1
I 5 R 7 (IR 5 B B A ).
BT 2013 4EMIAT T (425 1222 RIS AE AL ) S — [R50 . DA% St
% (SRS P S BRI ) . SRS <2 T 4% B
155 T A U2 R (R T 8 A T /A SE IR AR5 06 )y 2R
B AP A RIS . BN T S R 04 AR BER ) T LAV RS S %)
B T A BRI E T, S0 T LR FURRAS S0 LI LIRS (R
WY KPR SRR R T — AT I R 04 22 A, < PRI — o Dy
SIS L R (S TR B2 ] o e A ORI . SR R, TR
ISR, AR I
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LT HIRERA AR H B9 H AR R, 2800 H 0 28 AN 22 42 K 3l g
ARAE, DR A T R T M H A AR b 9 A S AR A S5 A PE PR R . P 22 5F 1 5
FIURN [ R 2 ORI T . KM & GDP MRS AR H . &
& OCRT GURARATER TR R R A B . RORMBUR SR I T — RIR M AT
20 s WL QP S E RS R b7 SNy G | N b e S R S
W (2x BB ) ARI TR AL, Al BEFE— A0 70 OB 70 5 2 R 5K M) 45 22 4
)R b T

2013 4F (A ML) Kk, HIER] HATAERMEst B4 " , BUN
M GEARRTT AL AR S, B SRR RERI I FEIAERT, 202ME, 5
2% Mty n] e A RIAAH LE , D BCHEA R —R 4, i HRSCl . tha gt
BRMAE LS o (SEitiitRl) @l T s, HhirZ2 e &I nivT, AL
BEOZM, XUFEIERER ., 72 REFPMERGIEEET; #rEZHRL
PN/ (CERT ) 5 BEATEIBRE ST 5 b Sz ik A b 55 AT

O o v N o I R 7 = T 3 N/
( Prf::idenza‘ del Consiglio iiei Ministri ) 171 '?;%?)%fg};\%%é;%zgg
Bto MARFLEHIPAE (5 Presidency of the | 22k BT A BIRFHMIITEEN,

Council of Ministries ) &3 £ 9 £ HAKH5 4>,
EAX A TEHE . AT CERMS A ) A CEtitdl) o FRZ 2R
2z (CISR) B¢ SCHF B BAMVA R B IES T, B REHRHBINIIERIL, HEEfE vt
MK R8T I8, SIABOR N5 R ZHO R e, fedtE s
W 2 2z A TP N RFAA 372 538 Z [ i UME, HEMEC RS it 38 1 K I 2%
L, FMRZEEWITERSM S TR, hobse, WE, mik. EP . &5
flt, LARAP R TR T . e 2842 A Tl elliny , S A 42 S ot PR R 2 2
el BARM LA TS T FER RS TARZN Y 5% 45751
% R WRRN G 2 5TR THORZR 512 (Technical CISR ) , $157 3 F& B2 TAE,
HEFT N E S AT A DA, BRI ZE A R AU SCT TRl i S IE B AT o eAh, TETE
b, TARGONZR 512545 B4 A E R A LSS R A o B, AR 22 A W HR T T
ANTRIE AN AU ( Agenzia Informazioni e Sicurezza Esterna, AISE ) KRS RN
MM ( Agenzia Informazioni e Sicurezza Interna, AISI) . & AF|BUF H BT IEAEE
st .

2013 4F A G B L A HE ST T M 48 2 2381 (Nucleo per la Sicurezza Cibernetica,
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NSC) , BERSBNAEME BN, tok AR, B, WP S5tRan, &
a0 N7 TN e o 1 6 W IR S e e TSN V\]?:‘Mﬁ?&*ﬂtcémﬁ 1
FRERFM R W28 2 AR B S PR ZE SRR . & ot P [
RN R BER Th & R RITG 2l . FEH, B RS 1 E RN L 20 X
PGS . FAERS FSEHLE B 3. M2 22 T A ST E M2 FI R L EhE
e Z M E PRSI IE RIS S o AER AT E LS 5 R R 2K SR, )
2B T LAER BRI 2 fEHLER T T ( Tavolo Interministeriale di Crisi Cibernetica ) [T,
Ja shER PRI 53T RIEST] ( Nucleo Interministeriale Situazione e Pianificazione, NISP ) 3
W LA . B SRR e B/ N B3 D ORI A I, Dl B T
FIRIZERAEEI RN, (S SR 78> ) SCRe A R F]

|
5 ﬁﬁ] ﬂlﬂzﬂj lﬂa—‘;.‘«/\%)m '—]ﬁ ‘j'A(CISR) | ﬁt%ulﬁﬂ .
et KLy b | R ' TN
) I [ BATEYEE I ([ wAMMBI0)
) o
~ | Miazs e 231 (55O L

| 1

atait - Gundd |mmqummﬂ HBR Lk
M*ML.ULP.EH J (AIST) L (AISE) |

=
| ot H 4yt igwk] 75%?%5]

FERAN M % Amr Bl (2016 )

2015 4R S BRRS 4 D B A T B A i A OGS AL 1A 56 2013 4R [ 5 M 454 4 g
ARINEIAE T, AR ERZ MM | CaMPtiTaesr, JF Ko
RESI S EPRARHELS GEA” o IR AL DT A5 1 S 2 MU AU, 1
FEHTSR AP NIRE ST, 5 A SRR LR B (S MO SRR SR 7o lb A AN SR T 1 28
PEAT DI A4
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2013 AR [H 2 2% 22 A RIS SR 2 T 40 IC RSN . W BORRI IR
XS HARRY T E:, (BB IS AR R TR T 6 0 78 2015 4F AR HE R Ao
H, BICRIBUR 7K 5000 JTRKIT (£ 5600 19670 ) I TR 2 R BB 03
WA B IR 5 14 Vi IR, ALFE R shi & iU R]. 2016 48 (Fa/E ) (Legge di
Stabilit @ 2016 ) HLi#E 1" 2016 MECAFE B, /A 1.5 /200 (29 1.66 145500) 4
K44 TAE, b 1500 JTROC (29 1660 T30 ) H4 FH 28 KA BURIE {78 4%
BA ( Ttalian Postal and Communications Police Service ) K &4 FLAl 15 fite {55 [ 27 W 4%
FEHEHL (National Cybercrime Centre for Critical Infrastructure Protection, CNAIPIC ),
LRI B DT BT B B RE Rt Y 0 45 A0 R R A R 4 R S TR L 45
il WA A B, R —IK 2016 4F 9 RS, KRR 1.35 /280 (2
1.49 423658 ) 1 2016 WHFBUAFE BE TR BCEs 1 R4l T T A KM 2842 4 T AR,
DATnsi [l 5 J2 1 9 285 KUK AL e B S BT Tt , - R sPie ORer B R I 2 25 TRl L S

E L)V,

HRMNBA — G — W [ AR B
f, 2013 EATRERIA R S B | 2010 Ey BARIME T RE
BHE A CER ML ARG ) #A U | CERT), £135:8 105 X & #4
LRI B IR M TR ey | PAEER
SRS T AT (NSC) o Moh,
TERE I SRS F R AR, SRR, T 2 i SRR I, 2%
LA Al LSO AR ) R 2% A AL F4F 5 TR B T] (Inter—ministerial Situational and
Planning Unit for Cyber Crisis, NISP ) iX—3EH 53550,

WA, SRAE BIRSS BB RANRVE T T A w LA R BRI A s B, A2
FILITE RN, ARWAITRG FER 2 o BT A R DGR AT 0 T M R 242 4T T, O R HCEL
AR B R0 28 22 4

R AL 20 /N ( CERT Nazionale 5% IT-CERT ) 57 T 2015 4E, 7
T 2013 4F (EZ ML LA ) AIGITREHS , 75 2013 AERCE g TP, 224
FISE M2 23 (8] SRR ) R 22 2484 ) o R am /N T2 57
RIEFH, maE s A E B HEAR S HMFE T (Istituto Superiore delle Comunicazioni e delle
Technologie dell’ Informazione, ISCOM ) FALANS: . B LS5 S AL FE RIS (1 o0 28 44
B RIS o ik ) R N R T — R AN A A el P gy, filtn. K
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(=)
S

A 2% ) FHB D A B AR MR I AR W 28 22 A R IR 0 s 5 R AT B
I A N AR s SRR G 3l

BT R BEATLINE A o 7/ INZH R AT I 2454 4 IR RV L, 2 A R T i 2%
SEIR LS B BEAT AT AP , AeAi R (LS IECR AR ) (Report on
Security Intelligence Policy and Results Achieved ) . X—4F B ASa X . HIE
HIICHE ZERb Bt i B A% 35 I 4 2 1] LKA B 2 4o

2012 4F, FORMEUMEE T —B0EHE, ZORZ IR SRR Bt i %
SRR T, IS ARVERT T R 2 g A TUE s . AN, A R
SPEIAE, WENEL (FEJ7) . END (3 & KEZ) .+ Poste Ttaliane (HBBEUIRSF )
ENAV (2 Hh 2l 1] ) | Trenltalia (EREEM 45 ), PLETERAM H 84T (Tialian
Central Bank ) 522 AR08 T — 30 DM, RS A it = 10 O =2 iy
Wi, 2013 450 (K4 ) BB T 2012 4R Rk, BR BT L (5 3z 8 7 A HL A
REESERIBIEE B R, 52T VAL 57 R % 2 BUF SRS (i 1T-
CERT., CNAIPIC ) Wi )7 ]2 S, il PR e 55 e sid

R WM 45 1 KR 2 4 0 R (3 AR, (R B R BUI B R0 T
1995 47 (RRBAAE PRI 2 ) A1 2016 4F CHRREAMZS AR B & 4454 (NIS) ) IPF
ZME, DIHRTIMZL 2R, fRIEeMa g arE. filin, EoRMITE 1996 £ 0 4
ST — MBI P (Garante per la Protezione dei Dati Personali ) o 3X— Hi PU A ZH
BRI BERUR , FO G B 7 AR It AR, ST BUR AR B ST T A 3
RAEIRARAFIRRAE AR BE DR I X A AT BOAR AL SR I — 5
G, X LCHE AN T B R pE AR . BN, AL S A IR M e 55 S Ak
(ISP) ettt gz e, BAE R IFPERY 24 /N kN TE B RIS, 7R 3 K
PRE I L B R AR A SERME B

A, PIANZRES— 47 E AR TAEL (Tavolo Tecnico Imprese ) FIELR K 45 4
e TAEA (Thvoh)TbcnkX)Cyben TTC ) WFAE N EEA T ML AN AR A A AMNPC LS 1., X
BESLUART T SRBE AR 55 FIEERE B 9128 B MWK B HE B b, AR N BGER | [B 6 |
ANIATEOMBHTES . FERBIRHS | EEAHABPIEIUE . R TS R AE N Y,
A 5 R R LS A R BRI AN A%, A S5 BRI -3 v A
2l ( Critical Infrastructure Protection Coordination Working Group ) o fit/i, 2013 4 ([H
KM LA ) ZORTERME AL IM AR CE MR E T2 EE G, &
AT 42 ] Y 2822 42 ]
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BFILRMPE
2001 4F, BRFNIZE T (BRMZE 2 T ML A2Y)  (Council of Europe
Convention on Cybercrime, E N (AIEMETALY) ), ZALT 2008 4EPLME,
ERARHE 20 2D 90 AR LR E 21T mas T Rk ) |, SHTEHUEIE R T
JUARHHAT T amE R, AR EPIT (IAMITAZY) i & B ik,
R PR WA I O P — L2 T OB 1 e, A RIS T B R G A, 1%
GEUAXT AAL . FERARIME B H B 2 S S ANE] . filan, —SeHpgkastt, T
BdnOAr, ISR I N TE, Y A T EI I, AR R
FHP AN AR s, T ReR R 2 i 4y, 5 R BRI N 2 948 S AHF i -

2011 AR — IR AR BR T — I I 550K, %5500 2005 AETEAS Z0r S 1 5L
Rz it i) — S R B, ZIEHEA N “Legge Pisanu” , J& LU ECARK
(4 FA 4400, R TG (Wiki) BOSAYTTFRL, ZREAEA I (5 R 55 1052
P COnim s FIRRE ) FREHEMEVF AT, JFOREA 2% SOy b % 52 B RN P st g el H
o RIEAYEITA PET E R Ak —, 7R PR T R KR 45 b DX A
MITFRL, S0 T RN/ WO At B R T 22 BB 5 AR ) — I K
IR D R 55 B A R A HIR TG B, A A 5 AR RIE SR, TE 2003 AR R T
A 5L PTICT R R .

2015 AR iZe S L AR e, RRRLE L T — 0B ok, AR A
SR Ar T SCRESUm SR B SLAAT R AR TR, RIE R B FE AR A (Postal
Police ) RERMMi 43T Wi 1 A BB A4 B, R IR S5 i JLBR Rk 4. babh, IRAIER
T HIRM R SRR PR R P g e e sk —— “ouEdE” , JFEEE N Y Hsf
5] 2016 4F 12 H, J4E 2014 4E M —ADBRINEBEE0E , © 4008 SRR it tA g S v 5
BRI BRI o PO X I AT Re S iz v, A S F i ——
78 FE BRI ] BEJE TR R F R B o BRI, AEARAR IR T, UM S
T3S RGN LR R AFA N I AL AE

H5EFZE R, BRABS NS
SR IR, LR O Rk | RREMBERIPERNEITE
L # i (CNAIPIC) B F & X F 4B
WA, LR — S RAD AL SR I | AR, TR M
(P2P) W3 (LEYIS, The Pirate Bay) . ICFRALRAF KR EAM 8 5o
£ 2006 £E 1 2007 4, RHFIBUMHEL T8
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(=)
S

FRELIDR W S i, BRI I i 55 S AL R B ol B X B WS PR (AAMS, A5 T 1
AH A ZE W i) v S BURHILA ) 51 T4 AL [ R o aafy R 22 S A I I 3t LR
Ses A L SRR RS, IS5 RIS AR MR AR R 6 /NI PR AT Rl .
FF i )LE AP0 (National Center for the Fight Against Child Pornography ) FEHF BRI
A EZSL N ( Postal and Communications Police Service ) [—8B4, T o i3 Gk v
ﬁﬁ,fﬁﬂﬂ%ﬂﬂmﬁﬁkﬁﬁmﬂiéhmﬁﬁﬁﬁﬁ@o

R I B {5 5 B TR M 280 R | ORGP 5 ) G B BE Rl 1) 32 2290
SR JLHAEk, BRI MREUIR 55 — EAE 10 B LT T R SRR IR 5T,
EIE T — PR RS, M T AR IR 7 R 28 sz M2 Mo I, 3%
BUAE Y 500 1] J2 diealh & AN R H RO LR AR X — STAE YR T] . 2005 4F, |
SCHE B B 2k (Legge Pisanu ) K 6] 34 58 BEAUIR T 2 KM N BGES, I 64 R B A0
AR BN E N ST POEAT SRR, D DT 3T i BT R S B A R BE RO B 19 2%
Heidio 2008 4F , BCARAKIE A S 1 — L ] A0 S B L Rl i it 47 1 2 I 45 40 TR
H .[» ( Centro Nazionale Anticrimine Informatico per la Protezione delle Infrastrutture
Critiche, CNATPIC ) , R HAR RN MR ECE LA 7 32, EAE DT TAT B X B 22
LRI P Do 285 AL T R 5 S T 28 05 s ) F TS 4] | D AN A MRS SR AL
FE R ELAR PO REES), WIS BORFIEA/N . b, MZLIEH.
B G-7 BRI ML ( G-7 High-Tech Crime Network ) R FREELE 5, %M % 2
(AR A2y ) SRR 2 A ERRBERY . 4% B EsRa e, e ML IR A s
BERTE VREAT R o il 2016 479 (R ), FIBURHE 1,500 7RG (£ 1,660
TIFETT) 3 BL s R BORUE E BB A S RN ARAR O IE 5 L BOR L S5 Fs
3.

A HAB S T T P8 ALTR A PIEALE o SR A ELLH Carabinieri (J5 71 2255
RO ESATTRY E ZE SN ) B TR, Ll 1T MEIRR, BEA TR LGIE
FRRE R EAN, W55 T+ (Guardia di finanza, GAF ) f 57404 745 S 0k Bl 900K
X LA i 1O 328 T8 R U I AR AL RBUAS LA B A o0 28 A2 AR RV ) A

RRHMIEAESS P RE Ty, S A A ik Mgl angc B2 2014 425
1Y “Cybercrime@Octopus” , 11X B 7E# Bh 4% [ 30t < Ais i A2y ) |, 5w
PRAP AR . I HRIGSE T AP RERYTE 3, A ik B PIE N AR A
WL AR AR TR URRE o O T4 ims SO 28U AR SO A 5, Bl P B AR
AR B TAE/NAL, %2 i B [ PR 2 U ST, A I 2% A 5 3 1] /N2
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( Gruppo Interministeriale per la Sicurezza delle Reti ) . G=7. BRXILA, BRNZE 14 KR
ML HEMEHZ (0SCE) | BRI BRI ELH L,
Ak, FRMIEZE T Z R AR
BANEREEFMETHRD | KR, LR ENHL S, (R
E B P L& BRI I —EB 5T o B 5 26 E R B )R (US Secret Service )
FGHEI A Jm (FBI) ——3X P SE B A
AL 17 TE A 2 T AT o (i 55 R 45 AR AR AE N A e L SR —— & D S VR T s | )
AR AN AR — 00, Goid WS IN LR IR IR A J= I A 0155 6 1> R—IK
BERM, 5 ERAFGELG 735 M 4L R WA R T RAE R . 2009 48, B RHHREL
FIE AR E NS S ERR B RIR T, oz T — >4 9B i AR TR 51 A2 ( European
Electronic Crime Task Force, EECTF ) BYEFR TAEBN . MM LT Z0 “LitaEal
FFEEREOALTETE S, AAE SR . PAS AR LB A5 e 4 Rl TR At G S
BERBOE ) SR OCAEIR . Z TARH B FRRAER 5, i I R AN EL R 55 ( Poste
Italiane S.p.A. ) FYEPMRAE W AURE AR A TP S, JF etk A ST Al
GARRRITHEARBER | RN RN & R M ZIRIR G R . 1o, TAR4LE R
FHMELIRA R BENR, TR T LT THE, S HAb S 5 4805l
W RE . FR EEMOE FE T % . HABH AR EERSGEHL Candim
MNETT . BRI ET MY ETT) | eRdlle (nsERzmE, EEERT.
$ik) . FEBERHZ (ENISA, [P0 TARL APWG , 1565 I DX (E) A0 SR A ]I AF 5 i
UNICRI, PANECFIBAENCA 2 Digital Crimes Consortium ) . {5 BIHAE £ A 22 A0 /5
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