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About STEPS

STEPS: Science, Technology, and Engineering Policy Studies magazine is the technical publication of the Potomac Institute

for Policy Studies, where scholarly articles of broad interest are published for the policy community. We welcome original
article submissions including, but not limited to the following:

* Discussions of policies that either promote or impede S&T research

e Articles that address implications and/or consequences of S&T advances on national or international policies and
governance

* Articles that introduce or review a topic or topics in science, technology, or engineering, including considerations of
potential societal impacts and influences

e Articles that cover historical developments in science, technology, and engineering, or related policies, and lessons
learned or implications going forward

* Non-partisan opinion pieces concerning policies relevant to S&T, to include S&T research trends or research oppor-
tunities, and the role of national policies to promote or modify those trends and opportunities

STEPS promotes the mission of the Potomac Institute for Policy Studies, which fosters discussions on science and technology
and the related policy issues. Policies are necessary to advance scientific research toward achieving a common good, the
appropriate use of human and material resources, and significant and favorable impacts on societal needs. At the same
time, the creation of effective policy depends on decision makers being well-informed on issues of science, technology,
and engineering, including recent advances and current trends.

Societal changes arising from technological advances have often surprised mainstream thinkers—both within technical
communities and the general public. STEPS encourages articles that introduce bold and innovative ideas in technology
development or that discuss policy implications in response to technology developments.

We invite authors to submit original articles for consideration in our widely-distributed publication. Full articles should be
between 2,000 and 5,000 words in length, and should include citations and/or references for further reading. Contributions
will undergo in-house review and are subject to editorial review. Short articles of less than 2,000 words, such as notes,
reviews, or letters are also welcome.

Please submit articles to steps@potomacinstitute.org or contact us if you wish to discuss a topic before completing an
article. Please refer to the Instructions for Authors for complete information before submitting your final manuscript.
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About the Potomac Institute for Policy Studies

The Potomac Institute for Policy Studies is an independent, 501(c)(3), not-for-profit public policy research
institute. The Institute identifies and aggressively shepherds discussion on key science, technology, and
national security issues facing our society. The Institute remains fiercely objective, owning no special
allegiance to any single political party or private concern. With over nearly two decades of work on sci-
ence and technology policy issues, the Potomac Institute has remained a leader in providing meaningful
policy options for science and technology, national security, defense initiatives, and S&T forecasting.
The Institute hosts centers to study related policy issues through research, discussions, and forums.
From these discussions and forums, we develop meaningful policy options and ensure their implemen-
tation at the intersection of business and government. A core principle of the Institute is to be a “Think
and Do Tank.” Rather than just conduct studies that will sit on the shelf, the Institute is committed to
implementing solutions.
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From the CEO
Jennifer Buss, PhD

In recent months, the Potomac Institute focused on facilitating discussions to raise
awareness on the importance of economics and industrial input (both products and
ideas) in US national security. Industries in the US have a vital role to play in defining
national security capabilities and the government should expand avenues for outside
voices to enter the conversation.

In order to foster such interdisciplinary conversations, the Institute’s Global Competition
Project (GCP) seminar series explores all facets of what it means for the US to again face

nation-state competition, combining insights from experts in diverse fields associated with
societal level competitions. This issue’s authors confront the many challenges brought
on by the convergence of military, economic, and political transnational competition in
today’s interconnected and interdependent world, with several of the articles drawing
directly on discussions at GCP events for context and ideas.

Today’s world is one of possibilities and perils, with advancements coming in nearly every aspect of science and tech-
nology every day. The US must find ways to harness these advancements for the benefit of society to remain compet-
itive. The challenges of today are not easy, but the US does have the ingenuity to tackle them—provided all aspects
of society are able to contribute to our national endeavor. Societal competition requires a national strategy facilitating
the flow of ideas and capabilities between the public and private sectors to extract “goodness” no matter the source.

At the Potomac Institute, we pride ourselves on innovative thinking—pushing ourselves and others to see all that is
possible. Through STEPS, we call on bold, innovative thinkers to author articles that help us, and our readers, think in
this way. Pushing the boundaries of the possible and challenging us all to go forth and implement change. We trust that
readers of STEPS will continue to appreciate both the cogent analysis and intellectual rigor put forth by the authors.
We hope that, after much reading and some discussing, they will also join us in taking inspiration from the challenges
laid out by the authors and drive forward to innovate and create the change needed to address our national needs.

Dr. Jennifer Buss
Chief Executive Officer, Potomac Institute
jbuss@potomacinstitute.org

6 © 2022, Potomac Institute for Policy Studies
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From the Editor
Robert (Bob) Hummel, PhD

Science and technology policies are the engines that propel us to a future of peace and
security. In these turbulent times, many other themes tend to drown out that notion. But
that is our strong belief, and the foundation of the Potomac Institute for Policy Studies.

In this issue, our featured article, by The Honorable Zachery Lemnios, reminds us that the
vectors of nation-state competition include the economic and political domains, as well
as the traditional military defense systems. Lemnios points to critical technologies, many
already existing in the commercial sectors, that could assist government in confronting

the multi-dimensional challenges posed by the interactions of the economic, political, and
military global competition. Drawing parallels to the dual-axis great power competition at
the start of the Cold War, he calls for the need for a Commission to redefine strategies for
national security. The article has received notable acclaim from its advanced publication
on the Potomac Institute website.

Two of the additional articles, authored by The Honorable Alan Shaffer and Senior Fellow Michael Fritze, arise from the
Potomac Institute’s ongoing Global Competition Project. Shaffer discusses how the current trajectories for the refresh
of military systems will “break the bank.” Fritze continues the Institute’s focus on the importance of microelectronics to
economic health as well as military affairs, and contributes to the current debate over government funding to assist the
United States in becoming less dependent on foreign manufacturing in this vital technology area.

The Potomac Institute consults with many government agencies that are concerned with assessing the performance of
Research and Development (R&D) organizations. Senior Fellow Jim Richardson draws on his decades of experience helping
R&D organizations assess performance to improve their productivity, providing sage advice and a procedure to define
“metrics” that may be used by the leadership of such organizations.

This issue also includes a pair of “short papers.” No less important, these contributions are intended as entrées into areas
of current debate and foreshadow larger discussions in the future.

We hope this collection of articles offers the chance to reflect on some of the causes and ramifications of the turbulent
times the world is experiencing, while inspiring readers to take hold of the opportunities to implement change.

We welcome articles, short articles, and other contributions for future editions. Instructions can be found at:
www.potomacinstitute.org/steps.

Dr. Robert (Bob) Hummel
Editor-in-Chief, STEPS

Chief Scientist, Potomac Institute
rhummel@potomacinstitute.org

© 2022 Potomac Institute for Policy Studies 7
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FEATURED ARTICLE

US National Security K
in a New Era of
Intense Global
Competition

The Honorable Zachary J. Lemnios
Member Board of Regents,
Potomac Institute for Policy Studies
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Elements of Great Power Competition

Political
Strength

Economic
Strength

A New Era

The United States and China are in a great power competi-
tion that will have profound impact on the national security
and economic security of both countries for decades.'? This
competition aligns across interdependent economic, mili-
tary, and political vectors. At the core, this is a competition

of ideals and governance. But unlike the 20th century Cold

War competition with the Soviet Union, the competition
with China involves new challenges. The resulting tension
between the US and China has opened a new era requiring
a new national security framework.3*

10 © 2022, Potomac Institute for Policy Studies

Military
Strength

In the past, the United States has confronted the need for
a complete transformation in the national security environ-
ment. For example, after World War Il and the prolifera-
tion of nuclear weapons capabilities, the nation undertook
Project Solarium and the Project Charles Air Defense Study
to define a new national security operating model to con-
tain the Soviet Union.®> The competition with China poses
an equally significant challenge now.
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"‘025 Made in China 2025

LOCALIZE AND INDIGENIZE
Promotion of indigenous
innovation to develop indigenous
technologies, IP, and brands.

SUBSTITUTION

Substitution by domestic
production as a strategic imperative
once dependence on foreign
technology has been reduced.

CAPTURE GLOBAL MARKET SHARE
Capture domestic and international
market share across MIC2025

industries and technologies

after developing or acquiring

its own technology.

New information technology

High-end numerically controlled
machine tools and robots

Aerospace equipment

Ocean engineering equipment
and high-end vessels

High-end rail transportation
equipment

Energy-saving cars and
new energy cars

Electrical equipment
Farming machines
New materials, such as polymers

Bio-medicine and high-
end medical equipment

Source: The People’s Republic of China State Council, “Made in China 2025 Plan,” May 19, 2015.

Economic Competition

The United States and China are in a fierce rivalry span-
ning a broad range of global markets and complex global
supply chains. In 2020, US goods imports of $435 billion
and exports of $125 billion reflect a trade imbalance with
China. Persistent trade imbalances of this magnitude are
unsustainable. This is caused by a complex competition in
which the playing field is skewed and can lead to global
market instability. Our companies and supply chains are
interrelated. We depend upon each other’s markets and
host each other's companies.

The “Made in China 2025" plan, published in 2015, is
China’s ten-year plan to reduce China’s dependence on
foreign technology and to promote China’s technology
position in the global marketplace.® China is focused on
leading ten key high-tech industries (see the “Made in
China 2025" figure above). Particular technology areas of
competition with the US include information technology,
robotics, new materials, and aerospace equipment. This
plan is structured to raise the Chinese domestic content of
core components and materials to 70% by 2025. The plan
is the foundation of China’s economic competition.

© 2022 Potomac Institute for Policy Studies 11
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The initial salvo for strategic industry leadership began
with 5G wireless-telecommunications, as part of the “new
information technology” sector. This is the entry point to
the global digital and cyber-physical infrastructure with the
opportunity to control the network infrastructure. This is
also the path to position China as a “first mover” in training
artificial intelligence (Al) algorithms on massive global data,
driving Al to the network edge and accelerating digital
transformation across many industries.’

As a result, China is driving the development of techno-
logies in the 5G telecommunications sector, led by its pri-
vate sector companies Baidu, Alibaba, Tencent, Huawei,
and ZTE (Zhongxing Telecommunications Company Ltd.).
While there are over 200 Chinese companies listed on US
stock exchanges with a total market capitalization in excess
of $2.2 trillion, Huawei and ZTE have been the subject
of special scrutiny.® In late 2019, the Wall Street Journal
reported that Huawei had access to as much as $75 billion
in support from the China state government.? In July 2020,
the US government officially designated Huawei and ZTE
as threats to US national security, because of their close ties
to the Chinese Communist Party and China’s military appa-
ratus and their legal obligation to cooperate with China’s
intelligence services. More recently, White House Executive
Order 13959 identified 59 Chinese entities for which US
investments are banned by the Treasury Department.®

The “new information technology” sector of the “Made in
China 2025" plan also depends on advanced semiconduc-
tor technology. State-of-the-art-microelectronics requires a
complex supply chain with specialized technical talent and
massive capital investments. Manufacturing facilities (fabs)
are benchmarked by semiconductor wafer size (measured
in millimeters in diameter), manufacturing volume (wafers/
month) and smallest printed geometric feature (nanome-
ters). Today’s state-of-the-art products are manufactured on
300mm wafers at 5nm geometries. At the end of 2018 there
were 112 production-class fabs globally utilizing 300mm
wafers.” The global industry is projected to add at least 38
new 300mm fabs by 2024. Of these, Taiwan is expected to
add 11 large-volume fabs, and China will add 8 to account
for half of the global 300mm large-volume fabs by 2024. To
support this, the China state government has established
an investment fund of $150 billion to finance mergers and
acquisitions for companies and technologies in the semi-
conductor industry.'?

As a result, China is poised to successfully compete in the
semiconductor sector. China is making significant invest-
ments and now has 13% of the global fabless market, up
from 5% in 2010."® The Chinese semiconductor manufac-
turing sector has seen an average compound growth rate
of nearly 25% since 2014." Design of semiconductors is
also making significant progress in China. In 2019, China’s
semiconductor design sector reached a level that surpassed
Taiwan, making China the second-largest design industry
cluster after the United States globally. China’s share of
semiconductor design grew from 3.6% in 2004 to nearly
43% in 2019." Leadership in semiconductor design and
manufacturing implies leadership in new information tech-
nology, which is but one sector of emphasis of the “Made in
China 2025" plan for economic competition.

The US has begun to recognize the criticality of America’s
supply chains and the economic security and national
security challenge posed by foreign disruption. The recent
White House review on this topic launched a comprehen-
sive whole-of-government effort to strengthen domestic
competitiveness and supply chain resilience across four
critical sectors: (1) semiconductor manufacturing and
advanced packaging, (2) large capacity batteries, (3) critical
minerals and materials, and (4) pharmaceuticals and active
pharmaceutical ingredients.™

To answer the challenge of economic competition, the US
will need to greatly improve its ability to understand the
national security implications of foreign economic develop-
ments and to provide better security for its own devel-
opments. New technologies can assist in addressing the
national security implications of economic competition. Pur-
suit and integration of these directions into a comprehen-
sive national defense apparatus might require new agencies
and resources. Technology concepts, adapted from the
commercial sector, could open new approaches to respond
to economic challenges. These include the following.

* Development and utilization of real-time national
financial models to provide early warning indicators
of critical supply chain disruptions, on both sides,
thereby playing long-term offense and defense. Sta-
tistical models applied to open-source financial and
industry data are being used today by companies to
optimize global supply chain efficiencies and costs.
With additional data, these could be used at a national

12 © 2022, Potomac Institute for Policy Studies
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level to preemptively forecast supply chain risks and
economic impact and to make decisions to secure
critical supplies for national needs.

* Development and utilization of macroeconomic
models to forecast foreign government involvements
across global markets, and to provide early indicators
of potential disruptive activities. For example, model-
ing mainland China’s potential economic futures with
Taiwan would help to better understand and shape
the region to thwart conflicts. Monte Carlo simulation
techniques exist today to model thousands of sce-
narios and alert on early warnings and emerging sce-
narios, and to game threats and optimize responses.
Analysts today monitor military threats; future analysts
will use tools to analyze economic threats.

e Utilization of blockchain, watermarking, design parti-
tioning, and hardware obfuscation security approaches.
Such approaches, emerging for use in commercial
venues, can mitigate risks of counterfeiting, intellectual
property theft, and tampering. A national approach is
needed to integrate in-line data from millions of sen-
sors across complex global supply chains with com-
prehensive analysis of the data to model and deploy
strategies to defend the economic homeland.

Military Competition

Military strength and resiliency comprise a second ele-
ment of competition. China’s strategy of “Military-Civil
Fusion” poses significant challenges for the US and our
allies. China’s Military-Civil Fusion development strategy
has leveraged a whole-of-government approach to achiev-
ing parity with the United States in several military areas,
including air defense systems, land-based conventional
ballistic and cruise missiles, and shipbuilding."” The pros-
pect of China developing and fielding advanced military
capabilities by integrating research across its commercial
sector with its military and defense industrial sectors, is a
key element of this great power competition.

The Communist Party of China (CPC) Central Committee
has established the goal of building a “fully modern mili-
tary” by 2027, with the capability to defend national sov-
ereignty, safeguard against security threats in the western

pacific region, and protect overseas development inter-
ests as China’s global economic presence grows.' These
plans include accelerating its integrated development in
“mechanization,” “informatization,” and “intelligentiza-
tion,” comprehensively strengthening military training and
preparation. A recent report outlines the pace and impact
of China’s military modernization, with a focus on the Peo-
ple’s Liberation Army’s (PLA's) strategy to use science and
technology for military purposes.'

Over the past decade, China has made significant progress
in key technical areas including radio frequency systems,
electronic warfare, hypersonics, and more recently quantum
computing. As an example, Chinese researchers recently
published an approach to network hypersonic weapons
into a smart swarm for coordinated attacks.? The concept
opens the alarming prospect of a saturation attack that
would be difficult to counter, even with future air defense
systems. Particularly alarming are the references that the
Beijing Institute of Technology authors cited, including the
Raytheon Tomahawk Cruise Missile (RGM/UGM-109) Tech-
nical Manual and System Description.

In the field of quantum technologies, the Intelligent Per-
ception Technology Laboratory of the 14th Institute of
China Electronics Technology Group Corporation (CETC)
announced China’s first quantum radar system in 2016 and
displayed a mockup at the Zhuhai Airshow in 2018.2'2
More recently, China opened the world’s largest quantum
research center to push the frontier of quantum computing.
The National Laboratory for Quantum Information Sciences,
a $10 billion four-million square foot facility, has programs
in quantum sensing, self-contained navigation, quantum
computing, and quantum communications.

The United States has relied upon US technology lead-
ership, unmatched engineering talent, and highly trained
military personnel to build, deploy, and operate the
world’s most technologically advanced military. With the
development and availability of key advanced technolo-
gies from the commercial sector, nation state competitors
and non-state actors now have equivalent access, eroding
the technology overmatch to which our nation has grown
accustomed. To recover and maintain technology supe-
riority for military systems, new emphasis needs to be
placed on defense technologies, involving new research

© 2022 Potomac Institute for Policy Studies 13
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and development agencies and approaches. Some con-
cepts that should be explored prior to establishing such
centers include the following.

Faster movement toward reinvigorating US technology
development demonstrating and fielding advanced
technology in key areas. The Department of Defense
can do so by expanding its Federally Funded Research
and Development Centers (FFRDCs) and Department

Laboratories, or instituting new ones, in partnership
with US industry. By using new partnership models to
engage in a campaign of continuous development

with field testing and integration, the US can match
and exceed the efficiency of China’s Military-Civil
Fusion model for military systems development.

Tools and techniques for persistent Gray Zone oper-
ations in competition with China. New approaches
are needed to comprehend the long-term regional
environment—economically, politically, and militarily.
Long-duration campaign planning tools must employ
tailorable and reversible effects at the most effective
points in a regional campaign. Machine learning
and dynamic planning could be adapted from the
commercial sector and tailored with appropriate
sensor data and modeling to preemptively plan for
emerging scenarios. Emerging tools and techniques
are beginning to provide military planners a
“look ahead” into incipient scenarios and the
opportunity to plan accordingly.??

MZZOZZ, Potomac Instituze/for Policy Studies
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e A new deterrence strategy to address a combined
Nuclear, Chemical, Biological, Cyber (NCBC) threat,
expanding the range of highest priority threats
requiring national capabilities. New deterrence,
detection, and countermeasure techniques are

needed considering that any combination of NCBC

employment could present an existential threat to the

United States. Natural or man-made, the COVID-19

pandemic resulted in millions of deaths and crippled

the world’s economy for many months. Fielding a

global NCBC early warning capability is essential as

engineered pathogens could have a similar impact.

Deploying such a capability globally with allies and

partner nations requires US global leadership.

Political Competition

Political strength is the third, and perhaps most challeng-
ing, element of the great power competition between the
United States and China. China has harnessed its political
and military strength in the South China Sea on a Gray Zone
strategy. This has become an operational domain char-
acterized by a long campaign of low threshold actions to
achieve long-term strategic objectives without crossing the
threshold of military confrontation.?* It includes elements of
Hybrid Warfare? and Soft Power.?

China and Russia are increasingly using Gray Zone means to
achieve their objectives without direct military engagement
and below the level of war.?” The Gray Zone is growing rap-
idly in the South China Sea, where China is using coercion,
intimidation, propaganda, and manipulation to expand its
position in the region.?® China has built an artificial island
chain, reclaimed disputed land, militarized islands, and is
using legal arguments and diplomatic influence to expand
its position.

In early 2020, China‘s State Council established two new
districts in Sansha City, a prefecture-level city headquar-
tered on Woody Island which governs the bulk of China’s
territorial claims in the South China Sea. This development
will expand China’s control over the region and further
complicate political and diplomatic dynamics.

While military deterrence is essential, the United States
and our allies need a set of new technical and operational

capabilities to operate in a persistent and multidomain
Gray Zone.?730

Prevailing in a prolonged political competition with China
requires the United States to develop and implement a
whole-of-government approach to integrate economic,
political, and military signatures, indications, and warnings.
The following technical approaches should be explored
and deployed.

e Intelligence, advanced forecasting, and decision sup-
port capabilities to detect, tailor, and preemptively
plan economic, political, and military actions. Political
actions can involve influence operations, marketing,
competitive assistance, as well as tariffs and sanc-
tions. Techniques can be adapted from the commer-
cial sector to process live-stream data and alert on
emergent behavior.

e Whole-of-government synchronous strategic mes-
saging and information operations using approaches
from the commercial sector. Social media has opened
a new strategic communication channel for enabling
red teaming against a range of simulated actions and
responses from China. The development of multi-do-
main models could open the prospects of predictive
risk assessment to extend our economic, political, and
military options.

* New technical approaches to detect and protect gov-
ernment, enterprise, and private information that are
increasingly entangled and increasingly vulnerable.
Developing an effective layered information defense
system is a daunting challenge. In addition to protect-
ing critical infrastructure, effective capabilities would
position the United States as a leader in information
security, countering China‘s cybersecurity laws that
permit the government to obtain any information that
they deem has an impact on Chinese security.

Peer-level Challenges of the Past

The US has faced peer-level national challenges in the past.
Our peer-level competition with China on the economic,
military, and political levels is no less daunting than the
confrontation with the Soviet Union some 70 years ago.

© 2022 Potomac Institute for Policy Studies 15
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The Soviet Union detonated its first atomic bomb in Sep-
tember 1949, and by 1951, the Korean War had begun as
a proxy war with the Soviet Union. With growing geopo-
litical tension between the United States and the Soviet
Union, the US confronted the possibility of a devastating
surprise attack.

In response, the US completely revamped the defense sys-
tem in the 1950s and beyond. A strategy of containing the
Soviet Union was devised, and more importantly, enacted.
For example, the Project Charles Air Defense Study, begun
in 1951, was more than a study, but a four-month effort to
design short- and long-term development of an early warn-
ing system for attacks that might emanate from the Soviet
Union.?" It led to the formation of MIT Lincoln Laboratory,®
and engaged scientists and engineers from across industry
and academia, and military liaisons, to outline many of the
principles of today’s air defense systems. They focused on
early warning target detection and discrimination, threat
interception, and command and control. Project Charles
working groups were briefed on Soviet strategic capabili-
ties and visited military operational field sites. They evalu-
ated approaches to detect a small number of threat aircraft
buried in a large constellation of commercial aircraft, and

the importance of field testing a prototype system com-
prised of a network of small radars connected to a central
computer at a command center.

With urgency to quickly counter the Soviet threat, the
Project Charles Study outlined a development program that
included short-term extensions of current technologies and
longer-term plans to leverage an “electronic high-speed
digital computer...and the revolution that the transistor will
bring about in electronics to open up quite new possibili-
ties in aircraft and weapon control.”3* These options were
available because the United States led the world in radar,
electronic warfare, communications, electronics, display,
and other key technologies needed to deploy an initial
early warning system.*

Resulting contracts and development, called “Project
Lincoln,” led to the Semi-Automatic Ground Environment
(SAGE) system and the Distant Early Warning system. Rand
Corporation, another Federal Contract Research Center,
was involved in developing the programming for the sophis-
ticated mainframe computer, and MITRE was founded in
1958 to operate and expand the system.** SAGE protected
the United States into the 1980s.3¢%"
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The use of federally funded research and development
centers (FFRDCs) was established for challenges that
cannot be met solely through the commercial sector. As
national security threats evolved from bombers to inter-
continental ballistic missiles, FFRDCs focused their efforts
on a major initiative in ballistic missile defense. This began
in the late 1950s, expanded in the 1960s and grew signifi-
cantly in the 1980s with President Reagan’s establishment
of the Strategic Defense Initiative.?® This work was critical
to US national security and led to software and hardware
concepts which are in use today, including collection
and analysis of test data, high fidelity simulations, critical
discrimination techniques, and design of new radar and
infrared sensors.

Lessons Learned from the Cold War
Competition

We can learn from the competition between the United
States and the Soviet Union in the second half of the 20th
century. The Cold War was a competition between liberal
democracies and communism, just as we now confront a
competition with a different form of government. The
Soviet Union’s self-proclaimed world power centered on its
massive number of ballistic missiles with nuclear munitions.
Without its ballistic missiles, the Soviet Union could not
project power very far beyond its regional boundaries.

In our current confrontation, the protagonists are, as
before, very careful not to engage with each other in direct
military confrontation. Just as the Cold War lasted about 40
years, the current competition is likely to last for multiple
decades. The United States, with superior technology, won
the Cold War. The US competed with the Soviet Union in
a technology race to directly challenge their missile force
with developments such as the Strategic Defense Initiative.
The Soviet Union was in no position to engage and thus,
conceded defeat when President Yeltsin dissolved the
Soviet Union on December 8, 1991.%7

Interdependent Elements of this Great Power
Competition

While military, economic, and political interdependencies
are not new, we are now in competition with a peer nation
where military strength alone is not sufficient to succeed.

In a similar manner, new technical capabilities and oper-
ational concepts are needed to prevail in a long-term
great power competition with China, which may also last
for decades. In each element of great power competition,
there are possible solutions, involving technology, policies,
and investments in research and development.

But in developing solutions, we must recognize the
interdependencies and interoperability of these capabil-
ities. Responses in one area will affect other areas, and
to prevail, we must respond in all areas. Each of these
domains—economic, military and political—have unique
signatures and can be competitively modeled. But it is the
interplay between domains that is critical. The challenge
is to decompose this into a cross-domain model, fed by
live-stream data to provide insight for preemptive courses
of action. This is a messy, loosely structured, data-rich envi-
ronment with a host of potential threats and ambiguities. It
is also the environment we must understand and in which
we must prevail.

A Call to Action

The United States and China are in a protracted great
power competition that will have profound impact on the
national security and economic security of both countries
for decades. The complex and interdependent economic,
military, and diplomatic tension between the US and China
has opened a new era of national security challenges. Just
as superior technology allowed the United States to pre-
vail against the Soviet Union, technology solutions will be
the deciding factor in our current competition.

And yet, our current structures for acquiring and applying
technologies are inadequate for the challenges posed by
the new great power competition. The Defense Industrial
Base designs and builds weapon systems with advanced
technology. The commercial sector is remarkably effective
at developing high technology commercial goods. Private
industry, often with government help, invests in technolo-
gies for health care, transportation, energy, space, materials,
and manufacturing. Basic research capabilities and advance-
ments are strong. What is lacking, however, is an integrated
approach to addressing the interlocking economic, military,
and political competition with those who have developed
their own capabilities and technological progress.
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Interdependent Cross-Domain Capabilities are Essential
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A focused executive commission is urgently needed to
frame this multi-domain challenge, to include talent from
across industry, academia, government, and the military.
Like Project Solarium and Project Charles, the study needs
to involve the most senior, trusted, and intellectual experts
in the nation. The study’s “Terms of Reference” should be
succinct and blunt: How can the United Stated prevail in
the great power competition with China? What new capa-
bilities do we need? What are the operational models and
how are these integrated across whole-of-government?
Bold ideas merit exploration.

This will not be a study typically conducted by agencies
today. This commission needs to have an impact. Both
short-term and long-term recommendations must lead to
action, both executive and legislative.

The results are certain to support a restructuring of our tech-
nology development enterprise. Near-term fixes will be pro-
posed to leverage novel technologies. But long-term devel-
opments will also be needed. New long-term institutions

are likely to be proposed, including new FFRDCs and new
government laboratories. These might be carved from
existing institutions, but they also might require new centers
to support evolving needs. A pipeline of human capital and
infrastructure resources will be necessary. Support to the
military’s combatant command at United States Indo-Pacific
Command (USINDIOPACOM) will be critical to develop
and validate cohesive econometric/military/political models
that can be integrated through operations. Other combat-
ant commands and collaboration with allies will be equally
important. New weapon systems for deterrence will be but
one aspect of fortifying a great power competition in the
economic, military, and political domains.

The United States has risen to grand challenges in the past,
but only by taking bold and decisive steps. Those actions
served to prevail in the past, but only after commitments
that lasted decades. Today's challenges require similar
kinds of commitments. It is time to frame the problem, pro-
pose approaches, and make those commitments.
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Paul Kennedy's 1987 book, The Rise and Fall of the Great
Powers demonstrated that throughout history, great pow-
ers fell into decline when their economic power failed to
support their military and political ambitions. Ways, ends,
and means fell out of balance. This paper contends that
Paul Kennedy's basic premise applies to the United States
in 2022.

The 2017 National Security Strategy used the phrase
"Great Power Competition”— a phrase that has been used
widely since. Recently, the terminology has been refined to
“Strategic Competition with China and any other nation.""
No matter the label, it is clear that America has reentered
a period of competition. Thus, we should ask, “what is the
current competitive posture of the United States?” This
competition is becoming increasingly tense. As recently as

the January 2022 Davos World Economic Forum, China’s
President Xi Jinping pointedly said that there would be
grave consequences for any nation that attempted to shift
the economic balance by interfering with China’s global
supply chains, their Belt and Road initiative, etc.

National power traditionally consists of three elements, as
taught at the United States War Colleges: economic, mili-
tary, and political power. This paper examines the current
economic and military competitive posture of the United
States. Our contention is that America is living beyond
its means and that both economic and military elements
are in decline from a competitive standpoint. We will not
attempt to assess our standing in political competition
with potential adversaries, but clearly challenges exist in
that realm, as well.
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Figure 1. US Budget Snapshot Outlays, Receipts, and Deficit (1940-2025). Data Source: Office of Management and Budget
Historical Tables (The White House). The latest OMB Data uses 2012 data for constant year dollars. To convert to 2021 dollars,

figures would need to be multiplied by 1.19.

Addressing the economic and military competitive status
of the United States will require some reprioritization—and
concessions—by Americans. Fixes may occur through new
technologies and better strategies, and our purpose here is
to foster such discussions and developments.

Measuring national power is not exact. We investigate spe-
cific areas of concern for both economic and military com-
petition, using available data. Although we examine them
individually, they are strongly interrelated, and assessment
of the overall competitive position is qualitative.

Economic

The United States’ current competitive economic trajec-
tory is going in the wrong direction as America becomes

more deeply in debt, with a record high in both actual
debt and debt as a percentage of Gross Domestic Prod-
uct (GDP). Simultaneously, mandatory federal spending
has surpassed discretionary spending. Finally, there is
growing income inequality, which, left unchecked, can
lead to increased social unrest.? Any of these items by
themselves are cause for concern. But, if not addressed
together, the United States will be challenged in its global
competitiveness.

Figure 1 shows the federal outlays (spending), receipts
(income from taxes and other sources), and deficits from
1940 to 2025, in constant year 2012 dollars.® Note that
America has been in a severe deficit status since the early
2000s. The 2021 to 2025 figures are Office of Manage-
ment and Budget estimates, which tend to be optimistic.
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OMB Data uses 2012 data for constant year dollars. To convert to 2021 dollars, figures would need to be multiplied by 1.19.
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Since population growth could explain the growth in
spending, Figure 2 is included to show federal spending
per person from 1950 to 2021 in constant year dollars
(2012). If federal spending aligned with population growth,
the value would be constant. It is not. In fact, the federal
government today spends three to four times what it spent
per person in 1950.

Moreover, in constant year dollars, total federal spending
is approximately six times greater than post World War |l
spending, while federal spending per person has increased
four times. One reason for this change is the nature of gov-
ernment outlays over the past 50 years. Figure 3 shows the
evolution of mandatory and discretionary programs over
time. Figure 4 shows the continued growth of the manda-
tory portion of the budget as a percentage of total outlays.
In 1962, about 25% of federal outlays were “mandatory”
(Social Security, Medicare, Medicaid, interest on the debt,
etc.). The best estimate is that by 2025, the mandatory
spending will account for well over 70% of federal outlays.*

While the mandatory outlays have been growing, so has
the national debt, both in constant year dollars and as a
percentage of GDP. As of 22 January 2022, the United
States debt is $29.8 trillion, which is the largest in American
history.® Further, the ratio of debt to GDP is also the high-
est in American history, is at 127.55% ¢7 This is even 10%
greater than the end of World War Il (see Figure 5). A Sep-
tember 2020 report by the Congressional Budget Office®
projects that the debt will continue to grow for the next 30
years, reaching 200% of GDP by 2050. A recent report by
the World Bank states that a country that has a debt to GDP
ratio greater than 77% over an extended period of time will
experience reduced economic growth.” The United States
is well beyond 77%.

Methods to address the debt are limited because 70% of
the federal outlays are mandatory. A change in mandatory
spending will require a change in the law, which means the
“easiest” lever is discretionary spending. Defense makes up
half of the discretionary budget. Unfortunately, since 2008,
there have only been three years (2008, 2014, and 2015)
where the United States budget deficit for the year was
smaller than the entire Defense budget. Said another way,
Congress could zero out the Defense budget, and America
would still have an increase in debt. Therefore, America will
not be able to address this debt without changes to the

mandatory spending programs, which is not a path that will
be popular with most Americans.

Why does debt matter? There are several factors, but con-
sider these two—servicing the US debt and loss of US abil-
ity to receive loans. The cost to “service” the debt contin-
ues to rise. In 2020, the cost was $522 billion—at minimal
interest rates (2.4% in 2019 and 1.3% in 2020)."° A 2019
study projected the cost to service the debt will be larger
than the Defense budget by 2025."" This projection was
based on estimates before the COVID-19 pandemic; since
the start of 2020, the nation has added $6 trillion to the
debt, which increases the cost to service the debt. With the
size of the actual and relative debt, it is very possible there
will be restrictions on the United States’ ability to receive
loans. Loan restrictions will limit the United States’ capacity
to participate freely in the global economy, thereby putting
America at a competitive disadvantage.

Debt held by private citizens is also rising; it has more than
tripled as a percent of GDP since the middle of the 1950s—
from about 50% of GDP to over 150% of GDP."? There are
multiple causes for this, but one contributor has been the
cost of higher education. Long-term student loans contrib-
ute to economic trends affecting competitiveness of the
United States, including income inequality. In short, Ameri-
cans, like America, are living beyond its means.

In a healthy economy, the gap between the very rich and
very poor tends to decrease—a solid economy raises all
boats. As measured by the Gini index, an index that mea-
sures income inequality in a nation,™ the US is going in the
wrong direction. The 2020 Census Bureau reports that the
Gini Index of the US has grown from 0.36 in the late 1960s
to 0.46 today. Worldwide, the Gini coefficient is strongly
correlated with community violence and social unrest.'
The United States had the 27th highest Gini coefficient of
143 largest nations; and no NATO nation had a higher Gini
coefficient.™

The United States income inequality now is more like a third
world nation than an advanced liberal democracy. If this trend
is not reversed, social unrest will likely grow. Simply, a nation
at war with itself is not likely to stay competitive globally.
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We have shown that the US national debt is growing rapidly,
mandatory expenditures have taken over federal spending,
and income inequality weakens our competitive posture.
Economic deficiencies of this sort might not matter if we
can produce what we need on our own. But when we are
beholden to others, who might hold our debt, for essential
goods and/or services, then national security can be jeop-
ardized. We give two examples.

National Security Supply Chain Fragility

Microelectronic Supply Chain Vulnerability. Currently,
the United States only produces 12% of the world sup-
ply of microelectronics, and very little at state-of-the-art
(SOTA)." This is critical, because modern military systems
depend upon a large set of microelectronics—they are
the brains and eyes of modern systems. By 2030, the
Semiconductor Industry Association predicts that the
United States share of global production will decrease to
10%, while China and Taiwan will produce 50% of global
microelectronics. Together with South Korea, over 70% of
the world supply will be concentrated in one area of the
world. Since the US consumes about 48% of the world
semiconductor market, the United States is dependent
on non-domestically produced chips. Potential adversar-
ies could withhold access or insert “bugs” (e.g., Trojan
horses, corrupted software, remote triggers, and so forth),
that could conceivably allow an adversary to turn systems
on or off remotely or alter the performance in some way.
Even without inserted triggers, a monopolistic supplier
base puts other nations at an economic disadvantage.
This is especially true in an industry that requires expen-
sive and lengthy investment periods before production
capacity actually increases." If the supply chain moves to
a monopoly, competitive balance is eroded.

The recent shutdown of the Colonial Pipeline in the East-
ern United States occurred when Russian hackers took
control of the pipeline operating systems. Suppose that
this were not a hacker group, but a group enabled by
nondomestic chips with embedded backdoors. Similarly,
the auto industry found itself at the mercy of a product
monopoly foreign supply chain, as a shortage of chips
caused a global automotive industry contraction in the
amount of $210 billion.'®

When national security is dependent upon a product, there
is really no choice but to spend as needed to ensure eco-
nomic and security self-sufficiency.

Rare Earth Elements: The American Geophysical Insti-
tute estimates that China currently controls 97% of the
global supply of rare earth elements (REEs)." Many high-
end defense systems use REEs and are essential for night
vision, SONAR and RADAR systems, satellite communi-
cations, heads-up displays in fighter jets, laser systems
such as guided weapons and laser targeting systems, and
fiber optic cables. Even nuclear threat detection systems
use REEs (lanthanum) to detect gamma radiation.?’ The
automotive industry is also highly dependent on REEs.
Currently, most systems relying on REEs do not have a suit-
able substitute. This is not an acceptable position for the
United States, as REEs provide real capabilities needed by
the Department of Defense (DoD), and society in general.

The challenges with a lack of REEs could be remedied by
stockpiling (which could be expensive), restarting refine-
ment or production domestically, or by finding a suitable
substitute. Starting domestic processing has inherent risks
because of the toxicity of processing the elements. It seems
that the most logical approach would be a combination of
stockpile coupled with a robust research program to find
suitable substitutes. The nation does not have such a sig-
nificant research effort at present.

Our nation is highly dependent on foreign sources for many
other supplies and services. For example, pharmaceuticals
are important to the health of the nation’s population. The
COVID pandemic highlighted the pharmaceutical supply
chain vulnerability in the US (and the West). The key point is
that in cases where the United States has critical dependen-
cies that threaten national security, the nation must increase
access from domestic or most favored nation sources.

Military

In August 2021, Admiral Chris Aqulino, Commander United
States Indo-Pacific Command stated at the Aspen Security
Conference that the United States still has the finest mil-
itary in the world. The United States continues to spend
more on defense than any other nation by a wide margin.
Resulting capabilities of the military cover a wide range of
mission sets.

© 2022 Potomac Institute for Policy Studies 27



STEPS 2022, Issue 6

The capabilities required for successful future warfighting,
however, will be different than those of the past, yet the
DoD is still largely focused on platforms that may not be

relevant in that future fight. People talk of a 355 ship Navy,
up from fewer than 300, now.?" In 2019, the Center for
Strategic and Budget Analysis presented a study indicating
that the Air Force needed to grow to 386 squadrons—an
increase by about 50 squadrons. Instead of talking in terms
of numbers of platforms, the discussion should identify
what the nation needs the DoD to accomplish and then,
given that mission set, determine how the budget can be
realigned to meet those needs.

The Strategic Air Command of the 1950 through the 1980s
had the motto “Peace is our Profession.” In fact, a primary
role of the military in an era of great competition is to be
strong enough to deter conflict. In any discussion of mili-
tary competitive posture, it is an unstated goal to have the
strength to deter major conflict. Unfortunately, the United
States military is delinquent in modernization of capabili-
ties in long-term competition with adversaries.

The bedrock of national security is the nuclear triad. Cur-
rently, the DoD is modernizing all three legs of the triad, with
the “Ground Based Strategic Deterrent” replacing Minute-
man-lIl; the Columbia class submarine replacing the Ohio
class; and the B-21 Raider and Long-Range Strike Option
replacing the B-2 and Air Launched Cruise Missile. The Air
Force first fielded Minuteman-IIl in 1970 with an expected
missile life of 10 years. Through several “Service Life Exten-
sion Programs,” the missile has remained viable, but there
is no more viable extension available, according to Admiral
Chas Richard, the Commander of the United States Strate-
gic Command.? The Ohio class submarine was first fielded
in1981; the first will be replaced in 2031. A similar situation
exists with the Air Launched Cruise Missile, which was com-
missioned in the early 1980s with a 10-year life expectancy.

In May 2021, the CBO estimated the cost of nuclear
modernization over the period 2021 to 2030 will be $634
billion. Since the overall average total DoD RDT&E and
Procurement Budget Request is about $250 billion per
year, nuclear modernization will consume over 25% of the
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research and procurement budget for the next decade.
This does not include the cost of modernizing nuclear
command and control, another multi-hundred-billion-dol-
lar bill over the coming decade. Subsequent costs after
2030 will be even greater.

Simultaneously, many other systems are entering the high-
cost phase, to include full rate production of the F-35, the
KC-46, and Next Generation Air Dominance Fighter, Virginia
Class Submarines, Ford Class Aircraft carrier, and missile
defense systems. We have multiple aging and expensive
platforms that need to be replaced simultaneously. Much of
this "bow wave"” came about because of decisions that indi-
vidually were logical, but in the aggregate, deferred a lot
of modernization by 30 years. This started with the “Peace
Dividend” following the fall of the Berlin Wall, to a post 9/11
focus on counterinsurgency, to the “Budget Control Act” of
2011. The cumulative effect places the United States com-
petitive advantage at risk.

Assuming that these are the modernization platforms that
align to future mission sets, the costs will nonetheless be
staggering.?® The sustainment costs alone will squeeze
out any other research and modernization efforts. If these
are not the platforms needed for future missions, then the
issue is: How should the Department redirect funding, and
what investments are required?

Figure 6 shows the historical trends of the DoD budget in
constant year dollars, from an Oct 2021 Congressional Bud-
get Office Study.?* Figure 7 shows the historical DoD budget
as a percentage of GDP.? The budget includes all aspects of
Defense spending, from personnel costs, including (rising)
health care, to acquisition and sustainment, operations, jet
fuel, training, retiree pension payments, and when neces-
sary, wartime operations. The DoD budget must address
continued increases in “entitlements” (retiree pay, health
costs for retirees, etc.). For instance, from 2020 to 2021, the
cost of pay, housing and benefits grew by 5%, while force
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Figure 6. Annual Defense Budget of the United States DoD in Constant 2022 Dollars. Adapted from: Congressional Budget
Office, lllustrative Options for National Defense Under a Smaller Defense Budget.
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