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It is increasingly important to be able to 
prove that you are who you say you are. 
Logging into a computer, operating an ATM, 
voting, and making purchases on credit all 
require authentication. The field of biomet-
rics studies anatomical, physiological, and 
behavioral attributes of humans that can be 
used to distinguish one person from others. 
Historically, modalities like fingerprints have 
been used to uniquely identify a person. Bio-
metric measures can be used to authenticate 
a person in place of less secure methods like 
employing badges or passwords, and thus 
have much appeal for practical application. 
As a result, the academic field of biometrics 
continues to spawn commercial endeavors. 
This paper surveys some of the promising 
biometric measures and considers prospects 
for employing DNA-based authentication 
methods in the future.
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Introduction

It is hard to prove that you are who you say you are.

You have a name, and so you can tell people your name. 
But someone else could impersonate you by using the same 
name. What do you do if you have to prove that you are the 
person that you say you are?

Of course, we must prove it all the time. We sign documents, 
we provide passwords to log in, and we present photo IDs. 
Sometimes we are required to provide our social security 
number and date of birth, as though only we would know 
that information. Notaries check our government-issued pic-
ture IDs, as do the TSA officials at the airport. Increasingly, 
voting locales require some form of identification. Physical 
possession of a smartphone also acts as a personal identi-
fier. Now, we can make purchases based on possession of 
our personal cell phone.

None of these methods of authentication are fool proof. For 
example, signatures morph over time and are forgeable. 
Databases of identification numbers are stolen. Passwords 
are hacked. Cell phones are stolen and unlocked. A deter-
mined impersonator can defeat any of these authentication 
approaches.

Identity fraud and identity theft are increasingly serious 
problems costing tens of billions of dollars per year in the 
US alone. All interactions with government, with financial 
institutions, and most interactions with businesses involve 
authentication as proof of identity. It is fundamental to our 
workings as a civilized society. The election security debate 
is mostly about trust in authentication. Technology, however, 
can provide solutions.

An unacceptable solution is to install a chip into every human 
upon birth. In lieu of this distasteful solution, society is 
increasingly turning to technology and employing biometrics 
to authenticate a person. Biometrics are unique physiolog-
ical and behavioral attributes that can be used to identify 
individuals. These characteristics are individualized, relatively 
fixed, and recordable. Typically, they are also hard to forge. 
In what follows, we discuss the emerging possibilities for 
automated biometric authentication.

Ultimately, the most unique and immutable property of each 
individual is their DNA sequence. (Of course, identical twins 
have the same DNA sequence, but there are other markers 
to distinguish them.) By identifying an appropriate number 
of specific markers that vary across the population, but 
uniquely identify a particular individual, it should be possible 
to biochemically authenticate a person. With advances in 
biotechnology, we foresee a time when signatures can be 
replaced with fast and efficient biochemical tests.

Authentication of an individual is only one aspect of a broader 
set of applications of identity management. Biometrics can 
be used to identify a single person in a crowd or to label 
each person presented to a system. Authentication refers 
to a specific case, where a person is either an imperson-
ator or not. Impersonation will be uncommon, but for many 
applications it is important that impersonators are deterred 
or caught. 

The Biometric Database

The concept of using biometric data for authentication is to 
demonstrate that a set of traits unique to a person match a 
prior recorded registration of those traits. The pre-stored 
database associates identity with the biometric data. The 
recorded data can be stored locally to the individual in an 
unalterable form or can be accessed remotely. Information 
technology allows us to access such a database quickly, 
and the fact that the individual claims an identity means 
that accessing the appropriate record is easy and does not 
require a search (although a search is also generally easy).

The stored database needs to be secure, or else an imposter 
can change the associations. Moreover, stored biometric 
data will often be classified as personally identifiable infor-
mation, protected health information, or individually iden-
tifiable health information. These categories of information 
are covered by regulations such as the Health Insurance 
Portability and Accountability Act (HIPAA) and various state 
regulations, and so must be kept protected. While compro-
mised passwords can be changed, compromised biometric 
information is not easily changed. Public key encryption and 
homomorphic access technologies to compare sampled 
data with the encrypted stored data are possible solutions 
to maintain security. However, compromises from hacking 
are always possible, and privacy concerns exist across much 
of civil society with respect to biometric technologies.
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Types of Biometrics for Authentication 

Detailed ways of identifying people based on unique traits 
dates to the Bertillon System of 1879. Bertillon’s system 
collected measurements to accompany a photograph of 
the subject and recorded the data on a filing card to track 
individuals in the criminal justice system. Bertillon’s system 
captured five main measurements—the head length, head 
breadth, the length of the middle finger, the length of the 
left foot, and the length of the cubit (the length of the fore-
arm).1 While these measurements were not exactly unique 
and did lead to a few mistaken identity events,2 they repre-
sent an early approach to systematic identity management. 
Today’s “mugshot” is a direct hold-over from this approach.

More modern types of biometrics range across multiple 
modalities and can be categorized as external physiol-
ogy, behavioral, and internal physiological. Table 1 lists 
examples of biomarkers that can be used as biometrics, 
within categories. Most can be used to help authenticate a 
person, to provide entry, or to permit authorized actions. 
Some biometrics provide binary data: they either match or 
they don’t. Other biometrics are analog, and match only if 
the value is close enough. When used for authentication 
and referencing encrypted stored values, the associated 
encryption method needs to preserve “nearness” for such 
analog measures. For search, filtering, and identification 
applications, machine learning approaches might be useful 
in training the recognition system. For authentication, how-
ever, machine learning will be useful for finding features in 

the data that might be best extracted to do the comparison 
for verification, and a separate decision procedure is needed 
to decide if the features match the pre-stored features for 
each authentication instance.

In the next section, we provide more details for current and 
future biometrics that can be used for authentication, and 
in many cases other forms of identification.

Current and Future Directions 

Certain biometrics for identity authentication have been 
around for ages and are mature technologies, while oth-
ers are emerging and still under development. There is 
often little data about performance levels because the 
accuracy depends so heavily on the particular applica-
tion, operating environment, and the distribution of the 
population being presented. The following is a survey of 
selected biometric modalities. 

Face Recognition Systems 

Humans use face recognition as the primary method of iden-
tifying people that they meet. Automated face recognition 
using image processing traces its roots to 1964 and the work 
of Bledsoe et al., who proposed identification based on 21 
measurements.3 Since then, face recognition has been a 
mainstay of computer vision research. Recognition often 
compares facial features based on the spacing of the eyes, 
the bridge of the nose, the contour of the lips, ears, and 
chin. Other approaches use features such as the residuals 
after a principal components decomposition of a cropped 
image of the face.4  More recent developments include the 
use of machine learning for automated feature extraction 
and recognition against a database of stored faces.5,6

Commercial and government applications of face recog-
nition are now standard. Some retail stores use facial rec-
ognition to identify returning shoppers.7 Governments use 
facial recognition for border control. Non-cooperative access 
control for computers or physical portals can make use of 
face recognition. Authentication for logins to web accounts, 
such as Microsoft, Amazon, Google, and Facebook are valu-
able enhancements and explains why these companies have 
interest in face recognition. Other companies and agencies 
can monitor access to facilities using face recognition to 
supplement badge readers. Reports of widespread use of 

Alphonse Bertillon’s Synoptic Table of Physiognomic Traits (ca. 1909).
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Category Biometric Description

External 
physiological

Voice Identification based upon personal voice tracts

Facial recognition Identification by matching features from a map of facial features

Fingerprints Pattern recognition of the unique features of a fingerprint

Palm prints Similar to fingerprints, but not as widely used

Hand geometry Identification through the shape and dinensions of the hand

Iris Measuring the iris texture through visible and near-IR light to create a 
unique profile

Ear shape Similar to facial recognition but uses a detailed profile of the ear

Scars Considered a “soft” biometric identified along with marks and tattoos to 
identify an individual 

Eye veins Using pattern-recognition on video images of the veins of the eyes

Periocular “Eye” recognition that includes the eyelids, eyelashes, eyebrows, tear duct, 
eye shape, and skin texture 

Odor Characterizing and recognizing an individual based on their odor 

Footprint Measuring the geometry, shape, and texture of footprints for identification

Skin reflection Using spectral reflectance of the skin for identification 

Internal 
physiological

Sweat Analyzing a profile based on amino acids and other compounds of each 
user from a sweat sample

Blood and urine Analysis of blood and/or urine samples. Blood samples can also be used to 
get DNA samples

Microbiome Using microbe data from stool, saliva, skin, and other collection sites, it 
has been shown that identification is possible and some samples remained 
stable for >80% of study participants after 1 year

EEG/ECG Taking EEG, ECG, or similar signals collected during a perception or mental 
task for identification purposes 

Tissue Can include 2D ultrasound biometric systems. Direct tissue samples can 
also be used to get DNA samples 

Saliva Saliva samples can be used to extract DNA samples 

Behavioral Typing habits Based on monitoring how a user types, identity and mood can be identified 

Signature Includes writing rhythm, acceleration, and habits

Gestures Generally captured from the face or hand; can classify and identify human 
motion

Gait Monitoring and modeling the way someone walks to identify them

Touch screen 
tendencies

Integrating authentication into interaction based on personal tendencies on 
how a user touches a screen to ensure security

Accelerometer data A behavioral biometric identifier built around a user’s movements 

How a device is held Similar to touch screen tendencies and the accelerometer data, how a 
device is held can also build up a behavioral data set

Table 1.  Examples of biomarkers that can be used as biometrics, within categories.
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facial recognition in China suggest population control. As a 
result of these and many other applications, there are many 
companies vying as suppliers of facial recognition technol-
ogy.8  Further, these technologies are available worldwide. 
Some face-searching tools are accessible to anyone as 
companies are able to capitalize on images others upload 
to the internet.9 

Face recognition technology is controversial. Some 
contentious issues include government use of face recog-
nition to track individuals, perform suspect law enforcement 
activities, repress disfavored ethnic groups, and generally 
violate privacy rights. Moreover, the technology has been 
shown to exhibit higher false positive rates for people of 
darker skin color,10  and potentially other ethnic biases. As 
a result, legal restrictions have been placed on the use of 
face recognition in certain jurisdictions.

Due to years of research progress, face recognition works 
quite well when evaluated in laboratory settings. Typical 
benchmark reports show better than 99% accuracy,11  others 
with error rate of less than 1%,12  depending on the number 
of faces in the pallet of possibilities. Algorithmicists compete 
internationally: The GaussianFace algorithm developed in 
2014 at The Chinese University of Hong Kong achieved facial 
identification scores of better than 98%.13  In 2020, one facial 
recognition algorithm test had an error rate of 0.08%.14

For face recognition of images and video “in the wild,” 
performance figures are less readily available. Performance 
must be measured in the context of the application and can 
vary with collection geometry and lighting. As an example, 
Apple claims that there is a 1-in-1,000,000 chance that a 
random person can unlock an iPhone using FaceID®,15  but 
false rejection is less important because one can simply use 
a passcode in lieu of the biometric. Further, false rejections 
might not be evenly distributed across the population. 
Certain faces might be harder to authenticate, because 
they are too nondescript.

Fingerprinting

Fingerprint recognition is one of the oldest and most devel-
oped biometric recognition methods. Latent fingerprint 
identification has been used forensically since at least the 
19th century.16 Today, automated fingerprint recognition for 
authentication is regularly used for access control. The FBI 

maintains the Fingerprint Identification Records System and 
uses the Integrated Automated Fingerprint Identification 
System (IAFIS) to match fingerprints against the database. 
Fingerprint-based access control systems for computer 
access or physical portal control are available commercially.17 
Many laptops now have built-in fingerprint readers to control 
login access and use of a password manager, although the 
software generally allows for a password-based backup in 
case the fingerprint identification falsely rejects the user. 
As another example, the airport screening company Clear 
uses biometrics to authenticate people, with fingerprints 
as one of the biometrics that can be used.

Historically, fingerprints were collected using ink impres-
sions on cardboard cards. Now, fingerprints can be col-
lected using optical approaches, and can even be obtained 
by contactless methods. Contact systems can use an image, 
or measure conduction from a capacitive surface. Certain 
smartphones now use ultrasonic sensors to collect fin-
gerprints. Contactless fingerprint technologies include 
commercially available contactless fingerprint scanning 
technologies, with at least four mobile (smartphone-based) 
apps and two stand-alone contactless devices on the mar-
ket.18 Contactless devices generally require that the fingers 
are in close proximity to the reader, but a fingerprint of a 
German defense minister was famously digitally recreated 
from photos.19 

The technology for recognizing fingerprints can use a direct 
comparison of the stored image of the fingerprint against 
the scanned print, invariant to a certain amount of variation 
of position and angle. However, this approach can fail to 
align the features accurately, and so the established method 
of recognizing fingerprints is by observing specific features 
(such as loops, whirls, and arches), categorized manually, or 
extracted automatically using image processing. Biometric 
identification research continues to include developing 
improvements to fingerprint recognition, especially for con-
tactless technologies.20 

The accuracy of fingerprint identification is highly vari-
able, and controversial.21 For authentication, most systems 
will establish a loose threshold, with the assumption that 
imposters will be rare. Crime-solving using fingerprints is 
well established, but often makes use of other evidence to 
help narrow the search and improve the apparent accuracy 
of the fingerprint identification.
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Automated Signature Verification

The earliest surviving signature is from 3100 B.C.E.,22 signifying 
the importance of signatures for authentication. Automated 
signature recognition can either be static, i.e., comparing one 
total signature image to another, or dynamic and can involve 
additional data such as the coordinates, pressure, azimuth, 
and inclination. Automated signature recognition has been 
a continuing research application of image processing, both 
historically,23 and more recently.24  Signature verification is 
heavily used in banking, real-estate, and government appli-
cations. Numerous software vendors supply software systems 
to support signature identification.25,26  

There are currently many studies looking at the accuracy 
of signature recognition. However, scores need to be inter-
preted in the context of whether one is attempting to reject 
random forgeries or skilled forgeries.27 For true positives, 
there is the issue that signatures naturally change over time 
and thus require certain tolerances to be accepted. There 

are famous examples of forgeries that have evaded detec-
tion by experts (at least initially) such as the Hitler Diaries.28 
Often celebrities’ signatures sold online have been found to 
be faked. Research goals would hope to make automated 
signature verification as good as expert manual verification, 
but current systems are likely not that good.

Hand Geometry and Palm Prints

In addition to fingerprint recognition, hand geometry (the 
use of hand measurements) as a biometric has received much 
research interest.29,30  Hand geometry can be combined with 
palm prints for higher accuracy, using such measures as the 
area of the hand, and the length/width of fingers, and palm 
print features such as lines, wrinkles, minutiae, and delta 
points.31 Using IR sensors, one can combine information 
from the structure of veins in the hands and fingers.32,33 The 
goal is to develop a contactless verification system wherein 
one could wave a hand that would then be evidence of 
one’s identity.34,35  
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While much of the hand and palm recognition development 
is in academic research, since 2013 the FBI has maintained 
the National Palm Print System of millions of palm prints. 
Many anticipate rapid growth in the market sector for hand 
and palm print biometrics, with companies proliferating in 
hardware, software, and services.36  

These systems claim high accuracy, with one system giving 
greater than 96% accuracy even against blurred palm imag-
es.37 Still, accuracies have to be interpreted according to 
the application and the probability of imposters. But since 
palm prints are easier than fingerprints, if they are indeed 
sufficiently stable, it would seem to be a very favorable 
identify verification modality. 

Iris Scans and Retinal Scans 

The human eye is highly variable across individuals, and 
certain features are stable over time, thus providing a useful 
biometric marker. Passports already record eye color, but 
this provides relatively little specificity across the population.

The pattern of capillaries and blood vessels on the back of 
the retina (of either eye) can be used as a far more specific 
biometric. First patented in 1935,38 the concept was made 
practical by a device in the mid-1970s,39  and has since been 
commercialized and used by government agencies. Since 
the eyeball must be placed against an eyepiece, and the 
scan involves low-intensity illumination by an infrared source, 
the technique is invasive, and only practical for cooperative 
identification. While spoofing is difficult for this biometric, 
the retinal pattern can change over time or due to disease 
or stroke. For this and other reasons, retinal scans for iden-
tification have not seen widespread use.

Instead, the iris has proved a more useful biometric. The iris, 
the annular region surrounding the pupil of the eye which 
defines the color of the eye, is composed of connective tis-
sue and muscle fibers, and provides a pattern that is specific 
to the individual. It can even distinguish between identical 
twins. Proposed in 193640 and first patented in the 1980s,41  
an algorithm to perform pattern recognition of irises was 
licensed to a variety of companies throughout the 1990s.42  
A profusion of different collection methods and matching 
algorithms have led to increasing practical use, particularly 
as replacement for physical passports at airport control 
portals, but proposed for e-commerce and other uses as 

well.43 Both theoretically and in laboratory tests, irises are 
sufficiently variable as to allow unique identification among 
billions of people.44 

Iris scans pose challenges to becoming the universal biomet-
ric, despite their appealing specificity. While it is possible 
to obtain an iris scan from several meters away, the optics 
and collection geometry have to be exquisite, and thus the 
process is expensive. This is true even for cooperative col-
lection. Mirrored or dark sunglasses and custom textured 
contact lenses can thwart collection, and eyelashes and 
reading glasses can get in the way of passive, non-cooper-
ative collection systems. 

Still, with improvements in optical systems and digital cam-
eras, as well as faster and more affordable processing capa-
bilities, iris scan technology can be expected to become far 
more prevalent in the future. Once registered, it provides 
an excellent way to prove one’s identity.

Other Modalities 

The field of biometrics is large and growing. Here are some 
of the biometric fields that weren’t discussed above:

• Voiceprints: A spectral decomposition of spoken or 
recorded speech, plotted as a function of time.

• Typing dynamics: Based on keystroke patterns on a 
telegraph, computer keyboard, or touchscreen on a 
smart phone

• Gate and body motion: Style of walking as gleaned 
from video or smart phones accelerometers, distinc-
tive body motions; patterns of how a device is held

• Body odors: Volatile organic compounds (VOCs) 
that, for example, dogs can use to identify people

• Chemical effluents: Data from sweat, blood, urine, or 
analysis of a person’s microbiome

• Electrical activity: Electroencephalograms/
Electrocardiographs45  (“heart prints”)

• External physiology: Ear shape, scars, tattoos, 
periocular and footprint data, and skin reflection
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Many modalities can be used in combination to increase 
specificity. Impersonators can be thwarted if they don’t 
know which combination of modalities will be used for 
authentication.

Biometrics Using DNA

The ultimate biometric is one’s DNA. Our identity is wrapped 
up in the 23 chromosomes contained within the nucleus of 
every cell across our body.46 These molecules are the core 
of our identity, and the three billion base pairs contained 
therein define us as unique individuals based on the many 
small variations within that code.

Thus, one way to authenticate a person is to sequence 
their genome and compare the sequence to a pre-stored 
sequence. While sequencing the entire genome is expensive 
and time consuming, new solutions that might reduce the 
cost significantly, and reduce the time required to a mere 
hour or less.47 

However, it is not necessary to sequence the entire genome 
to identify a person. It suffices to find a few dozen loca-
tions that vary from individual to individual and sequence 
those sections alone. This can be done by targeting specific 
sites, amplifying a few dozen base pairs at each of those 
locations, and reading off the resulting sequence to obtain 
identifying information. Currently, forensic DNA analysis 
uses sites of the human genome with short tandem repeats 
(STRs), which are specific sites where there are a variable 
number of repetitions of short sequences of bases where 
the number of repetitions varies from person to person. 
A similar approach might also be possible using single 
nucleotide polymorphisms (SNPs). Using twenty48 or so 
such sites (across the chromosome pairs), one can obtain 
a quite unique identifier of a person, and the process can 
be accomplished much faster and more economically than 
sequencing the entire genome. 

Sequencing-free genotyping is also being developed. The 
approach utilizes CRISPR-Cas technologies to precisely 
target specific sites and then uses biochemical signal gen-
eration methods to indicate detection of specific genomic 
patterns without actually sequencing the region.49 While 
still very much in the research stage, these strategies may 
enable the generation of functionally unique identifiers, 
while further reducing the time and cost required.50 

Though there are automated ways of performing sequence 
and genotype analyses, there are currently no mass-pro-
duced affordable analyzers. Further, the chemistry is such 
that the sequencing of the variable sites will still take a few 
minutes at least. Thus, DNA biometrics for access control 
will take too long for most purposes. But for signature ver-
ification in place of a notary, say for large purchases or the 
issuance of passports or other government-IDs, the fact 
that the verification might take a few minutes (or even an 
hour) is not a large impediment. After all, signatures are 
rarely validated in real time. Instead, the challenge is the 
engineering and production of sufficient numbers of ana-
lyzers to make such systems commonplace, and the supply 
of necessary chemicals. 

Indeed, since DNA is the gold standard in identity veri-
fication, it is likely that it would be used as the certifying 
biometric to register other identifiers, which are then used 
for day-to-day access and verification.

Conclusion

Given that passwords and multi-factor authentication 
approaches to authentication are painful and not particularly 
secure, biometrics offer a better solution. There are many 
different modalities to choose from, with the possibility of 
using multiple biometrics to improve specificity. For each 
modality, there are technical, cultural, and implementation 
issues. Fingerprint and face recognition technologies have 
improved but are far from perfect. Retinal and iris scans 
seem to work quite well, but have not been widely deployed. 
Other more exotic modalities are not particularly selective. 
Yet the need to authenticate oneself for security, whether 
for access or authorization, continues to increase.

Increasingly, there will be a desire to develop non-invasive, 
non-cooperative biometric capabilities. In this way, authen-
tication can happen without requiring tokens, passwords, 
credit cards, or other interventions that take time and effort. 
People can then gain access to a facility or a computer with-
out interruption. They can be authorized to take specific 
actions based on their identity. Checkout at stores can hap-
pen without a chipped credit card. Autonomous ride share 
vehicles can authenticate their passenger automatically. 
Health records can be accessed securely. The convenience 
and security of passive authentication will be compelling for 
a large variety of audiences and applications.
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Since most biometrics are a reflection of one’s DNA, and 
one’s DNA is the only truly immutable feature that identifies 
a person, the ultimate way to authenticate someone is to 
verify that their DNA matches the registered version of their 
DNA. Today, this can be done by genotyping or genomic 
sequencing, which are both relatively lengthy and costly 
processes. However, in the future, using new technolo-
gies, it might be possible to do the verification affordably 
in minutes. Developing this capability will take research 
and investment. It will likely take standards to determine 
the portions of the genome that can be used to distin-
guish between individuals. It behooves federal agencies to 
accelerate the development of such capabilities, for both 
national security and economic dominance applications. 
The best way to collect a sample for DNA analysis, whether 
cooperatively or non-cooperatively, remains undetermined. 

The capability might not come to fruition or might only be 
used for extraordinary identifications, but the science and 
technology for DNA-based identification is clear, as are the 
advantages.
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