SCIENCE, TECHNOLOGY, ENGINEERING, AND POLICY STUDIES

Values, Strategy, and America’s The Concept of an Economic
Competitive Posture Warfare Operations

The Honorable Alan R. Shaffer; Capability (EWOC)

Moriah Locklear, PhD; and Tim Welter, PhD Tim Welter, PhD in collaboration with

staff members of the

Want US Semiconductor Leadership? Potomac Institute for Policy Studies
Fix the Tax Code

Brian Shirley Prospects for US Sources

of Energy

Reinvigorating Innovation for Bob Hummel, PhD and
National Security Moriah Locklear, PhD

Bob Hummel, PhD in collaboration with

Potomac Institute for Policy Studies Staff

RobertiBob)
Editorin-Chie

I
]
M
I
0
T
|_
Z

POTOMAC INSTITUTE PRESS




Copyright © 2023 by Potomac Institute for Policy Studies

STEPS is published by Potomac Institute Press of the Potomac Institute for Policy Studies.

Disclaimers: The Publisher, Institute, and Editors cannot be held responsible for errors or any consequences arising from
the use of information contained in this publication; the views and opinions expressed do not necessarily reflect those
of the Publisher, Institute, Editors, or any Government Agency. The Potomac Institute is non-partisan and does not take
part in partisan political agendas.

Copyright Notice: It is a condition of publication that articles submitted to this magazine have not been published and will
not be simultaneously submitted or published elsewhere. By submitting an article, the authors agree that the copyright
for their article is transferred to the Potomac Institute Press if and when the article is accepted for publication. The copy-
right covers the exclusive rights to reproduce and distribute the article, including reprints, photographic reproductions,
microfilm, or any other reproductions of similar nature and translations.

Access to this publication is available free online at: www.potomacinstitute.org/steps.

All images Shutterstock.com, unless otherwise credited.

Cover image:

The cover is from a collection of photographs made by the late
David Kay. He was a Senior Fellow of the Potomac Institute, a nuclear
weapons expert, and had worked for the International Atomic Energy
Agency and for the US intelligence community as an expert on Iraqi
programs of weapons of mass destruction. His findings from a 2003
search in Iraq led to the Robb/Silberman independent commission on
intelligence failure, published in 2005. David Kay was also an accom-
plished photographer, and shared that interest with the founder of
the Potomac Institute, Michael Swetnam. David Kay died in August
2022 at the age of 82.

David Kay

STEPS (Print)  ISSN 2333-3219
STEPS (Online) ISSN 2333-3200


www.potomacinstitute.org/steps
http://Shutterstock.com

About STEPS

STEPS: Science, Technology, and Engineering Policy Studies magazine is the technical publication of the Potomac Institute
for Policy Studies, where scholarly articles of broad interest are published for the policy community. We welcome original

article submissions including, but not limited to the following:

e Discussions of policies that either promote or impede S&T research

* Articles that address implications and/or consequences of S&T advances on national or international policies and
governance

e Articles that introduce or review a topic or topics in science, technology, or engineering, including considerations of
potential societal impacts and influences

* Articles that cover historical developments in science, technology, and engineering, or related policies, and lessons
learned or implications going forward

* Non-partisan opinion pieces concerning policies relevant to S&T, to include S&T research trends or research opportu-
nities, and the role of national policies to promote or modify those trends and opportunities

STEPS promotes the mission of the Potomac Institute for Policy Studies, which fosters discussions on science and technol-
ogy and the related policy issues. Policies are necessary to advance scientific research toward achieving a common good,
the appropriate use of human and material resources, and significant and favorable impacts on societal needs. At the same
time, the creation of effective policy depends on decision makers being well-informed on issues of science, technology, and
engineering, including recent advances and current trends.

Societal changes arising from technological advances have often surprised mainstream thinkers—both within technical com-
munities and the general public. STEPS encourages articles that introduce bold and innovative ideas in technology develop-
ment or that discuss policy implications in response to technology developments.

We invite authors to submit original articles for consideration in our widely-distributed publication. Full articles should be
between 2,000 and 5,000 words in length, and should include citations and/or references for further reading. Contributions
will undergo in-house review and are subject to editorial review. Short articles of less than 2,000 words, such as notes, reviews,
or letters are also welcome.

Please submit articles to steps@potomacinstitute.org
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About the Potomac Institute for Policy Studies

The Potomac Institute for Policy Studies is an independent, nonpartisan, not-for-profit, science
and technology (S&T) policy research institute. The Institute identifies and leads discussions on
key S&T and national security issues facing our society, providing an academic forum for the
study of related policy issues. Based on data and evidence, we develop meaningful policy rec-
ommendations and ensure their implementation at the intersection of business and government.
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From the CEO
Jennifer Buss, PhD

The Potomac Institute has always centered its mission around four factors: national secu-
rity, science and technology, US industry, and government policy. The Institute’s goal is
to find ways to create or improve government policy to propel the technology engine
that drives benefits to the nation and to enact policies that are well-informed by sound
science and technology.

Articles in STEPS reflect our priority to sound research and recommendations for science
and technology policies. The publication of STEPS is where we try to elevate the dis-
cussion and provide big ideas to address the complexity of the nation’s wellbeing and
national security. Complementing the work we do for customers, discussions are fostered
from information gleaned from our studies and our interactions with affiliates, to address
big issues from a bold policy perspective. They allow us to step back from the specific
concerns of government agencies and bureaucratic issues, to emphasize our role as a
think tank that can mix technology expertise with government and business experience
to confront some of the nation’s most difficult problems.

The articles in this issue draw on lessons from our Global Competition Project to address
ways that the US can prevail in a competition with other nation states in areas of primary
national importance. From recommendations on how to organize an Economic Warfare
Operational Capability to finding common values to achieve a unity of effort in global
competition, these articles combine thoughts and ideas from discussions involving Potomac
Institute for Policy Studies staff, affiliates, and guests.

| hope you find the ideas expressed in these articles useful.

Jennifer Buss, PhD
Chief Executive Officer, Potomac Institute
jbuss@potomacinstitute.org
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From the Editor
Robert (Bob) Hummel, PhD

This issue of STEPS includes articles that are inspired by the Potomac Institute’s Global
Competition Project. During the project, which is ongoing, the Institute holds symposia
with invited experts to discuss societal-level issues associated with competition between
nations on varying dimensions of economic, military, and political sectors.

The culmination of the first phase of the project is summarized in an article with lead author
Al Shaffer calling for a renewal of American commitment to enduring values and develop-
ment of strategies to ensure constancy to those values. In this way, America can maintain

a competitive posture that positions the nation for economic and military security.

The Institute has long focused on microelectronics as an enabler of technological advances and a competition among
nations for dominance in supplies of semiconductors. An article by Brian Shirley points out that while the CHIPS Act
intends to bolster the US position in supplying semiconductors for our needs, the tax code inhibits R&D that is vital to
the development of a domestic production capacity. A change to tax treatment of R&D that became effective in 2022 is
being considered for recission, and this article points out the need for that change as soon as possible.

One of the dimensions of competition involves innovation for national security interests. Other nations, particularly China,
have learned that technological innovation is important in military affairs, and are competing with the US tradition of
innovation in development of defense systems. The Institute conducted a major study for the Department of Defense, as
directed by a previous act of Congress, looking at sixteen different areas of impact to the capacity of the national secu-
rity innovation base. | compiled a selection of the work of a large number of researchers at the Institute to highlight three
areas for action where the US could reinvigorate innovation for national security.

The Global Competition Project, from its inception, has considered national security to involve competition in military,
economic, and political spheres. Yet our tools for combatting punitive economic measures against the US are uncoordi-
nated and limited. Tim Welter and colleagues discuss the concept of an economic warfare operations capability, detailing
the structure and missions that such an organization might entail.

One of the thorny issues that the Global Competition Project considered was the competition for energy sources, which
are currently dominated by oil and gas deposits. These are unevenly distributed throughout the world, causing geopoliti-
cal and economic competitions. Independent of the issue of carbon emissions, the Institute considered the prospects for
other energy sources to supply US economic and military goals. Dr. Moriah Locklear and | compiled some of the thoughts
in an article on those prospects for future supplies.

STEPS welcomes submissions for future issues, whether by affiliates of the Potomac Institute, or others, on topics related
to science and technology policy. As with this issue, STEPS is published in pdf form online, and widely disseminated
electronically to policy-makers and stakeholders. Enjoy this and future issues.

Robert (Bob) Hummel, PhD
Editor-in-Chief, STEPS

Chief Scientist, Potomac Institute
rhummel@potomacinstitute.org

© 2023, Potomac Institute for Policy Studies 7
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Values, Strategy, and America’s Competitive Posture

“The supreme art of
war is to subdue
the enemy without
fighting.... When
you surround an

army, leave an ¥ \ (]
outlet free. Do not / i
press a desperate |

foe too hard.”

—Sun Tzu | 18
The Art of War

“One has to understand
the Chinese intellectual
game, which is what we
call ‘Go’ [and] they call

- 'weiqi’. ...it's a game of b il
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Across the 2021-2022 academic year, the Potomac Insti-
tute conducted the Global Competition Project (GCP) as
a foundation to identify, elevate, and examine some the
most consequential aspects of the globally competitive
environment in the modern era. Among transitions that the
US strategic community faces, maintaining a competitive
advantage among peer rivals is arguably the most influen-
tial. While shifting from a focus on counterterrorism, which
remains a vital concern, the US confronts a societal-level
competition that challenges US dominance in military, eco-
nomic, and political spheres.

The project’s study makes clear the interdependency of
these spheres and the complex nature of the competition.
For example, a flourishing economy is essential for govern-
ment funding of a strong national defense, which in turn is
needed to deter attacks that could impact other import-
ant national interests.” Competition to lead in the develop-
ment and employment of technology impacts businesses
and thus the health of the nation’s economy. Especially for
the United States, technology is historically consequential
to the fielding of military might that renders required deter-
rent effects and operational capabilities to keep the nation
safe and prosperous. More broadly, a continuous supply of
scientists and engineers is the critical enabler for technol-
ogy leadership, which is driving the development of a more
a competitive environment across STEM education.? Com-
petition in certain sectors, such as food, microelectronics,
metals and minerals, pharmaceuticals, and petrochemicals,
can have profound impacts when global supply chains are
interrupted. Each area requires a strategy for the US to
remain competitive, so that the US can remain dominant in

the interlocking vectors of national power.

Ny . . 4
GLOBAL COMPETITION PROJECT

However, we pose the question: Is there a grand strat-
egy to preserve the competitive posture of America in the
“international order”? What are the goals and purposes of
the strategies addressing individual competitive domains?
What is a universal strategy on which the multi-dimensional
competitions can unite in a common effective position?

We posit that to ensure a secure and prosperous future as a
world leader, the US needs to adopt a grand strategy based
on a contemporary conception of our shared American
values. Such a strategy should be tied to the fundamental
ideals that Americans have sought throughout US history; a
continuous journey toward “life, liberty, and the pursuit of
happiness” for all, as in the Declaration of Independence.
Or, as codified in the preamble to the US Constitution, the
ideals of the foundation of the nation still apply as doctrine
that Americans can support: “To form a more perfect union,
establish justice, ensure domestic tranquility, provide for the
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common defense, promote the general Welfare, and secure
the Blessings of Liberty to ourselves and our posterity.”

The current global and domestic environments challenge
our ability to realize a strategy based on shared values.
Somewhere over the past several decades, the United
States has seemingly lost its unity of purpose: the shared
vision of what the country is and its role in the world. In
the 1990s, the concept of “illiberal democracies” was dis-
cerned,® with concern that democracies worldwide might
willingly abandon the fundamentals of liberalism (not in the
sense of liberal politics, but rather the norms of individual
rights and freedoms and rule by laws and constitution). In
September 2018, The Economist decried that champions
of the liberal democratic ethos have turned their backs on
the very tenets of liberalism they espoused (see excerpt).
Those tenets (liberal democracies, not left or right political
ideologies) had helped deliver immeasurably positive out-
comes for the quality of life of an entire era of humanity.*
The forewarned potential for illiberal democracies to aban-
don those tenets seems to be an accelerating trend.®

The world, it seems, is turning away from liberal democratic
values—the basis for the greatest improvement in quality
of life in the history of humanity, experienced by billions
across the globe. This adverse trend has been most notably
embodied in the rise of populist political movements and
increasingly autocratic governments. Less controversially,
there is a global erosion of international norms and institu-
tions that America helped establish in the post-World War
Il era—those norms and institutions that led to unbridled
growth and prosperity, not to mention America’s posture as
a global leader, in ensuing decades.

Excerpt from The Economist, “A manifesto for
renewing liberalism,” Sept 13, 2018.

“LIBERALISM made the modern world, but the
modern world is turning against it. Europe and
America are in the throes of a popular rebellion
against liberal elites, who are seen as self-serving
and unable, or unwilling, to solve the problems of
ordinary people. Elsewhere a 25-year shift towards
freedom and open markets has gone into reverse,
even as China, soon to be the world’s largest econ-
omy, shows that dictatorships can thrive.”

American Exceptionalism

A review of the origins of American exceptionalism might
elucidate the kind of shared values on which a contempo-
rary strategy for ensuring our enduring security and pros-
perity should be rooted.

Immediately following victory in World War I, the US
emerged as a beacon for liberal democracy. The United
States guided the post-World War Il international order by
promoting free enterprise and democracy while adopting a
strategy of containment to deal with the Soviet Union; ulti-
mately providing a competitive edge that drove an arguably
peaceful and prosperous era. American values were gener-
ally admired and often emulated during the Cold War when
compared with those who empathized with the primary
ideological rival of Western democratic values—communist
dictatorships, as exemplified by Stalins Soviet Union.

The notion that the principles guiding American society
were “unique” among the world’s nations dates back to
1835 when Alexis de Tocqueville wrote about America’s
“exceptional” nature. Tocqueville defined American excep-
tionalism as “based on liberty, equality before the law, indi-
vidual responsibility, republicanism, and laissez-faire eco-
nomics.”® Over the years, some have interpreted American
exceptionalism to mean American superiority. This was
never the intent. Rather, America was an exception to the
general rule that nations throughout history were primar-
ily established around things like shared ethnicity, religious
beliefs, or natural geographic boundaries, and not on a set
of principled ideals.

The revolutionary idea in the founding of the American
democracy was that all should be viewed as equals under
the law. The foundational ideals were unique and excep-
tional at their time, in prioritizing individual liberty and
equality as the cornerstones for governance.

After the Great Depression and World War I, America was
confident and optimistic, embracing an ethos of exception-
alism and liberal democratic values. The US was a hege-
monic great power among the world’s nations, unified in
sharing a common enemy in the Soviet Union. In estab-
lishing a “Strategy of Containment,”” the US posited that
Soviet demise was inevitable if they continued to elevate
the communist state over individual liberty, fraternity, and
free enterprise, as practiced in the US and free Europe.

© 2023, Potomac Institute for Policy Studies 11



Containment meant that competition amounted to maintain-
ing deterrence, for example through the creation of the North
Atlantic Treaty Organization, and the Marshall Plan to rebuild
Europe and create a strong economy across Europe to resist the
spread of communism.

When the USSR was dissolved in 1991, it was widely recog-
nized that the Soviets simply did not have a grand strategy
that could compete with the West, economically or otherwise.
Top-down, state-driven Soviet economics could not compete
with the flourishing free-market approach of the West. The
latter provided the means to field and sustain a long-term mil-
itary buildup while the Soviets could not compete financially
to sustain their military capabilities. Perhaps more impor-
tantly, the US embraced an approach of investing in technol-
ogy that subsequently enabled that military superiority (the
"offset strategy”®) while also vastly benefiting the growth of
commercial markets.” The US focus on R&D resulted in the US
leading the world in development of the semiconductor, the
computer, imaging sensors, the information technology rev-
olution, the mapping of the human genome, and the devel-
opment of quantum science among other technology leaps.
It was an approach that inherently reflected shared American
values of the time and the weighty aspirations that influenced
the nation'’s birth.

To the world, the United States exemplified freedom and
possibilities. President Kennedy had proposed a set of chal-
lenges, including a lunar mission, that was a characterization
of the nation’s persona: “We choose to go to the Moon in this
decade and do the other things, not because they are easy
but because they are hard.”'® Despite the strife in the US of
the sixties, doing the “hard” things were embraced by Amer-
icans and envied by other nations. They transcended the fray
of short-sighted political whims. Across administrations, they
unified the country on shared principles that helped maintain
competitiveness on the global stage both economically and
militarily. In turn, they helped secure an enduring means for
Americans to flourish and lead for decades thereafter.

12 © 2023, Potomac Institute for Policy Studies
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The Competitive Landscape Today

The competitive landscape has changed. Today, both Rus-
sia and China pose particular challenges to the US national
wellbeing.

Russia has shown an ability to field sophisticated weapons,
albeit a remarkable inability to dominantly utilize them in their
Ukrainian conquest. However, Russia remains a challenge in
their ability to divert supplies of oil and gas, meddling in and
exploiting regional conflicts, and in manipulating informa-
tion and emerging technologies for their exploits.

The US now perceives China as its greatest competitive
challenge. Following in the footsteps of his immediate pre-
decessors, President Xi of China has led a very focused
effort to increase China’s stature in specific areas that will
advance their national interests, both domestically and
abroad. China is using economic, military, and other levers
of influence." In rolling out China’s 14" five-year plan cov-
ering 2021 to 2026, Xi cited the need for China to develop
an independent means for innovation that drives economic
growth and influence, with advanced technology at the
center of the plan. A translation of a portion of Xi's remarks
is in the accompanying box."?

Xi's observations present aspirations that could well have
reflected continued US research goals. The Chinese plan
further targets “New Generation Al, Quantum Informa-
tion, Integrated Circuits, Brain Science and Brain-Inspired
Research, Genetics and Biotechnology, Clinical Medicine
and Health, and Deep Space, Deep Earth, Deep Sea, and
Polar Exploration.”" It also pledges Chinese leadership to
pursue basic research, talent development, and focused
research for strengthened industrial output.

Previously, in 2018, President Xi had established a goal for
China to become the dominant power in Al by 2030, doc-
umented in a speech to the Politouro: “that China must
develop, control and use artificial intelligence (Al) to secure
the country’s future in the next technological and industrial
revolution.”™ At the time, it was noted that China would
invest more money in Al by 2030 than the value of the
entire Australian economy.’ In 2014, China had established
a goal to be the dominant producer of microelectronics by
2030. The goal was reiterated in 2016, when President Xi
said “the fact that core technology is controlled by others

“New-generation information technologies, rep-
resented by artificial intelligence, quantum infor-
mation science, mobile telecommunications, the
Internet of Things, and blockchain are accelerat-
ing breakthrough applications. The realm of life
sciences, represented by synthetic biology, gene
editing, brain science, and regenerative medicine
is giving birth to new changes. The new manufac-
turing technologies of integrated robotics, digi-
talization, and new materials are accelerating the
manufacturing industry’s shift toward intelligent
systems, focusing on services, and eco-friendli-
ness. The development of clean, high-efficiency,
and sustainable energy technologies is accelera-
ting and will usher in a global energy revolution.
Space and maritime technologies are expanding
the frontiers of where humans can live and work. In
sum, creative breakthroughs in areas such as infor-
mation technology, life sciences, manufacturing,
energy, space, and maritime are supplying ever
more well-springs of innovation for cutting-edge
and disruptive technologies.”

President Xi Jinping
Peoples Republic of China

is our greatest hidden danger.”" Vice Premier Ma Kai rein-
forced Xi at the 2018 National People’s Congress by stat-
ing, “We cannot be reliant on foreign chips.”"” Reflecting a
competitive posture of technology development, the 14*
five-year plan states that the People’s Republic of China
will “formulate an action agenda for becoming an S&T
powerhouse...and successfully fight tough battles for key
and core technologies.” One hears echoes of Kennedy's
“Moon in this decade” speech.

China has an established comprehensive vision for its
future with tangible goals and strategies to achieve those
goals. Portions of this plan are exemplified in the “Made in
China 2025" document.'® While their success is not guar-
anteed, China has taken deliberate steps toward achiev-
ing those goals with measurable progress. In contrast, the
United States pursues technologies ad hoc, driven by fads
and competitive pressure, with little or no strategy. Some
say that this is preferable, as it comports with the character

© 2023, Potomac Institute for Policy Studies 13
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of an open, liberal democratic, free-market society. Others
say that technologically, the US is essentially standing still,
if not regressing.

Impediments to America Securing its Future

A secure and prosperous future will require America to rally
behind a coherent, societal-level strategy that reflects our
values and can address the challenges China and others
present in a competitive global environment. The strat-
egy must acknowledge impediments and provide a means
to mitigate them while also capitalizing on our strengths
across the most pertinent areas of the global competitive
environment. Arguably, the recently released 2022 National
Security Strategy opens a window to the complexities of
that discussion."

Drags on Economic Growth

The US can remain competitive by investing resources,
human and capital, in productive assets that create value
for the populace. The value of such investments should be
guided by the aspirations of the aforementioned preamble
to the Constitution: to “provide for the common defense,
[and] promote the general Welfare.” This is distinctive from
business, wherein the bottom line is literally the bottom
line in an accounting spreadsheet.?® For society, the bot-
tom line is found in its shared values.

The problem with the national debt, which for the US
exceeds $30 trillion, is that the interest paid on the debt
can end up being invested in unproductive or less desir-
able assets, as opposed to those reflective of shared val-
ues. Arguably, much of the roughly $400 billion spent on
interest on the national public debt,?' and some of the $1.7
trillion currently spent per year by the US government on
social safety net programs, fails to wholly answer socie-
tal expectations (and really, its needs). Moreover, the US
government deficit has increased steadily over the past 20
years with a sharp uptick during the COVID-19 pandemic.??
The last time the US had a budget surplus was 2001.% Total
national debt as a percent of GDP is the highest in US his-
tory,?* and carries the implication that deficit spending is
the norm rather than a tool reserved for deliberate strate-
gic stimulus. A strategy that helps the US realize and main-
tain a viable competitive posture and a leadership role on
the international stage includes getting the government's
financial house in order.

Individuals and consumers have a role to play in determin-
ing investments made for prosperity. Economic theory says
that demand will drive efficient investments, but such is
less the case as income inequality rises. Income inequal-
ity in America has skyrocketed over the past four decades.
As of this article’s writing in 2022, only 0.1% of Americans
wielded 18% of the nation’s wealth.?® The US ranks 98th of
169 countries in income inequality, as measured by the Gini
Index,? which is worse than most peer nations.

Income inequality is correlated with decreased social cohe-
sion, increased polarization, and overall depressed eco-
nomic growth.?” Worse than simply promoting unproduc-
tive investments, a nation will find it hard to be competitive
on the global stage if it is at war with itself.

Polarization

Numerous studies show that America has become increas-
ingly polarized, which presages a scenario that can reduce
the country’s competitiveness.?®?? In his 2004 book “The
Paradox of Choice: Why Less is More,” Barry Schwartz lays
out a compelling hypothesis, supported by data, that anx-
iety and polarization increase as the number of available
choices increase.*® Consider Schwartz's hypothesis as it
relates to the availability of news in the United States. In
the 1970s, Walter Cronkite was hailed as “the most trusted
man in America,” and people got their news primarily from
one of three networks (CBS News, Cronkite; NBC, Huntley
and Brinkley; ABC News, Peter Jennings) supplemented
by the local newspaper. Each were trusted to report pro-
fessionally and objectively. Today, there are many more
news channels and pathways for information,*' and there

|u

is no universal “trusted agent.” Instead of a comfortable
middle ground, America now has a thoroughly divided
left and right. “News"” channels (really “news commen-
tators”) compete by finding niches that allow consumers
to reinforce their views by self-selection to sources moti-
vated to sell their product. Politicians and political prof-
iteers often pour gasoline on the fire by hyperbolizing
and caricaturing minor policy differences for political and
monetary gain. Elected leaders who compromise are all

too frequently endangered.

Polarization ultimately detracts from the ability to define a
common set of contemporary American values upon which
to base a strategy to compete effectively on the global stage.

14 © 2023, Potomac Institute for Policy Studies
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Appreciation of US Civics

Yet another impediment to coalescing on shared values
is a decline in knowledge of, and respect and apprecia-
tion for, US civics. A robust civics education helps moti-
vate citizens to engage productively on the issues of the
day, it broadens the base of those involved (and therefore
invested) beyond the interests of a small political elite.
Civics classes elucidate how government works while pro-
viding the opportunity to debate, understand, and work
through all sides of challenging issues with civility and
respect for the process.*? However, in 2016, only 26%
of Americans could name the three branches of govern-
ment.3® Flatly, Americans no longer understand how gov-
ernment works, let alone feel an obligation or sense of
duty to participate in traditional civic responsibilities. In
the absence of a common external villain (e.g., the USSR),
political debate and policy prescriptions are increasingly
based on opinions of others who tend to reinforce per-
sonal views, as opposed to the collective wisdom of an
educated society.

Devising the Next Grand Strategy—Where
Should We Go Now?

It is not a stretch to say that “inherent American values”—
individual rights, an open democratic society, and free
enterprise—made the nation and the world a stronger
place. People have enjoyed major improvements in living
standards, growth in personal wealth, the ability to explore
and communicate with the rest of the world more eas-
ily, and, in spite of internal squabbling, greater individual
freedoms. Said another way, the principles of “American
exceptionalism” remain a noble goal for the betterment of
humanity. This is true for America, and for all who embrace

liberal democratic ideals.

Despite daunting challenges, America can regain and
enhance its competitive posture and rally around a strat-
egy that unifies our engagement with the rest of the
world by acting along three directions, presented here
as recommendations.

RECOMMENDATION1
Regain wide appreciation for government’s purpose
and active civil discourse that strengthens our
institutions and society.

A well-functioning government requires the active partic-
ipation of citizens compromising and holding each other
accountable via civil debate and tough deliberation on
the formulation of policy. Mindless partisan brinkmanship
is wholly destructive for all involved. Americans should be
able to name the three branches of government, under-
stand models of governance, and appreciate the value of
checks and balances.

The federal government could start by providing incentives
and policies to expand civics instruction at the local level.
Objective curricula could be promulgated through trusted
channels, possibly stood up for the purpose. Reinvigo-
rating an understanding for how government works and
establishing an appreciation of civic duties, is a first step in
securing America’s competitive posture for the future.

RECOMMENDATION 2
Establish and enforce standards of accountability
that ensure efficacy of information used in media
and policy deliberations without abridging the
freedom of speech and of the press.

The nation needs access to news based on authoritative,
factual data. The Society of Professional Journalists have an
agreed on a code of ethics, which begins:

“... public enlightenment is the forerunner of justice
and the foundation of democracy. Ethical journalism
strives to ensure the free exchange of information
that is accurate, fair and thorough. An ethical journal-
ist acts with integrity.”

These are sound principles. “News" networks need to be trans-
parent about who has (or, has not) adopted such standards.
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As an analogy, the American Meteorological Society cer-
tifies weathercasters who meet similar professional stan-
dards. Most professions require lifelong learning with tests
to hold them accountable. This is true of lawyers, doctors,
professional engineers, accountants, and many others.
Identification of who is and is not a professional journalist
would be a step toward rooting out malfeasance. Radical
views should not be suppressed, but viewers should have
the right to know if the on-air person is a true journalist or
an entertainer.

A further step would be to have a federally funded apolit-
ical organization, an ombudsman, to conduct fact check-
ing and provenance discovery, using authoritative sources,
to illuminate those “news bits” that are really just conspir-
acy theory or memes not based on facts. Once again, the
idea is not to suppress speech, but to illuminate truth from
falsehood using verifiable data and contextual explanation.
The US government collects mounds of data on countless
issues and has done so since its earliest days. Leveraging
that data as a foundation for accountability would help
reinvigorate an appreciation for the value of our institutions
while also distinguishing truth from entertainment. Revital-
izing an allegiance to data in policymaking will be a signif-
icant step in developing a coherent strategy for competi-
tion on the global stage.

RECOMMENDATION 3
Assess and divulge America’s contemporary values,
and formally commit to them as a basis for a
strategy to compete with near peers on military,
economic, and political levels.

America’s competitive posture for the future requires us to
identify a coherent set of values from which to develop a
strategy. Too often, Americans get bogged down in the
minutia of daily life or caught up in the passion of a polit-
ically charged debate. In doing so, they lose sight of the
uniquely exceptional values Tocqueville first wrote about
and are still accepted by most Americans. A joint panel,
made of Executive and Legislative Branch members of vary-
ing age, race, experience, and regional origin should be
appointed with that express mission. Once agreed upon,
the panel should incorporate their findings into the basis of
a draft strategy document.

It would be difficult to argue against continued dedication
to life, liberty, and the pursuit of happiness and the ideals
of the US Constitution. Modern economic analysis could
justify capitalism and a market economy over a Stalinist
command economy.

Such a panel was constituted in 1996 and listed American
national interests of that day.?* An update is needed and
would have to be ratified as a representative statement of
American values. While not written in stone, it would serve
as the foundation of common contemporary principles and
ideals in addressing the global competitive environment.

To Sum Up

To assure a secure and prosperous future wherein America
thrives as a world leader, the US must adopt a grand strat-
egy based on a contemporary conception of our shared
American values. Such a strategy should connect current
day global and domestic challenges to the base ideals
Americans have pursued since the dawn of our nation. To
do so, Americans must act to regain a wide appreciation for
government's purpose and a dedication to active civil dis-
course that strengthens our societal institutions. We must
also seek to develop and adopt the means to hold account-
able efficacy in information used in media and policy delib-
erations while holding true to First Amendment principles.
Finally, we should commission a diverse panel to assess
and divulge America’s contemporary values, and formally
commit to them as basis for a strategy to address the chal-
lenges of the globally competitive environment.
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Introduction

Recent events starkly highlighted the importance of semi-
conductors to the US economy and the fragility of the US
semiconductor supply chain. These shortages were esti-
mated to have cost over a full percentage point of 2021 US
GDP," prompting Congress to pass the 2022 CHIPS and Sci-
ence Act to level the playing field for onshore semiconduc-
tor manufacturing after decades of decline.

However, unrelated tax code changes are threatening to
unravel any benefit from the CHIPS Act. New 2022 regula-
tions that disallow the same-year expensing of investments
in research and development (R&D) have perversely made
the already-uncompetitive US tax code even more punitive
to innovation. These disincentives to R&D risk harming US
competitiveness across all high-tech fields, including those
sectors where the US currently leads.

The impact is especially great to the semiconductor indus-
try. In every corner of the semiconductor ecosystem, R&D
costs are rising dramatically due to the challenges of the
slowing of Moore's Law and increasing international com-
petition, forcing all companies to run even faster on existing
product roadmaps, while simultaneously investing in high-
er-risk technology. The semiconductor industry has always
depended on large R&D expenditures, but today the pres-
sures are even greater due to the exploding complexity of
technology.

Such pressures have already driven many companies to
focus on existing “cash-cow” product lines rather than
investing in the requisite R&D to stay current. By slash-
ing R&D funding and giving up on maintaining the cutting
edge, companies can increase near-term profitability and
return cash to shareholders. These companies run the risk,
however, of obsolescence and demise within a few years.

For companies in other sectors where large R&D spend-
ing is mandatory, the risk of underinvestment in R&D is
larger today than ever, especially with the headwinds of
a potential economic downturn. Declining revenues usu-
ally mean that cuts must be made, and R&D investment
in future products is often the only available lever. How-
ever, long development pipelines mean the gaps will not
be obvious for years, at which point they will be too large
to remedy.

In this environment, the 2022 tax code changes are
uniquely damaging. While meant to help pay for lower
overall corporate tax rates, the changes punish the nation’s
high-tech industries by penalizing the very innovation that
drives progress and growth. Research-intensive industries
are paying for lower tax rates for larger but less R&D-de-
pendent industries. The beneficiaries are industries such
as financial, service, and retail. The result will be perverse
harm to the high technology industries of the US.

New 2022 regulations that disallow the same-year expensing of investments
in research and development (R&D) have perversely made the already-
uncompetitive US tax code even more punitive to innovation.
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Such policies stand in stark contrast to those of Asian
countries (including China)—all of whom have realized the
importance of innovation, erecting favorable R&D tax poli-
cies to promote technology development. The US is risking
national security due to an anticompetitive tax code that
penalizes innovation.

Semiconductor R&D

Modern semiconductor devices are appropriately recog-
nized as the most complex mass-produced products in
history, as documented by Chris Miller's 2022 book Chip
War.? A vast ecosystem of specialized engineering domains
erected over decades feeds a progression of ever-more-
complex new chips, governed by the drumbeat of Moore’s
Law. Devices such as processors, memory devices, sensors,
and communication chips help make usable information
out of the mountains of raw data that inundate us daily.
Novel architectures enable new applications such as arti-
ficial intelligence (Al). Moreover, as recent military news
makes clear, our critical defense systems are also critically
dependent on secure access to semiconductors.?

The costs to fuel these innovations have skyrocketed. Costs
are driven in tandem by manufacturing and design com-
plexity. While Moore's Law has delivered the capability to
form trillions of shapes no larger than the width of a small
molecule, future advancements require new techniques
using the most precise manufacturing gear ever created
(and thus the most expensive). Specialized multi-billion-dol-
lar development fabrication facilities (fabs) are staffed with
large teams of R&D engineers working on a pipeline of
next-generation processes.
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This R&D may start up to a decade before transfer to man-
ufacturing. Investigations begin with basic research of new
materials, then move to applied research to prove basic
production capability, and finally on to development of pro-
totypes to ensure high-volume repeatability. This progres-
sion is necessary to establish readiness for the high stakes
of prime-time manufacturing, with costs and urgency rising
with each step. The results of every project must be eval-
uated carefully to justify further investment, with only the
most promising approaches allowed to continue. A com-
pany that stumbles will require even greater investments
in R&D to attempt to catch up. Intel’s recent delays intro-
ducing 10nm and 7nm manufacturing nodes highlight the
inherent risks in the development and deployment of cut-
ting-edge manufacturing processes.*

Design teams face similar challenges, often mobiliz-
ing 1000+ member teams to craft complex chips. Mod-
ern “System-on-Chip” (SoC) designs are filled with thou-
sands of synchronized sub-systems, including hundreds of
processors, memory blocks, and interface circuits—all on
one chip. Ensuring these pieces work together flawlessly
requires hundreds of thousands of simulations using the
latest electronic data automation (EDA) tools, resulting in
multi-year design efforts that can cost well over $500 mil-
lion in non-recurring engineering (NRE) charges. Once the
design is complete, initial manufacturing runs may take the
better part of a year, making “first-time-correct” method-
ology a must. Finding a design problem in silicon can add
catastrophic delays, risking a missed market window and a
significant reduction in the ability of the project to pay back
its development costs.®
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Figure 1. Annual US Semiconductor R&D Investment Sources

US Corporate
R&D Investment:

~$50B

New US Government R&D
Investment (CHIPS):

~$2.2B

Existing US Government R&D
Investment (DoD, DoE, etc.):

~56B

Notes: Figures represent estimates for FY2023. CHIPS R&D Investment of $11B total over the five years of FY2023-27, annualized as $2.2 billion

per year. Sources: “American Semiconductor Research: Leadership Through Innovation,” Semiconductor Industry Association (SIA); John VerWey,

“Betting the House: Leveraging the CHIPS and Science Act to Increase US Microelectronic Supply Chain Resilience,” CSET, January 2023.

This work transpires before a single chip is sold and
amounts to a crushing R&D burden. But now a larger spec-
ter has emerged: Moore’s Law is bumping up against the
fundamental laws of physics. More than five decades of
exponential physical scaling progress are at risk of ending,
forcing a competition to discover new avenues for prog-
ress. For companies to expect to remain competitive, they
must now pursue completely new disruptive innovations,
known as “post-Moore” technologies. Such approaches
include pushing structures into three dimensions, employ-
ing new elements, and finding new approaches to package
multiple chips together.

These challenges require semiconductor manufacturers
to invest a larger percentage of R&D into basic research,
further straining budgets oversubscribed with near-
er-term projects in more traditional corporate areas of
applied R&D.

These same “post-Moore” challenges are driving design
teams to employ new architectures, custom-built for
the application, reminiscent of the “application-specif-
ic-integrated-circuits” (ASICs) products of the past. While
offering significant performance gains, this in turn drives the
need for more designs while incurring large development

costs that are amortized over significantly fewer units in
future sales, further straining R&D budgets.

Basic research, while perhaps offering significant new
opportunities, is even more fraught with long lead-time
and risk, and thus historically has been the domain for gov-
ernment-sponsored investment. However, US government
spending in semiconductor R&D has declined drastically
since the 1960s, with recent estimates near $6 billion, com-
pared to annual corporate investment of about $50 billion.
This spending has also been disproportionately focused on
specialized Department of Defense and Energy needs with
less commercial industry relevance.®

The CHIPS and Science Act of 2022 attempts to reverse
this decline, by investing $11 billion in government-funded
semiconductor R&D to be spent over five years on com-
mercially relevant technology areas.” While a welcome infu-
sion, corporate-funding of R&D will still strongly dominate
in the semiconductor field, as Figure 1 illustrates.

The cost of innovation has pushed average US semicon-
ductor R&D intensity (R&D as a percentage of revenue)
to 18% in 2021. Semiconductors, together with phar-
maceuticals (with an average R&D intensity of 21%) and
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Figure 2. R&D Expenditures as a Percentage of Sales, Select Industries

Pharmaceuticals and Biotechnology

21.4%

Semiconductors

Software and Computer Services

18.0%

15.7%

Mobile Telecommunications 9.1%
| 1
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|

Alternative Energy 6.2%
| ]

Sources:

2022 State of the

US Semiconductor
Industry,”
Semiconductor Industry
Association (SIA);
Raymond M Wolfe,

US Manufacturing
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US Industry
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software (at 16%), are the only US industrial sectors with
R&D intensity over 10%.% For these types of high-tech
sectors, R&D is the lifeblood essential to maintaining
a business—not a minor sideline expense for product
improvement, as in many other industrial sectors.

Of note, US semiconductor R&D intensity is the highest in
the world, effectively double that of China, Taiwan, Japan,
or South Korea.” R&D intensities for several notable US sec-
tors are shown graphically in Figure 2.

High R&D intensity is essential to the long-term com-
petitiveness of semiconductor companies in every seg-
ment, including those in fabless design, equipment, and
EDA software. For advanced semiconductor manufac-
turers, annual R&D investment must be paired with even
larger annual capital expenditures (capex) in manufactur-
ing capacity. This investment in production fabs and equip-
ment is necessary to transform new technology into usable
manufacturing capability. However the combined costs are
staggering. For comparison, the top five largest US phar-
maceutical companies invested 22% of revenue in the sum
of R&D and capex in 2021 (18% and 4%, respectively); the

“InfoBrief NSF
22-343," National
Center for Science and
Engineering Statistics,
October 2022.

comparable figure for the advanced semiconductor man-
ufacturing industry is 50%, broken down as 14% R&D and
36% capex.'® The crushing combination of annual invest-
ments required to stay competitive in advanced semicon-
ductor manufacturing is not found in any other industry.

This cost burden has fueled the decision by most manu-
facturers to exit advanced semiconductor manufacturing,
typified most recently by Global Foundries’ announcement
stopping all R&D and manufacturing investment in 7nm
and smaller nodes.” The result is that in state-of-the-art
logic and memory manufacturing, only a small handful of
worldwide companies remain, down from dozens in each
field three decades ago.

These costs have also fueled shareholder pressure to min-
imize R&D, given short-term concerns on expenses, risk,
and payback time, pushing instead for either an acquisi-
tion strategy'? or a return of cash to shareholders. Other
companies in cyclical sectors have been forced to cut core
R&D at the bottom of the cycle, as the only discretionary
lever available for survival, incurring large risk of techno-
logy development gaps that will not be obvious for years.
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The International Playing Field

Spurred by decades of globalization and an understand-
ing of the importance of semiconductors, multiple Asian
countries have sought and attained leadership positions in
advanced semiconductor production. Companies in these
countries have felt the same rising R&D cost pressure as
semiconductor firms everywhere. The respective national
governments have responded by offering significant R&D
incentives, for example:

e  South Korea, home to Samsung Electronics and SK
Hynix (the semiconductor arms of two of the largest
South Korean chaebol), passed a bill offering R&D
tax credits for indigenous semiconductor firms of up
to 50%, as part of the “K-Belt” initiative announced in
2019. This initiative proposed upwards of $150 billion
in government aid to local producers for both manu-
facturing and R&D assistance.'

e Taiwan, home to Taiwan Semiconductor Manufacturing
Company (TSMC) and United Microelectronics Corpo-
ration (UMC), likewise approved a bill in November of
2022 instituting a full 25% R&D tax credit, of notable
help to TSMC in particular, with annual R&D expendi-
tures of $4 billion.™

e  China’s semiconductor efforts were highlighted most
notably with 2014's “Made-In-China” initiative, featur-
ing not only tax credits but also direct subsidization
of R&D."™ More recently, in December 2022, China
approved additional subsidies worth $143 billion to
the nation’s semiconductor producers.’ Extension of
broad-based R&D “super-deductions” offer all Chi-
nese high-tech industries the opportunity for effec-
tively “free” R&D.''® The unfortunate ease with
which high-volume commercial semiconductors can
be reverse-engineered and copied has further accel-
erated the development efforts of China’s companies,
as well as notable cases of outright intellectual prop-
erty (IP) theft (most recently, for example, in the cases
of ARM, " ASML,?° and Micron).?!

US Tax Policy

In the US, tax treatment of R&D has moved in the opposite
direction. Changes to the tax code starting in 2022 require
R&D to be amortized over a five-year period (fifteen years, if
performed offshore) rather than deducted immediately (i.e.,
expensed). This modification to R&D tax treatment is part of
the 2017 Tax Cuts and Job Act. The change was instituted
putatively to help offset revenue loss from a reduction in US
corporate top tax rates. The practical effect however was
to punish R&D-intensive industries such as semiconductors,
while benefitting industries with minimal R&D.

The transition from immediate deduction to a delayed
depreciation schedule results in direct taxation of R&D.
Companies moving to a five-year schedule will pay one-
time federal and state taxes on the equivalent of 200%
of their annual R&D expense (see box, below). This addi-
tional tax is of minimal concern for financial or retail com-
panies, but a potentially multi-billion-dollar impact for R&D
intensive companies. The financial hit is never recouped.
Although accompanied by a reduced top federal corporate
tax rate, the exposure of R&D spending to taxation—which
is unique to the US among all OECD countries—is a pow-
erful deterrent to R&D investment.

Under steady-state R&D annual
investment, the transition from immediate
deduction to a five-year depreciation
schedule implies additional tax basis
in year 1 (2022) of 80% annual R&D,
followed by 60% in year 2, 40% in
year 3, and 20% in year 4, totaling to
a one-time increase to the cumulative
taxable base of 200% of annual R&D.

The transition of R&D to a depreciation schedule causes
more than a one-time financial hit. Because today’s R&D is
not fully deductible until five years hence, inflation means
that R&D investment will never be fully deducted due to
the decline in time-value of money. Effectively, some per-
centage of R&D must be paid out of profit, which means
that for tax purposes, R&D in the US is now treated worse
than manufacturing expenses. (For manufacturers and
retailers, non-capital costs, such as cost of goods sold, are
deducted quickly in the quarter the product is sold).
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The financial impact is not confined to the semiconductor
industry. In October 2022, 178 CEOs across a broad base
of R&D-intensive sectors signed a letter to Congress seek-
ing repeal of the R&D deductibility change, with multiple
firms reporting hits to 2022 profitability of greater than
$100 million. Raytheon’s CEO noted a 2022 impact of over
$1.5 billion.?? The effective penalization of R&D will hurt
innovation in the US, causing more harm than simple eco-
nomic losses.

The timing of the change could not be worse for the semi-
conductor industry, currently mired in a deep cyclical down-
turn (with multiple firms now reporting losses).?* While any
tax code change has winners and losers, selecting R&D-in-
tensive industries to pay for an overall corporate tax reduc-
tion runs perversely counter to the stated US goals of
increasing national R&D investment.

The US has featured a R&D tax credit since 1981; how-
ever, due to original design and subsequent revisions, it
is quite limited in benefit to semiconductor companies.
The credit only applies to 14% of the incremental increase
in R&D spending over a rolling three-year average and is
further limited to just R&D labor and supplies, specifically
excluding all R&D capital. #* Given long technology hori-
zons and business cyclicality, the R&D budgets for most

semiconductor companies, while massive, typically do not
grow much year to year. R&D budgets for advanced semi-
conductor manufacturers are also very capital intensive,
specifically for R&D fab shells and new, next-generation
equipment. The value of the US tax credit is negligible to
the semiconductor industry.

In contrast, the tax credits of South Korea, Taiwan, and
China all apply to the entire R&D annual expense for semi-
conductor development (not just incremental increases),
which provides in those countries significant ongoing sub-
sidization of R&D investment.?®

The CHIPS legislation of 2022 provided incentives for
semiconductor manufacturing as well as funds for gov-
ernment-directed R&D. However, no incentives were pro-
vided for corporate R&D. The government-directed R&D
funds, while welcome, pale in comparison to annual cor-
porate R&D. Therefore, the government must leverage
corporate R&D infrastructure (helping to avoid the cost
and risk of a centralized national R&D fab such as Semat-
ech but placing an even larger burden on healthy corpo-
rate R&D investment).

On a positive note, the CHIPS Act’s manufacturing invest-
ment tax credits are already helping drive a resurgence in
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US semiconductor fabs. Investment tax credits have the
added feature of driving corporate “skin-in-the-game,” as
companies must invest their own capital first to receive a
downstream proportional credit in return. Thus, compa-
nies affirm the viability of projects through their own finan-
cial commitments before receiving any taxpayer-funded
benefit. However, the CHIPS Act investment tax credits
are not applicable to R&D (nor capital purchases for R&D),
thereby disparaging the value of R&D and undercutting
the very intention of the CHIPS Act with respect to the

semiconductor industry.

Prognosis

Surveying the semiconductor landscape, the US main-
tains the lead or is strongly competitive primarily in those
segments with modest capital requirements, including
EDA software, wafer equipment, and fabless design. In
other critical areas however, such as semiconductor manu-
facturing, packaging, and compound semiconductors, the
US has fallen behind. The US today is responsible for just
12% of global semiconductor manufacturing, falling from
37% in 1990 (and with the percentages for certain critical
state-of-the-art technologies rounding to zero).?*?’

Even in areas the US leads in today, the combina-
tion of skyrocketing semiconductor R&D cost, cycli-
cal and systemic investment limitations, activist inves-
tor pressure, subsidized international competition, and
state-sponsored IP theft are challenging US firms like
no other time in history. On top of these already signif-
icant challenges, the US tax code's incentives for inno-
vation have now moved from uncompetitive to anticom-
petitive. As many nations expand R&D tax credits and
offer super-deductions, the US tax code’s disallowing
of immediate R&D deductions (therefore directly taxing
R&D investment in the transition) poses a very real threat
to US semiconductor companies’ ability to afford ade-

quate R&D to remain competitive.?®

Proposals

The US depends on a sustainable and secure semi-

conductor industry, as acknowledged in the CHIPS and
Science Act of 2022. The US Secretary of Commerce
acknowledged in recent remarks that the “stakes couldn’t
be higher,” and that “our success [with CHIPS] will be
short-lived if we focus only on manufacturing.”?’ Given

the challenges that the industry now faces, we offer a set

of proposals to help re-establish the US as a competitive

home for semiconductor R&D:

2.

Immediately rescind (retroactively) the provision
of the Tax Cut and Jobs Act of 2017 that forced
qualified R&D to be depreciated over a minimum
of five years. This change has thrust the US into a
unique level of punitive R&D tax treatment as the
only nation disallowing immediate R&D expensing,
just as the semiconductor industry is fighting through
a downturn. Inflation makes delayed expensing even
more painful. In 2022, both branches of Congress
acknowledged significant bipartisan agreement on
the damage resulting from this provision; however,
resolution in the final Omnibus spending bill was
forestalled.

Expand CHIPS's Investment Tax Credits to be appli-
cable to R&D capital expenses. No other industry
requires R&D capital at the scale and expense of semi-
conductor manufacturing, where development fabs
must be built and equipped before R&D can start. A
tilted R&D playing field means the newest tools are
often shipping to Asian companies ahead of those in
the US.3° Expanding the investment tax credits to apply
to R&D equipment would ensure that the latest cut-
ting-edge equipment can be purchased competitively
and timely by US producers. The cost of this extension
would be a relatively minor increase of the CHIPS's tax
credit costs, yet it would immediately improve the odds
of CHIPS success by helping ensure the US is competi-
tive in semiconductor manufacturing R&D.

26
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Want US Semiconductor Leadership? Fix the Tax Code

“Innovation
distinguishes
between a leader

and a follower.”

— Steve Jobs

3. Update the R&D tax credit to be competitive with
all other nations competing in semiconductors: A
permanent, non-incremental, 25% tax credit applied
to all qualified R&D performed in the US. The US
R&D tax credit has minimal value to US semiconductor
manufacturers and other R&D-intensive sectors. Asian
countries have used significantly larger R&D tax credits
and subsidies to catch up to the US, often hiring stu-
dents trained by leading US universities. To be com-
petitive, the US needs to simplify, expand, and make
permanent a US R&D tax credit, incentivizing US com-
panies to continue investing their own skin-in-the-game
in significant ongoing domestic R&D operations.

4. Aggressively prosecute nation-sponsored IP theft.
While tax treatment of R&D is important, all will be
for naught if large-scale nation-sponsored I[P theft
is allowed to continue. No company can rationalize
R&D investment when the results are used to weap-
onize their competitors. Companies in the US invest
over $500 billion in R&D, annually. Recent estimates
place the annual theft of US IP by China at an identi-
cal $500 billion, illustrating the appalling scope of the
issue, now acknowledged by both US political parties.*
The solution will most assuredly rely on US government
assistance, stronger coalitions of US allies, commit-
ment to principles of IP protection, and aggressive and
rapid prosecution of theft.

These actions would help the US recover as a thriving home
to corporate R&D necessary for semiconductor leadership
and would benefit other R&D-intensive fields critical to
national security. The actions would provide incentives not
only to large, established companies but also to startups
pursuing disruptive blue-sky innovation. Current semicon-
ductor challenges require massive and bold investments in
innovative solutions and new technologies. The passage
of CHIPS by the US acknowledges this need, however the
success of CHIPS is predicated on a thriving corporate R&D
ecosystem to deliver these solutions.

No tax policy discussion should ignore legitimate concerns
of US deficits. We note, however, that R&D investment is
universally acknowledged as one of the best levers to drive
long-term growth in future tax-paying businesses and jobs.
We also note that in recent years, corporate tax revenue in
total has amounted to no more than 6% of all US annual tax
receipts.®? Quite simply, considerations around lost reve-
nue from R&D tax treatment should be of vanishingly small
priority relative to the larger concern of properly incentiviz-
ing the nation’s technological competitiveness.

As Steve Jobs once noted, “Innovation distinguishes
between a leader and a follower.” The geopolitical compe-
tition in which the US finds itself will be won or lost based
on the strength of our nation’s technology base. Leader-
ship in semiconductor design, fabrication technology, and
next-generation technologies is a non-negotiable require-
ment for economic and national security. We cannot afford
an anticompetitive R&D tax policy that acts to drive tech-
nology development offshore. Let's fix the US tax code to
incentivize large, ongoing, onshore, corporate R&D invest-
ment to help ensure our future security.
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Introducing the National Security Innovation
Base (NSIB)

The United States has a long tradition of innovative research
and development (R&D). Innovation has been particularly
important for national security, with the development of
advanced weapons systems, superior reconnaissance and
surveillance systems, and sensors and detectors intended
to help the military defend the nation. Many innovations
for national security purposes spill over into benefits for the
commercial sector. Sometimes, commercial innovations
and products spill over into benefits for national security.

Lately, much has been discussed about the “national
security innovation base.” The term appears to derive from
the 2017 US National Security Strategy’ but was not for-
mally defined there. Instead, the term has evolved and is
generally considered a network of individuals, companies,
and institutions that transforms ideas into capabilities to
benefit US national security. The “national security innova-
tion base” should not be confused with the intersecting but
distinct concepts of “national security industrial base” or
"defense industrial base.”

There is concern that the US network of innovation for
national security is not performing as well as in the past.
The basis for this concern is two-fold: 1) innovators within
the US are more intent on commercial products and less
devoted to national security issues; and 2) other countries,
particularly China, have learned to be innovative in their
national security and military affairs and, in some cases, are
outstripping US innovations.?

The fascination with Silicon Valley jobs and startups has
economic roots. The promise of large salaries and anticipa-
tion of instant wealth has caused university graduates and
talented researchers to migrate to companies specializing
in commercial activities, which takes resources away from
more direct support to national security objectives.

In military systems, both China and Russia have claimed
new weapon systems that show innovative capabilities
that outperform and counter US defenses. Particularly, the
development of highly maneuverable hypersonic vehicles
demonstrates innovative invention and advanced systems
development that extend beyond technologies that the US
can field.?

None of these developments imply that the US is incapable
of innovation for national security. However, concerns exist
over limited capacity (i.e., the availability of human and
monetary resources) for continued national security inno-
vation. But confidence remains in the ability of American
ingenuity. The Department of Defense continues to take
actions to increase the capacity by finding new sources
and improving engagement with the innovation ecosys-
tem—sometimes with surprising results. Congress, too, has
supported initiatives such as the CHIPS and Science Act of
2022, aimed at reinvigorating US innovation capacity for
both commercial and defense purposes.

So, it is unfortunate that certain laws and policies negate
the benefits of these initiatives by “shooting the US in the
foot” and thwarting the capacity of the national security
innovation base (the NSIB). This article examines the main
inhibitors.

The NSIB includes governmental agencies and organiza-
tions, public and private research centers, academia, the
traditional defense industry, the broader commercial sec-
tor, financial institutions, and the innovation ecosystems of
America’s allies and partners abroad (whenever those enti-
ties directly or indirectly contribute to US national secu-
rity). The NSIB includes the Department of Defense (DOD)
agency DARPA (Defense Advanced Research Projects
Agency), all its contractors and agents, and other DOD ele-
ments that fund and perform research. The NSIB is thus a
large apparatus, fully capable of creating capabilities from
innovative ideas and new technologies. At issue, however,
is its capacity to bring new ideas to fielded capabilities.

Is the NSIB Capacity Sufficient?

Not everyone agrees that there is a need for more inno-
vation—why develop new weapons when we already have
the finest equipped force in the world? The US is in fact
deploying new weapon systems. The Army announced
24 new systems for deployment in 2023,* the Air Force
has the B-21 bomber with an open systems architecture
about to be fielded, and the Navy has taken delivery of
the Apalachicola, a drone ship.®* New space-based sur-
veillance systems and airborne intelligence, surveillance,
and reconnaissance (ISR) systems also silently testify to
US innovation capacity. Many upgrades to existing sys-
tems managed by program executive offices, often with
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classified capabilities, show further evidence of great
innovation in the national security sector.

But concern remains, expressed in a variety of other
sources. A recent report from the Information Technology
and Innovation Foundation titled “Wakeup America: China
is Overtaking the United States in Innovation Capacity,”®
claims that by 2020, China’s output of innovation in abso-
lute terms (not per capita) was already 139% of the US
innovation output. An article by the Alliance for American
Manufacturing remains skeptical that recent laws such as
the Inflation Reduction Act and the CHIPS and Science Act
will succeed in their intent to reverse the US decline in inno-
vation capacity.” The implication is that the United States
can innovate for defense and commercial needs but is not
innovating enough.

Reinvigorating Innovation for National Security

Thus, the debate over NSIB capacity sufficiency is incon-
clusive.

Section 889 of the William M. (Mac) Thornberry National
Defense Authorization Act (NDAA) for Fiscal Year 2021
directs the DOD to assess the “economic forces and struc-
tures shaping the capacity of the national security inno-
vation base (NSIB) and develop policies to address such
forces and structures.”® The assessment includes review-
ing various elements “as they pertain to the innovative and
manufacturing capacity of the national security innovation
base.” The authors of the legislation sought areas where
Congressional action could help the NSIB, separate from
policies of departments and agencies that the executive
branch can enact.

=

USNS Apalachigolé (EPF-13)/US

© 2023, Potomac Institute for Policy Studies 33



STEPS 2022, Issue 8

The Ronald Reagan Institute, the think tank that manages the Reagan Library, initiated a task force in 2019 to address
US competitive advantages in technology and innovation, and subsequently presented findings and recommendations
at their 2023 National Security Innovation Base Summit.” In 2022, the DOD commissioned the Potomac Institute for
Policy Studies to research the topic areas outlined in Section 889, in light of NSIB needs. In March of 2023, the Potomac
Institute for Policy Studies delivered a report on the 16 elements named in the legislation, as listed below.

1.

Image credit: Alex Taliesen

A detailed description of the entities comprising the
NSIB and how they currently interact.

Competition and antitrust policy.

Immigration policy, including the policies germane to
the attraction and retention of skilled immigrants.

Education funding and policy.
Demand stabilization and social safety net policies.

The structure and incentives of financial markets and
the effects of such on the access of businesses to credit.

Trade policy, including export control policy and trade
remedies.

The tax code and its effect on investment, including the
Federal R&D tax credit.

10.

11.

12.

13,

14.

15.

16.

Regulatory policy, including with respect to land use,
environmental impact, and construction and manufac-
turing activities.

Economic and manufacturing infrastructure.

Intellectual property policy.

Federally funded investments in the economy, including
investments in R&D and advanced manufacturing.

Federally funded purchases of goods and services.

Federally funded investments to expand domestic man-
ufacturing capabilities.

Coordination and collaboration with allies and partners.

Measures to protect technological advantages over
adversaries and to counteract hostile or destabilizing
activity by adversaries.
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Each of these 16 areas contains recommendations and pol-
icy changes that can enhance or support NSIB's capacity
and improve the nation’s ability to field innovative technol-
ogies for national security considerations. Many of the con-
cepts for enhancement are well known in government and
policy communities. Examples include acquisition reform,
faster contracting, increasing and enabling “Other Trans-
actions” for research without cost shares, """ and better
interactions between industry and government. Improve-
ments to the Small Business Innovative Research (SBIR)
and related Small Business Technology Transfer (STTR)
programs are significant to the small business community.
Most importantly, recommendations discuss “bridging the
Valley of Death” so that innovations and prototypes devel-
oped for defense capabilities transition into fielded capa-
bilities more rapidly and frequently.

This article does not rehash these many well-known
complaints and suggested reforms. Many other sources
provide lengthy analyses. Instead, the concern is what
the government does to promote the NSIB and the three
truly imaginative, absurd, and ridiculous ways we under-
cut those benefits.
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Investments in the NSIB

The government and society support the NSIB in many
ways for the nation’s benefit. In 2021, US R&D spend-
ing from all sources, government and non-government,
was estimated at $792 billion.’? US government fund-
ing for R&D amounted to $138 billion in 2020."™ The US
government tends to fund more in the innovation space,
whereas non-government sources focus on development
and product evolution. However, over the past two years,
the big social media Silicon Valley companies and ven-
ture capital investments have added billions in R&D for
artificial intelligence research. Much of this financing sup-
ported the development of fundamental large language
models to drive text, imagery, and software generation.

Within government funding, the DOD is responsible for the
largest share of R&D funding, amounting to $123 billion
in 2022. Of that amount, $18.8 billion was in the 6.1 to
6.3 budget categories, often collectively characterized as
“science and technology,” which included a large portion
of the DOD R&D innovation.' One analysis indicates that
DOD funding of “early stage R&D" totaled $34 billion in
2022, with an expected increase to $40 billion in 2023.'
The National Science Foundation, the National Institutes
of Health, the Department of Energy, the Department of
Agriculture, and other agencies fund the remaining gov-
ernment support for R&D.

The government supports the NSIB in ways that go beyond
providing funds by encouraging small businesses to
research topics in the national security space in the SBIR/
STTR programs.’ The DOD has other avenues to fund
innovative R&D, such as AFWERX and SpaceWERX, the
Defense Innovation Unit, and the latter’s National Secu-
rity Innovation Network."” More recent initiatives include
the Rapid Defense Experimentation Reserve (RDER), with
appropriated funding of $278 million in 2023,'® and the
Office of Strategic Capital, which has requested $115 mil-
lion for FY 2024.'? These units aim to accelerate the trans-
fer of technologies to national security capabilities through
attracting or delivering funding that resembles venture cap-
ital investments. As part of the Science, Mathematics, and
Research for Transformation (SMART) scholarship-for-ser-
vice program, the US government offers free tuition and
stipends to selected, qualified students for science, tech-
nology, engineering, and mathematics (STEM) post-sec-
ondary study in exchange for a commitment to work for
a DOD institution an equivalent number of years.?® The
SMART program is thus a scholarship and workforce devel-
opment program for the NSIB. In these and other ways,
the government is engaged in efforts that boost innova-
tion for national security purposes, leveraging the talents
and capabilities of the nation and its institutions.

In addition, recent legislation has directed new R&D fund-
ing in particular industry sectors based on national inter-
ests. The CHIPS portion of the CHIPS and Science Act of
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2022 appropriates about $5 billion per year for the next
five years in microelectronics research, and additional funds
to increase domestic manufacturing. The Science portion
of the Act authorizes $174 billion over five years for sci-
ence, technology, and workforce development. This fund-
ing dramatically increases the National Science Foundation
(NSF) budget through a Technology, Innovation, and Part-
nerships (TIP) directorate that focuses on the transition of
technologies for commercial use. The Inflation Reduction
Act of 2022 improves the R&D tax credit for startup busi-
nesses and incentivizes specific sectors of manufacturing
that should increase demand for R&D in those sectors. The
NSIB will certainly benefit.

Do Not be Innovatively Stupid

With all this effort and funding for innovation in national
security systems, it would not make sense that the gov-
ernment has policies and laws that directly and needlessly
inhibit the NSIB.

But we do.

We undo many of the US programs and advantages in sup-
port of NSIB by thwarting innovation in three key ways:

1) Taxing R&D.
2) Throwing away talent.
3) Discouraging STEM talent development.

Do Not Tax R&D

A common assumption is that R&D gets preferential tax
treatment, through deductions (26 CFR § 1.174, called Sec-
tion 174) and credits (26 U.S. Code § 41, called Section 41).
The truth is complicated, reflecting the complexity of the
law and the common confusion between Section 174 and
Section 41. The culture reflected in the tax code is one that
treats R&D suspiciously, viewing R&D like entertainment
and not essential to making a profit. This attitude is harmful
to the nation’s security and wellbeing.

Section 174 provides for the deductibility of “research and
experimental expenditures,” which are defined in excruci-
ating detail in Section 1.174-2, including a discussion about
“expenses incurred in the taxpayer's trade or business

which represent R&D costs” and a discussion of the discov-
ery of information “that would eliminate uncertainty con-
cerning the development or improvement of a product.”?'
Certain expenses are excluded, such as quality control test-
ing, efficiency surveys, management studies, and consumer
surveys,?? which are essential aspects of commercial prod-
uct development. For defense applications, these activities
could also be beneficial to defense R&D transition but are
discouraged by their tax status.

To further help explain research and experimental expen-
ditures, Section 174 gives ten examples with further cases
concerning “expenditures with respect to land and other
property.”# Further complicating the situation, Section 41
provides for a 20% tax credit for incremental increases in
“qualified research expenses” (QREs) over a base amount.
For certain kinds of QREs, Section 41 allows for partial cred-
its that are not necessarily incremental over a base level.
The definition of QREs relates to “qualified research,”
which is defined according to a four-part test and cer-
tain exclusions to each business component.?* Although
related, QREs are defined separately from the Section 174
definition of research and experimental expenditures that
provide for the deductibility of expenditures.

The upshot is that for-profit companies often have legions
of lawyers and accountants to ensure their research is
deductible. As well, for-profit companies are often dis-
couraged from conducting unsponsored research, lest the
expenses be taken from after-tax profit (capital accounts).
Further, an entire consulting industry is devoted to assisting
companies in taking advantage of Section 41 tax credits,?®
which provides a hidden burden on successful small busi-
nesses and startups.

Add to this the change that occurred in the Tax Cut and
Jobs Act of 2017. This Act amended Section 174 to require
that deductible research and experimental expenditures
be depreciated over at least five years starting in 2022, as
opposed to being expensed as a deduction in the year in
which they occur. The change effectively imposes a tax on
two years’ worth of R&D in for-profit businesses that previ-
ously expensed their R&D costs. For example, a business
would have to count as profit 80% of 2022 R&D expenses
(even though it was already spent), and pay taxes on that
“phantom profit.” Additionally, the business will have to
pay taxes on phantom profits at 60% of FY 2023 R&D
expenses, 40% of FY 2024 R&D expenses, and 20% of
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FY 2025 R&D expenses. This added tax (which, if R&D
expenses are held constant, amounts to two years’ worth)
is an ideal way to discourage R&D. For some businesses,
the tax due (21% of profit) will be greater than revenue
over expenses, thus bankrupting the company. Even if this
provision is repealed,? the message to US businesses is
that R&D is not valued as a cost of doing business but
rather as a depreciable asset.

Tax treatment of R&D in the US is a prime example of the
“death of common sense,” as articulated by Philip Howard
in his book decrying “how law is suffocating America.”?
Identifying legitimate and reasonable R&D expenses should
not require detailed legal specifications. Legitimate R&D by
for-profit companies should be considered a cost of doing
business and deductible as a business expense necessary
and reasonable for competing in the global goods and ser-
vices marketplace and beneficial to national security.

Do Not Throw Away Talent

The demand for talent in STEM is global. The US is in a
growing global competition for talent and employees who
can contribute to commercial and defense capabilities. In
2019, the US STEM workforce consisted of over 36 million
workers, of whom about 8.6 million have post-secondary

degrees and were considered scientists and engineers.?® As
well, roughly one-fifth (19%) of all STEM workers in the US
were foreign born and nearly half (45%) of the STEM workers

with doctoral degrees were foreign born.? International stu-
dents make up over 70% of the graduate students in com-
puter and information science, electrical engineering, and
petroleum engineering and over 50% in many other STEM
fields.*® According to the American Immigration Council,
“professional STEM workers” in the US amounted to 10.8
million in 2019,3" of whom 23% were foreign born.

The number of professional STEM individuals that the US
is expected to need will increase by more than 10% from
2020 to 2030 above and beyond replacing retirements.??
This demand can only be met with increased numbers of
foreign-born individuals recruited to professional STEM
occupations in the US.*

International students on F or J visas are non-immigrants,
meaning they have promised and are expected to leave the
US eventually. International students who receive PhDs in
the US tend to manage to stay for long periods of time—a
recent report states that 77% of international STEM PhD
graduates from 2000 to 2015 are still living in the US,3* indi-
cating long-term stay rates among PhD graduates. Transi-
tioning from non-immigrant visa status to legal permanent
residency involves a sequence of visa transitions includ-
ing optional practical training (OPT), H1-B visa candidacy
and award, and green card and eventually US citizenship
application.* The process can take decades, during which
time the foreign national is subject to international traffic
in arms (ITAR) technical information restrictions and other
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impediments. Moreover, the individual is ineligible for a US
security clearance until after receiving citizenship.

Through the years, there have been proposals for a special
STEM visa,* adjustments to the H1-B visa numbers, and
modification of the OPT program. There are also a limited
number of “employment-based” (EB) visas for extraordi-
nary talent that will not displace US workers. The problem
remains that the nation and the educational system, partic-
ularly graduate programs at research universities, rely on
a stream of international students, but visa policies treat
these students as temporary.

These proposals and policies are viewed as immigration
issues, when the real issue is export control. In most cases,
the foreign person is already here, has been educated and
trained, and is the subject of investment by the US. By
encouraging them to leave through continued temporary
visa status, we encourage the export of knowledge and
talent to foreign countries that are often in competition
with the US.

There is a very real concern about theft of intellectual
property and technology, and foreign agents sent to col-
lect information at universities, startups, and companies
in the US. However, vetting should be done prior to the
investment in their participation or education in the US
and should be based on the intentions of the candidate.
Instead, for those students and graduates who are in the

US for their own educational purposes, we should want to
capture and retain them, and utilize their talents for eco-
nomic and defense benefit in the most efficient manner.
The long route of temporary visas together with the ITAR
restrictions on information sharing is anathematic to proper
export control and efficient use of resources. Proper export
control means that we do not return graduates to further
develop technologies to compete with US business and
defense industry. Efficient use of resources means that we
give these individuals the means to contribute with knowl-
edge in technical areas of importance to national security,
once they are vetted to ensure that their intentions are not
on the side of adversaries.

Do Not Discourage STEM Talent Development

Getting a STEM degree and maintaining STEM skills is a
daunting task. In the US, a degree from a private univer-
sity, in a STEM field, generally takes at least five years of
study (despite the notion of a four-year college degree) and
generally requires incurring substantial debt (or an ability
to pay hundreds of thousands of dollars).*” Undergraduate
tuition, fees, and housing is currently $82,730 per year.®
Scholarships that “meet need” without substantial borrow-
ing through loans are rare, limited in number, and ineffec-
tive in removing the deterrence of all candidates except
for the independently wealthy. Minorities and females are
underrepresented in STEM degree programs, reflecting

evidence of their discouragement from pursuing STEM
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education in high school years and suggesting that help
and intervention is appropriate as early as possible along
the education ladder.*

The DOD SMART program made 482 awards in 2022.% This
is an excellent way to encourage and support STEM talent
development to benefit the NSIB, but the NSIB is likely to
need thousands of entrants per year to satisfy the work-
force needs. An expansion of the SMART program would
be welcome. However, there also must be ways to reduce
the impediments that discourage minorities, women, and
those without sufficient independent resources from pur-
suing STEM degrees and further STEM training—for the
overall benefit of the NSIB and economic benefit of the
nation. The current US advantage of excellent private uni-
versities and research institutions is, in part, squandered by
economic factors and education funding policies.

Summary

The ability of the US to produce innovations for defense
and economic purposes remains strong. However, compe-
tition with the rest of the world dictates that the US cannot
afford to be foolish in maintaining its technological edge
through innovation. This article has identified three areas in
which US policies are indeed stupid.

First, the tax policy is not conducive to supporting research
and development, except at not-for-profit institutions that
do not worry about being taxed on R&D expenditures. But
for-profit companies have a lot to offer in innovation for
national security purposes. Tax policy should encourage
for-profit company participation in the NSIB and not dis-
courage R&D.

Then, international students are an essential aspect of the
US education system, particularly in STEM fields, and their
talents should be captured for the benefit of the US econ-
omy and the NSIB. Instead, today, out of fear of export-
ing technologies, we enforce the barriers between the
NSIB and talent among international students that we have
educated. By suspecting all, we encourage the export of
their knowledge and abilities through the uncertainties of

temporary visas. While international students using our
institutions to collect knowledge for the benefit of adver-
saries should be prevented, this is not a good reason to
discard a large pool of talent that could be persuaded to
stay and work for US national security.

At the same time, we need to find ways to encourage the
development of STEM talent to benefit the NSIB and main-
tain those talents through careers. We need measures to
level the inducements to the study of STEM topics com-
pared to other fields, by adjusting costs. Today, we unnec-
essarily discourage STEM education. To the extent that
STEM education remains a draw, too often that draw is
to lucrative commercial endeavors whose benefit to US
national security is limited. The NSIB needs to compete for
the development of talent that drives careers to benefit US
national security and productive economic industries.

The US has a tremendous advantage in its ability to inno-
vate, especially for national security purposes. It behooves
the nation to undo the unnecessary impediments to using
those advantages.
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Introduction

The US enjoyed the benefits of a relatively unmatched
monopolar position on the global stage in the immediate
aftermath of the Cold War. That position has been chal-
lenged in recent years by rivals, such as China and Rus-
sia, working to shift the geopolitical and global economic
environment in their favor." To do so, both nations have
employed asymmetric “gray zone” tactics, actions below
the threshold of war, but which still vitally threaten the eco-
nomic and security interests of the US and others.?

Gray zone operations include propaganda, media misinfor-
mation and disinformation, deliberate supply chain disrup-
tions, and economic manipulation and coercion, along with
other more traditional military equipping activities.* Eco-
nomic warfare activities are the most concerning, as such
activities are focused on destabilizing and diminishing the
vitality of the US economy* and interfere directly with the
United States’ ability to acquire, secure, and field capabili-
ties required to defend the nation.

The industry and supply chains that the US government
relies upon for weapons, technology, infrastructure sup-
port, and other factors of vital importance are at risk—
highlighted recently by the PPE and other shortages expe-
rienced during the early days of the Coronavirus Disease
2019 (COVID-19) pandemic.® Subsequently, factors limiting
US access (deliberate or not) to critical technologies and
other products and commodities vital to a healthy popu-
lation and economy have become a growing concern for
national leaders.

An emphasis of the 2022 National Security Strategy (NSS)
was to invest in and partner with the commercial sector
to strengthen the US national security posture—a socie-
tal-level approach to addressing the threats and realities of
a dynamic global competitive environment. The approach
carries over from the 2017 NSS and 2018 National Defense
Strategy (NDS), which emphasized the need for a strong,
resilient defense industrial base as an integral part of
national security, as the former NSS stated, “...a vibrant
domestic manufacturing sector, a solid defense industrial
base, and resilient supply chains [are] a national priority.”®
The policy guidance across two administrations of oppos-
ing parties is an encouraging step in the right direction, but
there is still much to be acted upon.

Prior to the COVID-19 pandemic, US government efforts
to combat asymmetric “gray zone” attacks were reactive,
fragmented, and siloed. The pandemic inspired the DOD
and other US government departments and agencies to
re-evaluate how to identify, support, and maintain indus-
trial base elements vital for US national security. However,
the nation still lacks the strategy (2022 NSS aside), work-
force skillsets, and business operations to properly address
the scope of the challenge at hand.

The US government's approach to countering the infu-
sion of adverse capital and other asymmetric economic
activities that directly impact DOD missions has also been
somewhat limited and disparate. While policymakers have
acted,’” the challenge demands a fundamental shift in state-
craft directed at the highest levels of government. Reme-
dies will likely be constrained by the inertia of long-estab-
lished institutional processes, cultures, and norms inside
and outside of government. An evolution in thought and
approaches to new threats come historically with a debate
over the balance between liberty and security (e.g., post
9/11). Change, if effective, drives uncomfortable organiza-
tional and cultural shifts away from the status quo. In this
case, a shift from 20-plus-years of the big “M” military as
America’s primary lever of national power toward others in
the “"DIME"—diplomacy, information, military, and econ-
omy—is necessary.

Ultimately, a US government entity must be designated
to “own the supply chain and industrial base prob-
lem,” responsible to orchestrate the development and
employment of a suite of options to protect and defend
the US industrial base from asymmetric economic
attack. The Office of Economic Warfare and Competi-
tion (OEWC), as proposed by David Rader, former Dep-
uty Director of the Office of Foreign Investment Review
at the DOD, is a tenable conception of such an entity,
as is the EWOC, a more operationally focused approach
outlined in this paper.?

Vulnerabilities resulting from conflict escalation, kinetic or
otherwise, will be more manageable if an entity has the
authority and tools to identify and address fundamental
risks to the industrial base and supply chains. This would
require strengthened partnerships between the US gov-
ernment and industrial base to expose and collabora-
tively examine threats to domestic and foreign companies.
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The Concept of an Economic Warfare Operations Capability (EWOC)

Moreover, this would require an exchange of information
on risks, potential responses and mitigation, economic
drivers—both political and economic—and their interde-
pendencies with supply chains and national security. Ulti-
mately, gray zone economic assaults must be addressed by
the US government in collaboration with the private sector
and partners and allies.

Until the problem is addressed, the US government'’s abil-
ity to carry out its core duties to “insure domestic tranquil-
ity, provide for the common defense, promote the general
Welfare, and secure the Blessings of Liberty,” is at risk. This
paper provides a proposal to that end: The Economic War-
fare Operations Capability (EWOC).

Background
Understanding the Problem

The US government is not organized for societal-level
competition against adversaries, where “gray zone” tac-
tics employed by global rivals like Russia and China oper-
ate below the threshold of open kinetic warfare, but still
threaten US national security. This is an operational reality
of the character of competition and conflict America is fac-
ing in the 21st century. Remedies require a societal-level
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response that actively fuse operational savvy with eco-
nomic and business acumen; more transparent and farther
reaching than the CIA-type covert operations sufficient for
the Cold War. It will also require authorities at the highest
level to swiftly decide, act on, and/or alert to threats and
vulnerabilities across the US government and industry.

Industry and supply chains critical to America’s economy
and national security are under routine attack and the gov-
ernment’s core responsibilities include protecting both.
The US government needs an organizational approach to
identify, monitor, prioritize, and coordinate (across US gov-
ernment and DOD entities) the mitigation of vulnerabilities
to the industrial base. To accomplish this, trust and agil-
ity must be central to the working relationships between
the public and private sectors. Currently, the government’s
acquisition vehicles and practices are inadequate to rapidly
address contemporary competitive challenges.

According to Special Warfare, “Gray zone security chal-
lenges, which are competitive interactions among and
within state and non-state actors that fall between the tra-
ditional war and peace duality, are characterized by the
ambiguity about the nature of the conflict, opacity of the
parties involved, or uncertainty about the relevant policy
and legal frameworks."?
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Gray zone warfare is thus a way to weaken a rival nation’s
position outside the realm of conventional armed conflict
and can be used to allow a competitor nation to achieve
its political goals. It is a type of state aggression that is as
old as warfare itself, with its practices and tactics articulated
in the ancient Chinese military philosophy of Sun Tzu. The
People’s Republic of China uses gray zone tactics to pur-
sue the geopolitical goals of the Chinese Communist Party
(CCP)." Russia is also well-practiced in gray zone tactics'' as
demonstrated in Ukraine, starting with its initial invasion in
2014 and carried forward to the time of this paper’s writing.

Gray zone tactics are also delineated in China’s PLA doc-
trine of “Unrestricted Warfare.” The PLA emphasize com-
bining all elements of national power to achieve national
objectives, with tactics that reportedly include:

military intimidation, paramilitary activities [maritime
militia and maritime law enforcement over disputed ter-
ritories breaking norms of good seamanship], co-opt-
ing of state-affiliated businesses, manipulation of bor-
ders... lawfare and diplomacy, and economic coercion,
and strategic investments in, and venture capital fund-
ing of, cutting-edge technology companies.”'?

China and Russia have each been accused of destabilizing
and diminishing the vitality of the US economy by using gray
zone operations. Both have sought influence and advan-
tage using adversarial economics. The defense industrial
base has been a consistent target, through IP theft, infiltra-
tion of supply chains, and other gray zone activities."

Gray zone economic activities are also referred to as pred-
atory or asymmetric economics, adversarial investment, or
as adversarial economics. They are designated in this chap-
ter as “economic warfare.” To be clear, the US government
is grappling to defend the nation against economic war-
fare. However, the US is not alone in this fight. A ripple
in one nation’s markets can be consequential in another.
Allies and partners can defend one another on both the
security and economic fronts.

Economic Warfare
Since 1953, China has used a series of “Five-Year Plans” to

set strategic goals, focus government work, and guide the
activities of market and non-market entities in China.’ In

2021, China started on its fourteenth Five-Year-Plan, which
set an ambitious agenda to “promote high-quality devel-
opment in all aspects, including the economy, environment,
and people’s livelihood and wellbeing, and realize the rise
of China's economy in the global industrial chain and value
chain.”™ To that end, the CCP has employed adversarial
economic activities to undermine US economic and tech-
nological advantages to pursue its own strategic objectives
on the global stage.®

China’s grand strategy of economic warfare is enhanced by
state ownership of industries and businesses. State-Owned
Enterprises (SOEs) receive significant investments from
their owners (the Chinese government), allowing them to
invest with less risk than those which investors in private
commercial companies experience. In contrast, US busi-
nesses rarely receive government subsidies in the way and
extent that Chinese SOEs receive government funding."’

China also uses their own venture capital® funding to
access innovative technologies in free-market economies.
The Chinese government gains access to technologies
(especially by investing in small and medium size Western
enterprises) and then shares those technologies with their
SOEs. China’s venture capitalists have been monitoring
innovation hubs like Silicon Valley for investment opportu-
nities in early-stage startups in fields deemed essential to
its future military dominance (Al, Fintech etc.)."

Coercive loss of intellectual property (IP) can occur when a
US company “partners” with a foreign company for “mutual
benefit” in a joint venture or major stock purchase.?’ China,
for example, can require a partnership for access to its mar-
ket.?" IP-intensive industries account for over 45 million US
jobs and the loss of IP erodes US technological suprem-
acy, the cornerstone of its economic prosperity and military
hegemony since World War Il.

Intellectual property theft by China is said to cost the US
between $225 billion and $600 billion annually.?? Mal-in-
tended foreign direct investment and the use of cyber espi-
onage to steal IP from US companies has resulted in the pro-
liferation of technologies and capabilities once exclusive to
the US military.?® Chinese IP theft has allowed the PLA to
fill gaps in its research programs, shortening R&D timelines
for fielding advanced military platforms and identifying vul-
nerabilities in US systems for which countermeasures are
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presumably developed.?*?* It also allows China to bolster
its own economy, in competition with the US.

Current Efforts to Combat Asymmetric Economic
Activities?

While the US has laws to protect companies from preda-
tory foreign direct investment (FDI), loopholes always exist
in a proper free-market economy. The Committee on For-
eign Investment in the United States (CFIUS) is supposed
to prevent threats to national security from FDI in US busi-
nesses. The Foreign Investment Risk Review Modernization
Act (FIRRMA), passed in 2018, attempted to provide more
authority, scope, and latitude to CFIUS. However, CFIUS
reported to Congress in 2022 that it only reviewed a “small
percentage of the total number of... foreign direct invest-
ment flows into the United States.”? Given the scale and
adaptability of investments throughout the US economy,
the challenge to CFIUS is simply too great.

To counter asymmetric economic threats, including threats
to national security, a different approach is needed. The
2022 NSS talks of an "integrated defense,” calling for the
use of all instruments of national power to address subver-
sive gray zone activities and other contemporary threats.?

The CHIPS and Science Act in August 2022 represents an
effort to combat certain economic threats. The law allots
tens of billions of taxpayer dollars to invest across indus-
try, government, and academia for R&D, manufacturing,
and workforce development critical to gaining (or recov-
ering) an economic and security posture for the United
States in certain high technology fields, and in particular
in semiconductors.?

The Office of Strategic Capital (OSC) was established in
December 2022 within DOD's Office of the Undersecretary
for Research and Engineering. The OSC is a turning point
for DOD in publicly recognizing the need to counter the
gray zone economic threats. Their mission is to “develop,
integrate, and implement proven partnered capital strat-
egies to shape and scale investment in critical technolo-
gies.” Criticality, here, would refer to military needs.

At least two dozen other US government and nongovern-
mental organizations, including the FBI, and the Treasury,
Commerce, and Defense Departments, have initiatives

focused specifically on countering adversarial econom-
ics. However, these efforts are too disparate and tactical
to adequately address or deter the comprehensive gray
zone strategies currently deployed against the United
States. No single US entity, public or private, is calling
the shots overall (let alone has the authority to do so) to
counter adversarial economics applicable to societal chal-
lenges. Subsequently, the government needs an orches-
trated operational approach.

An Operational Approach: the EWOC

What sort of organization could address a solution set
informed by the global economic, political, and security
environment?

Designated the Economic Warfare Operations Capability
(EWOC), the concept outlined in this section is a proposed
means by which the US government can operationally
address the threats and challenges posed by adversarial
economic activity.?” This capability is an imperative if the
US expects to remain operationally relevant on the global
stage. It is envisioned as agile and responsive to the dynam-
ics of the global economic, political, and security environ-
ments to support the strategic posture of the United States.

The overall mission of EWOC is to ensure access to the
industrial base and supply chains critical to preserving
operational advantage across the full spectrum of conflict,
to include economic warfare. As envisioned, the EWOC will
help preserve the US government's ability to secure critical
supply chains by building enduring partnerships and oper-
ational capacity to assure competitive advantage.

The EWOC will bring disparate efforts together, prioritized
and orchestrated under one umbrella—a scalable opera-
tional approach for decision and action.

The EWOC approach operationalizes the concept of
“integrated deterrence” (a key principle of the 2022
National Defense Strategy), providing coordination with
the private sector, as well as with vetted allies and part-
ners, to address economic threats across domains and
instruments of national power. The EWOC helps prevent
kinetic war by deterring potential adversaries by virtue of
economic dependencies.
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The EWOC has three core mission areas that fuse inputs The synchronization of the EWOC's three mission areas is
from across the government, industry, and DOD: key to addressing the primary challenge: Assurance the US
government has enduring, secure access to the industrial
Mission Area 1: Prioritize and conduct observation products and supply chains vital for success across the spec-
and analysis of global markets, the industrial base, trum of conflict while maintaining competitive advantage.
and supply chains critical to the US government.
The diagram and following section describe each mission
Mission Area 2: Shepherd enduring, agile partner- area in greater detail, to include explanations of how they
ships between industry and the government. work together.

Mission Area 3: Provide options to decide and act
or elevate action to address threats and risks.

Operations across the spectrum of conflict for mission assurance every day

Assured access to
supply chains and
industry critical to
Enduring Competitive
Advantage
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Mission Area 1: Fused Observation and
Analysis—Identifying concerning global trends,
threats, actors, and vulnerabilities

Mission Area 1 of the EWOC provides prioritized market
intelligence and analysis for decisive operational action. The
EWOC will identify and understand risks and vulnerabilities
in supply chain networks impacting the US government.

Realization of that vision will require:

e Cultivation of a workforce uniquely steeped in both
business intelligence and military operations.

Mission success will require continuous deep knowledge
of global economic trends, investments, and markets and
the identification of innovation and technologies vital to
national security and US economic wellbeing.

The vision for this mission element is to identify and under-
stand, for action, the vulnerabilities in supply chain net-
works and threats to industry sectors that could impact US
interests. This knowledge and analysis will feed the other
mission areas of the EWOC.

The EWOC will need to identify the sectors worth protect-
ing. What are the innovations and technologies, specific to
government interests, vital for national security and neces-
sary for maintaining competitive advantage? These factors
will need to be identified along with nodes of influence.
Analysis of the resulting network will identify critical points
of vulnerability and risks in supply chains, driving the focus
for further intelligence collection.

Vulnerabilities in supply chains can happen due to logistical
failures (natural or inadvertent causes) or by malintent by an
adversary or bad actor. Both types need to be understood
to remain competitive across the continuum of conflict.
While competition will exist in many sectors, prioritization
across national interests and capabilities will be important
to drive the analysis. As part of Mission Area 1, that analysis
will help define intelligence requirements and counterintel-
ligence requirements in the context of business and indus-
try sector interests, as well as national security concerns.

Information on adversary activities across economic mar-
kets is not generally centrally accessible to the US govern-
ment. Instead, information is scattered across the private

Think Tanks

Academia

sector, trade publications and associations, various areas of
the executive branch and military services, and the intelli-
gence community. Often, the government's awareness of if
or where useful information exists is limited. Further, there
is no intelligence fusion capability lending to an analytical
product to inform decision makers. Therefore, an overar-
ching role of the EWOC is to fuse disparate intelligence
analysis together to provide prioritized, operational
action options.

The key to EWOC's Mission Area 1 is development of a work-
force savvy in researching, analyzing, and using economic
market-based intelligence. The workforce would mobilize
personnel who have civilian and military experience across
the financial services, intelligence, and operational national
security realms. Expertise would be required in international
finance and business, and global logistics coupled with
national security. Operators must be able to identify and
understand risks and vulnerabilities in supply chain networks
impacting US government interests and readily leverage a
deep knowledge of global economic trends, investments,
markets, innovations, and technologies vital to national
security and enduring competitive advantage.
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Mission Area 2: Industry-USAF Partnerships—
Building Trusted, Mutually Beneficial Enduring
Partnerships at Home and Abroad Using
Transparent, Flexible Procurement

Mission Area 2 of the EWOC provides a platform for
consistent engagement between industry and govern-
ment—domestically and with allies and partners—render-
ing enduring partnerships built on countering common
gray zone economic threats. This mission area is fueled by
assuring that businesses are properly incentivized and suf-
ficiently equipped to identify and share information about
economic threats for assistance from the US government.

Adversarial economic activity negatively impacts both
industry and US interests, generally, so the EWOC provides
a unique mutually beneficial opportunity to strengthen
relationships between industry and government by work-
ing together in countering threats. Government depends
on industry, and the trust established by collaborating
against adversarial economic activities will strengthen rela-
tionships on all fronts. Enduring partnerships are the goal—
leading to less confrontational and more agile acquisitions
and other processes, with continuous and open dialogue
on emerging capabilities and business challenges.

Realization of the vision for Mission Area 2 will require:

e Establishment of incentives that provide a value propo-
sition for industry to participate, to include more trans-
parent and flexible acquisitions practices, sharing of
business intelligence, and broader access to govern-
ment needs and resources.

e Establishment and management of a human capital
pipeline of savvy operators with business and national
security acumen.

Mission Area 2 provides the connection between the intel-
ligence analysis provided by EWOC's Mission Area 1 and
the decision and action to counter threats by Mission Area
3. Fusing the efforts of extant organizations, the EWOC will
help orchestrate a cohort of invested parties from within the
government and across industry to facilitate enduring part-
nerships that transcend transaction-focused relationships.

Central to that effort is the EWOC's envisioned role as an
information clearinghouse between the government and

industry. The EWOC should be the venue for sharing infor-
mation on emerging economic threats so nefarious actors
or suspicious activity may be identified, deterred, and coun-
tered with decisive action. The outcome will be a protected
and strengthened industrial base and supply chains critical
to government interests. The goal is to address the pace
and character of security challenges in the current global
competitive environment.

The advantage of the EWOC's partnerships is that they
provide a single unified storefront: a physical “Front Door”
location for US government interactions with industry. The
“Front Door” concept is similar to the Air Force’s AFWERX,
but on a larger scale. Where AFWERX focuses primarily on
small business, the EWOC concept would serve companies

of all sizes.

Technology can enable a secure virtual collaborative plat-
form for both US and foreign industry to address emerg-
ing risks together, in real time. Controlled information
sharing would be established for business intelligence, US
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government resources, insight to emerging requirements,
financial incentives (such as tax incentives), and cyber and
physical security. The greatest benefit, however, would
likely be improved relationships between government and
industry gained from countering common threats.

The virtual collaborative environment would also be used
by the EWOC to establish the "big picture” for Mission
Area 1, providing threat information and market and indus-
try insights unavailable elsewhere for integration with cur-
rently disparate market intelligence and analysis. This
would entail a fusion of products from multiple anonymized
entities to inform operational decisions for action against
adversarial economic activities.

Successful connections with industry will be predicated on
a clear understanding of long-term objectives in global
competition. The EWOC would define success for coun-
tering asymmetric economic assault, to include 1) defining
thresholds for action based on risk analysis and 2) commu-
nicating with industry about shared benefits, mutual goals,
and critical supply chain vulnerabilities.

The collaborative environment can also serve as a baseline
for cultivating a pipeline of future EWOC operators. It can
provide resources for training in global markets, financial
services, acquisitions processes and practices, and state-
craft and military strategy. Talent must be developed from
outside the government and recruited to the EWOC.

EWOC operators will collaborate extensively with partners
and allies. This includes foreign entities with economic ties
to the United States— not just military allies. Operators
must be able to understand industry and national interests,
and address supply chains critical to US government inter-
ests across the spectrum of conflict, regardless of origin.

Mission Area 2 is intended to foster industry partnerships
that enable businesses to succeed in their endeavors, while
also serving long-term national interests in providing for
common defense and security, to include economic security.
This goal is challenging because it requires that businesses
are incentivized and trustful of government and other indus-
trial partners in a common mission to counter threats. It also
requires that government, in forming partnerships for the
nation, deal fairly and transparently with industry.
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Mission Area 3: Decide, Act Elevate—
Employing a Scalable Arsenal of Economic
Effects With Agility, Speed, and Effectiveness

Mission Area 3 of the EWOC is the operational arm. It is
envisioned to develop and recommend the employment
of an arsenal of economic levers to act on the market intel-
ligence and fused analysis from Mission Area 1, in concert
with the partnerships established by Mission Area 2. Inte-
gration of these elements provide a means for gov-
ernment leaders to decide and act on looming threats
in an orchestrated, operational manner. Actions may
be orchestrated by other US government entities—driv-
ing a whole-of-government approach across domains and
instruments of national power (i.e., integrated deterrence).
Effects will be used to address threats with agility, speed,
and effectiveness, ultimately assuring competitive and
decision advantage across the spectrum of conflict—from
competition to crisis.

The US government currently employs various levers to
identify, analyze, and address mission critical industry
and supply chain vulnerabilities. However, none currently
takes an orchestrated operational approach, bringing
disparate efforts together for decision and action. Mis-
sion Area 3 of the EWOC would enable orchestration at
a speed and scale of relevance to day-to-day compe-
tition, while ensuring operational and decision advan-
tages should hostilities commence.

Image credit: Alex Taliesen

Realization of that vision will require:

e Creating and assembling an arsenal of levers to counter
economic assault by adversaries.

e Establishing a systematic, scalable, repeatable frame-
work to employ these levers.

e Establishing interagency coordination to orchestrate
desired effects.

e Establishing procedures to enable decision and action
on, and/or elevating the situation to address, emerg-
ing and active threats.

An arsenal of gray zone economic levers will be required for
this mission area. Some gray zone capabilities are regularly
employed in this domain, such as trade controls. However,
currently, the coordinated use of tools—if coordinated at
all—only occurs clumsily at the highest levels of government.

To compete in an asymmetric (economic) war, one must be
able to fight asymmetrically. As such, a gray zone arsenal of
economic effects must be built along with the operational
decision framework to employ them, to include integra-
tion into current strategies. Gray zone economic levers are
not weapons in the traditional sense, but rather a suite of
effects that create specific desired outcomes broken down
into defensive and offensive operations.
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Defensive measures might be designed to protect compa-
nies from malign foreign influence. Defensive Operations
include changes to policy, regulations, and procedures that
make it easier for industry partners to work with the US gov-
ernment, as opposed to working with entities beholden to
the Chinese government. They might involve reducing hur-
dles for companies to accept US government funding (as
with the DOD’s OSC). It could also be manifested in the
creation of tax incentives for US companies to remain in
the US or it could facilitate the availability of services that
enable small companies to better compete.

generally involve
effects that negatively impact an adversary’s global eco-

Offensive operations asymmetric
nomic enterprise. For example, an alternative to rare
earth elements (REEs) could disrupt China’s 85% share of
the world'’s processing capability, which they can use to
threaten supply chains.

The development of a gray zone arsenal requires a frame-
work to properly employ it. The following three step pro-
cess outlines a high-order framework:

1. DECIDE. Based on EWOC's analysis (Mission Area
1), leaders must decide if there are national security
concerns for the given scenario (i.e., “So what?"”). The
decision to act must be contextualized for operational
impact to core government interests and guided by
available concepts of operations and operational plans.

2. ACT. After a decision that action is appropriate, the
desired outcome must be determined. Offensive or
defensive options will be selected from an arsenal
of levers and employed at the appropriate level of
engagement.

3. ELEVATE. Actions require approval and authorities
at the appropriate level. Some authorities might be
granted to the EWOC, but other actions need to be
elevated for consideration at higher levels. The recom-
mended action should be referred to the appropriate
government level, or levels, for interagency consider-
ation. The existing construct used by the National Secu-
rity Council provides a model. In many cases, allies and
partners will need to be consulted through appropriate
channels and their interests taken into consideration.

As with the example of stopping an inbound enemy mis-
sile, some operations will require a rapid interception, but
other times it is more effective to disrupt a “kill chain.” An
arsenal of asymmetric economic tools can have graded
effects ranging from effectively competing to intercepting
an adversary’s capacity to fight.

Development and employment of a scalable arsenal of
economic effects that leverage market intelligence and
analysis, as well as partnerships, will support the new real-
ity of national security. Fusion of these elements provides a
means for government leaders to decide and act on loom-
ing threats in an orchestrated, operational manner. The
US needs an effective whole-of-government approach to
countering adversarial economic activity across domains
and instruments of national power.

Summary

National interests are vulnerable to unchecked adversar-
ial economic activities. While there are efforts underway to
identify and analyze those threats, such information is not
prioritized, fused and orchestrated across the entirety of
the government for decision and action. When an action
is taken it is usually at the tactical level, disconnected from
a broader strategy and from industry partners. Here, we
have outlined the concept of an Economic Warfare Opera-
tions Capability, an EWOC, to provide a unique but mutu-
ally beneficial opportunity for industry and government to
strengthen their relationships and work together with part-
ners to counter threats and serve the common good.

Development and fielding of an EWOC-type capability will
help preserve the ability of the US government to carry out
its core missions at the most basic level—by securing the
industrial base and supply chains they depend upon—while
providing the opportunity to build enduring partnerships
and operational capability to assure competitive advantage
on the global stage.
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The US national security and economy depend on reliable
and long-term access to abundant energy sources. His-
torically, the US has benefited from easy access to energy
resources, including coal, oil, gas, wind, solar, and hydro
power. Access to energy resources includes oil importation.
Events in the 1970s demonstrated that a lack of self-reliance
could lead to vulnerabilities. As a result, the US endeav-
ored to achieve “energy independence,” to become a net
exporter of energy resources. For the US, that goal was first
achieved in 2020.

Energy independence is a noble goal, but it does not
eliminate vulnerabilities. Malicious actors, cyberattacks on
energy infrastructure, turbulence from climate change, an
aging electrical grid, and unsecured supply chains pose
threats to America’s competitive edge and economic
wellbeing. Sudden increases in the price of energy could
destabilize the population by making essential goods and
services unaffordable. Residential heating and air condi-
tioning, transportation, and commercial real estate rely
on cheap energy sources. Industry depends on large sup-
plies of energy, because, for example, manufacturing typ-
ically involves massive consumption of energy. The mil-
itary requires prodigious supplies of energy in the form
of jet fuel, gasoline, and nuclear power—for wartime and
peacetime operations. The supply of energy resources is
important, but its distribution is also essential to the pop-
ulation, the economy, and the military. Even when sources
of energy are based on indigenous domestic supplies, dis-
ruptions can occur that put America’s national security and
economy at risk.

Being a net exporter of energy resources does not mean
that the US does not depend on imports. A major com-
plication is that oil must be refined, and there are differ-
ent types of oil for different kinds of refineries. The United
States imports certain types of oil for which it has refinery
capacity and capabilities and exports other types of oil for
refining elsewhere. Should imports be disrupted, the US
would confront supply deficiencies because current exports
could not be converted quickly to domestic use. Moreover,
domestic supplies of oil are limited.

Distribution requirements cause other vulnerabilities. Oil and
gas pipelines can be sabotaged through physical and cyber-
attacks. Power grids for electricity distribution require main-
tenance and are vulnerable to weather or other disruptions.

In addition to threats from geopolitical adversaries, whether
wartime or gray zone, there is also a competition for
resources. Supply and demand are typically in a very del-
icate balance globally, and nations need and want access
to sufficient energy resources. Any disruption can lead to a
scramble and competition for resources globally. This sce-
nario occurred in 2022 due to the reduction and redirection
of supplies of oil and gas from Russia.

There are multiple other competitions that take place with
respect to energy. In wartime, a typical target of an adver-
sary’s infrastructure and warfighting capabilities involves
local energy supplies. There is also a competition for
affordable energy, as oil-rich states benefit from high oil
prices, whereas major consuming nations benefit from low
prices. Today, there is even competition for the installation
of renewable energy resources, as there is increasing global
interest in reducing atmospheric carbon emissions and thus
reducing or eliminating the use of fossil fuels.

Because energy is so important to prosperity and security,
the overarching requirement is for reliable access to energy
resources. This necessitates sources of energy, production,
and distribution, with reserve capacity in all areas. Even
then, vigilance is required in recognizing potential threats,
both natural and deliberate. This sets up a relentless pur-
suit of a competitive advantage in access to sources, pro-
duction, and distribution of energy for the US population,
industry, and military needs.

Sources of Energy

To a limited extent, energy resources are fungible. Natural
gas can be used in place of gasoline derived from oil; solar
power can generate electricity in place of fossil fuel power
plants. For resilient and stable access to energy resources,
it is advisable to have a mix of available energy sources.
We begin by considering the current mix of sources for US
energy consumption.

Petroleum, natural gas, and coal (fossil fuels) provide for the
majority of the US power needs: 79%, as shown in Figure 1.
Renewables account for 12% of US energy consumption,
which includes wind, solar, hydroelectric, geothermal, and
biomass sources. Nuclear energy comes in third after fossil
fuels and renewables, contributing 8% to the total domes-
tic energy portfolio.
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Figure 1. US Primary Energy Consumption by Major Sources, 1950-2020
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Figure 2. US Primary Energy Consumption by Energy Source, 2021
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Measured in “quads” representing the equivalent of a qua-
drillion British thermal units (Btu), total US consumption
is a little less than 100 quads per year, which is roughly
one-sixth of worldwide consumption. In the US, roughly a
third comes from petroleum, a third from natural gas, and
11% of energy production from coal. Roughly 3.2 quads
come from wind turbines, and 1.5 quads from solar.? Bio-
fuels (including ethanol from corn) contribute less than a
quad.® Thus, wind, solar, and biofuels are still relatively
minor sources. The US continues to increase renewables
while generally decreasing reliance on coal, although the
use of coal in the US increased in 2021.

Today, and for some years to come, oil and gas will remain
the predominant sources of energy in the US. The US pro-
duces around 11 million barrels of crude oil per day, which
is supplemented with hydrocarbon gas liquids and biofuels
to effectively produce 18.6 million barrels per day in 2021.
(Hydrocarbon gas liquids come from both natural gas and
from the process of refining crude oil.) Consumption stood
at around 19.9 million barrels per day in 2021, with the
difference made up in imports.* Oil consumption in 2021
accounted for 31.3 quads of energy in the US.

The US Strategic Petroleum Reserve (SPR) holds at maxi-
mum about 750 million barrels of oil,® which is a roughly
40-day supply for the US, or 100 days of imports at cur-
rent rates. It is useful for wartime supplies, but also can be
used to stabilize prices to absorb or make up for over- and
under- capacity of the world’s supplies. It is being drawn
down in 2022 at a rate of a million barrels a day to make up
for reduced Russian supplies of oil.

Natural gas production in the US in 2021 was a total of
34.5 trillion cubic feet (TCF),® of which the US consumed
30.3 TCF” and exported the remainder. Natural gas con-
tributed 31.3 quads to US needs in 2021; coal contributed
10.5 quads.®

Petroleum products (which technically include both liquid
oil products as well as natural gas) are uniquely important
due to their high energy content per unit weight and vol-
ume. The military is vitally dependent on refined oil prod-
ucts and uses large quantities of natural gas. For certain
military uses, it would be hard to replace petrochemicals
with any other form of energy production. Aircraft, for
example, need jet fuel for long-duration or high-veloc-
ity flights. Armored vehicles typically need diesel fuel to

generate sufficient power. Many naval vessels rely on pet-
rochemicals for propulsion.

Accordingly, for now and for the foreseeable future, the
US requires a stable supply of petrochemicals. Our depen-
dence arises both from common usage of oil and gas for
residential, industrial, transportation, and other common
uses, as well as from the military’s need for large energy
supplies. Total US consumption of energy is not expected
to decrease, nor should it. This begs the question: to what
extent should US energy supply be based on oil and gas,
and are alternatives required?

The fact that the US is a net exporter of energy belies the
observation that domestic oil and gas are increasingly diffi-
cult to extract. Today, oil and gas are found in abundance in
the Middle East and other parts of the world but are highly
concentrated in small pockets.

Uneven Distribution

The fact that fossil fuels are not evenly distributed through-
out the world makes for a complicated marketplace
with inequalities in competition. Moreover, production and
demand are in close balance at any given time, mediated
by prices. Excess production, or excess production capac-
ity, requires excess infrastructure and is thus inefficient.
Over production capacity suppresses prices which is not
favored by the relatively few producers. The other problem
is that as time goes on, oil and gas that is easy to recover
has already been recovered. While there is plenty left, that
which is left becomes more difficult to extract. New tech-
nologies enhance the ability to recover more difficult pet-
rochemical sources, but also require significant investment.

Oil is concentrated into thousands of oil fields scattered
throughout the world. Roughly 500 “giant” and 40 or so
“super-giant” oil fields each contain over a half a billion
barrels of ultimately recoverable liquid oil (5 billion, in the
case of super-giant fields).” The largest, the Ghawar field,
is in Saudi Arabia, is said to have contained nearly 100
billion barrels of liquid oil when first tapped in 1951, now
contains an estimated 58 billion barrels equivalent, and
continues to produce nearly four-million barrels of oil per
day.’® Most of the other giant fields, such as Prudhoe Bay
in the north slope of Alaska, produce a few hundred thou-
sand barrels per day. Thus, most fields produce a small
fraction of the world’s consumption of nearly 100 million
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barrels per day. The giant fields and super-giant fields pro-
vide for 60% of the world’s total consumption.™

If one looks at “proven reserves,” and divides by current con-
sumption rates, the world will run out of oil and gas in 47
years. The same computation for US proven reserves versus
US consumption results in about 5 years of oil and 15 years
of natural gas remaining.’'? In the US, the primary sources of
oil and gas come from the north slope of Alaska containing
the Prudhoe Bay fields, the East Texas Oil Field, and the West
Texas “Permian Basin” fields. There are many other smaller
sources, such as fracking in Pennsylvania and West Virginia,
and many other potential sources, such as oil shale of west-
ern Colorado (which has seen multiple boom and bust cycles,
due to the lack of profitability of oil extraction).

However, computations of years remaining are naive for mul-
tiple reasons: For one thing, proven reserves can rise or fall
over time, depending on the price of oil and gas and the
development of new recovery technologies. New discoveries
are made all the time. Proven reserves do not fully account
for abundant oil shale, tar sands, and other sources that
can provide oil and gas using advanced technologies, and

“unproven reserves.” Fracking, when performed safely and
responsibly, can free up natural gas supplies that are not
envisioned in the simple computation. Natural gas can be
used in place of oil for many purposes, but in many places
is “flared” (i.e., burned on the spot) because it is not prof-
itable to capture and distribute. These amounts are often
not included in proven reserves.

Nonetheless, at this point, total oil and gas supplies are
limited. For the US to maintain its rate of energy use, and
continue to depend on oil and gas, there will need to be
new supplies soon. There could be new domestic discover-
ies, but it is likely that much will have to come from imports.
Most of the rest of the world’s oil is in oil fields located in
the Middle East, namely Saudi Arabia, Iran, Irag, and United
Arab Emirates. There are other super-giant and major fields
in Mexico, Venezuela, Brazil, Russia, and Kazakhstan, as
well as that which remains in the US. With more than 90% of
the world’s supply (along with the US), these nations have
outsized influence due to the concentration of oil reserves
and super-giant fields in their territorial borders. There will
be a competition for access to these resources.
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Possible Future Sources

The issue becomes: Is there a way to reduce dependence
on oil and gas, in whole or in part, to ensure that there are
sufficient supplies for uses that require them? The concern
over greenhouse gas emissions and global climate change
only adds considerable additional pressure to the interest
in new supplies (but only for renewables.)

Significant headroom is available for expanding the use of
solar production of electricity in the US. The current installed
base is around 100 Gigawatts (GWSs), which generates 1.5
quads per year." An optimistic Department of Energy study
posits 1,000 GWs installed by 2035, which might generate
15 quads per year. However, many issues would need to be
resolved, including storage and distribution.

Similarly, wind energy production offers enormous poten-
tial, from the current installed base of 135 GWs,'¢ which pro-
duced a little less than 10% of all electric power generated
in the US in 2021."7 One vision predicts wind providing 35%
of US electricity needs by 2050." Wind generators operate
at night as well as day, which is a big advantage. However,

| 4 N

they rely on a smart grid, as most of the US production is in
the Midwest (and some offshore), and so must be distrib-
uted. As demand increases for electric power, it is possible
that wind turbines could supply much of the increase. Stor-
age is a problem for wind power as well as solar, as total
electrical power generation becomes more dependent on
sources that can be episodic. A robust distribution system
with spare capacity can lessen storage needs.

Nuclear power accounts for about 20% of all electricity
generation in the US. There are 93 reactors in 55 plants
throughout the US, down from a peak of 104 reactors in
2012." The reactors are old, and many are operating past
their expected life span. Significant research is ongoing on
the design and construction of new forms of nuclear power
plants,® which would provide greater safety and higher
returns on investment (as nuclear power plants are very
expensive and take a long time to build).

Perhaps the best prospects for increased nuclear power
generation is through development of “small modular
reactors” (SMRs).?' The Department of Energy sponsors an
advanced R&D program on the development of SMRs, and
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considers them a key to the US energy future.?? Each SMR
would produce a few tens or hundreds of megawatts, and
so hundreds or thousands would be envisioned to contrib-
ute to a percentage of the million megawatts of electricity
generation capacity of the US. Although there is an aver-
sion to the expansion of nuclear power, there are those
who believe that the time for nuclear power dominance has
come, especially for SMRs.Z

US road, rail, and boat transportation accounts for around
20 quads of annual energy consumption in the US (down
from around 24 quads in 2015).2* Air transportation con-
sumes only around one quad. If all transportation other
than air could be converted to electric vehicle power, then
it would be easy to replace the power generation from
non-fossil fuel sources (such as wind, solar, or nuclear, feed-
ing into electrical grids for onboard storage or immediate
consumption).

Notably, the military uses small nuclear power plants for
energy production, particularly for aircraft carriers and sub-
marines. We might ask whether the military could eliminate
its dependence on petrochemicals by converting to all-nu-
clear power production. But concepts for nuclear-pow-
ered aircraft are distant dreams. Nuclear power plants for
armored vehicles are undoubtedly a bad idea.

Each of these enhancements (wind, solar, nuclear) as well as
any others will require significant investment, not just in the
production infrastructure, but also in distribution and con-
trol systems, and eventually an electric storage infrastruc-
ture. Return on investment computations depend heavily
on the future cost of energy, which in turn depends on the
price of a barrel of oil.

Exotic Sources to Reduce Competition for
Energy

A variety of more exotic energy sources might become
available in the future. Some involve oil and gas from new
sources, which would nonetheless relieve pressure on the
competition for resources by providing large new reservoirs
of energy supplies. In all cases, the new sources envision
near-infinite supplies that could supply energy globally.

Potentially abundant supplies of natural gas are avail-
able, albeit difficult to extract, and creating greenhouse
gas emissions. The frozen methane hydrates in the deep

ocean fuse ice and natural gas into formations that exist
under high pressure, but with deep sea mining techniques
could be used to extract gas.? Separately, there is concern
that global warming could cause a tipping point with exist-
ing methane hydrates, causing the uncontrolled release of
methane into the environment, over a period of centuries
or millennia.?® So it would behoove the world to secure the
resource before they melt.

The other suggestion is that the mantle of the Earth,
located below the Earth’s crust and typically 100 kilome-
ters below the surface, is replete with methane, according
to models of chemical processes.?’ It might be possible to
tap into these supplies, which might be viewed as essen-
tially infinite, although bore holes have rarely descended
beyond 10 kilometers. Locations where the crust is thin,
however, might provide locations where large supplies of
methane could be extracted. Whether this is advisable or
feasible is problematic.

Even more exotic is the idea of retrieving methane from
outer planets and their moons, such as from Saturn’s moon
Titan. Note that bringing resources back to Earth is “down-
hill” relative to the sun’s gravity well. We would also want
to bring new supplies of oxygen to Earth.

Eventually, controlled fusion reactors might be able to sup-
ply power to electrical grids. International programs for the
development of controlled fusion continue, and progress
continues to be made. Practical power plants, however,
remain many years, and perhaps decades, hence.

A less dangerous way to obtain energy might be to use giant
solar cells in space, to beam energy to Earth. The concept of
space-based solar power has been around for a long time,
but only recently have practical experiments been conduct-
ed.? A major impediment is the cost of getting material into
space from the Earth.

Summary

Necessity might drive invention in one or more of these
directions, or in other directions. The world has had the
luxury, as well as the consequences, of abundant fossil
fuel resources over the past couple centuries. This will
continue, but extraction will be increasingly difficult and
costly, and will likely still be competitive as resources are
unevenly distributed. Further, dislocations due to global

© 2023, Potomac Institute for Policy Studies 63



STEPS 2023, Issue 8

climate change may also force the more aggressive pur-
suit of alternatives.

Energy resources are so vital to national economies and
security that the competition for energy may be central to
most other competitions. International investments into
resources may be driven by a need to secure future sources
of energy. Resources that depend on energy include food
from agriculture products, and industrial production capac-
ity, and residential resources for heating and cooling.

In the near term, it is a safe prediction that oil and gas will
remain the predominant sources, and that most supplies
will come from a handful of countries that have remaining
easily available resources. Thus, a competition for resources
will continue, and success depends on either being one of
the handful of countries, economic dominance, or military
might.

The approach is not sustainable long term. Military con-
flicts are likely to occur in the interim over energy supplies,
which could include kinetic wars as in Ukraine, and cyber
wars to disrupt or divert supplies. They can also engen-
der investment wars, as oil companies and nations vie for
the rights to emplace infrastructure in territories that are
not traditionally under their own control. Until inexhaustible
supplies are found and secured, the competition for energy
and especially for oil and gas will become an increasing
driver of human activity.

So, what should the US do to prevail in the competition
for energy resources? The answer is undoubtedly “all of
the above.” That is, the nation needs to be strong militar-
ily, economically, and politically, to secure domestic sources
and maintain access to foreign sources. The US needs a
diversity of sources of energy, to include current fossil fuels
and other energy sources derived from domestic supplies,
supply chains from overseas sources, and future sources, all
including wind, solar, nuclear, renewables, and more exotic
sources. Reports of recent improvements in controlled
fusion, and other potential inexhaustible supplies, provide
for a hopeful future, but cannot be relied upon in the short
term. One of the keys will be continued R&D and invest-
ments in demonstration and pilot plants. The US has the
ability to lead in respect to R&D, and thus could control not
only its own destiny, but the destiny of the world in access
to energy sources.
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